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Address planning

1. Address planning

Since the firmware 1.6, the Router mode consists two different protocols. The original one is now called
"Flexible protocol"; the new protocol is called "Base driven protocol".

In the Flexible Router mode standard IP routing is used between individual RipEX radio modems and
their interfaces. The only non-standard feature is that even if you assign all RipEX's radio interface IP
addresses to a single network, the RipEX's may not "hear" each other over the radio channel; therefore,
routing tables should include even routes within the same network (over repeaters).

In the Base driven Router mode (BDP), all traffic over the Radio channel is managed by the Base station.
All frames inside the radio network have to be routed through the Base station. Appropriate routing has
to be set. Any Remote can work as a Repeater for another Remote. Only one Repeater is possible
between Base station and Remote, however a number of Remotes can use the same Repeater.

BDP is optimized for TCP/IP, especially for IEC104 - stable response times with minimum jitter.

This Application Note draws attention to certain situations in which routing tables can be simplified
significantly.

1.1. End devices connected via serial interface

1.1.1. Flexible Protocol

Every RipEX radio modem has two network interfaces, and hence two IP addresses. First is the Ethernet
interface, second the radio interface. Serial interfaces are defined by their UDP port and are shared
for the entire RipEX modem; as a result both RipEX IP addresses can be used to access them (both
IP addresses work equally well).

The destination IP address of a packet received via the serial interface is determined inside the radio
modem from the "SCADA address" de?ending on the protocol used, either using a mask or table (see
RipEX manual, Adv. config., Protocols ). The source IP is generated similarly.

If all devices are connected to RipEX's via serial interface, it is helpful to only use the radio IP addresses
for translation and routing of data. Ethernet IP addresses may be assigned randomly (you could keep
their defaults, however we recommend setting Ethernet addresses similar to radio IP addresses to
keep things organised). Remote service access over the radio channel is also possible via the IP ad-
dresses of the radio interface.

! http://www.racom.eu/eng/products/m/ripex/h-menu.html#protocols
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Fig. 1.1: Network 1
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The following paragraph shows routing tables for individual radio modems which enable mutual com-
munication between all devices. All destinations share the mask 255.255.255.255, i.e. 10.10.10.xx/32,
interface Auto or Radio:

* For 10.10.10.15

Destination via
10.10.10.17 via
10.10.10.18 via
10.10.10.19 via
e For10.10.10.16
10.10.10.18 via
10.10.10.19 via
e For10.10.10.17

10.10.10.15 via

*+ For 10.10.10.18

10.10.10.15 via
10.10.10.16 via
10.10.10.19 via

* For 10.10.10.19

Gateway

10.10.10.
.10.
.10.

10.
10.

10.
10.

10.

10.
10.
10.

10
10

10.
10.

10.

10.
10.
10.

10.
10.

10.

10.
10.
10.

16
16
16

17
17

16

17
17
17

(this record is only necessary if you require
communication between end devices 19 and 18)

RipEX —© RACOM s.r.o.



Address planning

10.10.10.15 via 10.10.10.17
10.10.10.16 via 10.10.10.17

10.10.10.18 via 10.10.10.17 (this record is only necessary if you require

communication between end devices 19 and 18)

To display the full routing table type "ip route show table normal" in CLI interface

* For10.10.10.19

10.10.10.15 via

10.10.10.16 via
10.10.10.18 via
10.10.10.0/24 dev radio

192.168.141.0/24 dev eth0

10.10.10.17 dev radio
broadcast 10.10.10.0 dev radio
broadcast 10.10.10.255 dev radio
10.10.10.17 dev radio
10.10.10.17 dev radio
proto static
proto static
default via 192.168.141.254 dev eth0

proto static

proto static scope link
proto static scope link

proto static

proto static

scope link
scope link

proto static

src 10.10.10.19
src 10.10.10.19

An example of a routing table on page Routing for 10.10.10.19

RipPEX

Radio modem & Router

Fastremote access

Status Values from: RIpEX 242
Wizards
Settings OK
Update finished successfully.

Routing
Diagnostic = Operating mode | Router

Neighbours Interfaces

Statistic Radio

Graphs Al

Ping Routes

Destination
10.10.10.15/32
10.10.10.16/32
10.10.10.18/32
Default

Maintenance

@ RACOM, Mirova 1283, 592 31 Move Mesto na Morave, Czech Republic, Tel.: +420 565 659 511, E-mail: racom@racom.eu

Note: Routing is active only when Operating mode is =&t to Router.

IP{10.10.10.18 Mask | 255.255.255.0

IP|1582.168.141.19 Mask | 255.255.255.0

i

Mask Gateway Interface Hote Active Madify

5.25 10.10.10.17 Auto v ~ Edit Delete Add
10.10.10.17 Auto v| |“ ¥ Edit Delete Add
10.10.10.17 Auto v| |“  Edit Delete Add
192.168.141.254 Auto v Edit Add

WWW.racom.eu

If SCADA device addresses can be chosen arbitrarily, routing can be significantly simplified when radio
IP addresses can be grouped to subnets according to radio network layout.

One example of simplification is shown with repeaters connecting to separate subnets. The routing
table can then contain a single record for all devices on the subnet.

In this example the first repeater connects to subnet 10.10.10.0/29, i.e. devices may have addresses
from 10.10.10.1 t0 10.10.10.6 (10.10.10.0 is reserved for the subnet, address 10.10.10.7 for broadcast-

ing).

© RACOM s.r.o. — RipEX
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See e.g. http://www.subnet-calculator.com/subnet.php?net_class=A

subnets
{aﬂ {aﬂ 10.10.10.16/29
rﬂﬂ 10.10.10.18 10.10.10.19
10.10.10.254 ’ . |H'{’| 10.10.10.20
[}|1o.1o.1o.17

9
]

10.10.10.2 U.I 10.10.10.9

RH1 10.10.10.3 EH1 10.10.10.5 #H110101010 #H1
. 10.10.104 ' 10.10.10.11

10.10.10.0/29 10.10.10.8/29

=

10.10.10.12

4

4

Fig. 1.2: Network with subnets
* For10.10.10.254

Destination subnet via Gateway
10.10.10.0/29 wvia 10.10.10.2
10.10.10.8/29 wvia 10.10.10.9
10.10.10.16/29 via 10.10.10.17

* For10.10.10.2 (subnet 10.10.10.0/29)

10.10.10.8/29 wvia 10.10.10.254
10.10.10.16/29 via 10.10.10.254

+ For10.10.10.3 and 10.10.10.4 and 10.10.10.5

10.10.10.248/29 via 10.10.10.2
10.10.10.8/29  wvia 10.10.10.2
10.10.10.16/29 wvia 10.10.10.2

* For10.10.10.9 (subnet 10.10.10.8/29)
10.10.10.0/29 via 10.10.10.254
10.10.10.16/29 via 10.10.10.17

+ For10.10.10.10 and 10.10.10.11 and 10.10.10.12

10.10.10.248/29 via 10.10.10.9
10.10.10.0/29  wvia 10.10.10.9
10.10.10.16/29 wvia 10.10.10.9

8 RipEX —© RACOM s.r.o.
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*+ For10.10.10.17 (subnet 10.10.10.16/29)
10.10.10.0/29 wvia 10.10.10.254
10.10.10.8/29 via 10.10.10.9

*+ For10.10.10.18 and 10.10.10.19 and 10.10.10.20

10.10.10.248/29 via 10.10.10.17
10.10.10.0/29  wvia 10.10.10.17
10.10.10.8/29  wvia 10.10.10.17

1.1.2. Base Driven Protocol

| | Radio 10.10.10.1

<oy

|D rs232 —|[0018
Radio 10.10.10.17

Radio 10.10.10.15

Q ' m/l Radio 10.10.10.19
Eth 19 0C 1€
q RS232 [I[“]17
RS232 Radio 10.10.10.16

’ rs2s2 U019

=
RS232
M

Fig. 1.3: Network 1

The BDP must be configured as a STAR topology with up to 1 repeater for any remote. l.e. It is not
possible to configure RipEX 10.10.10.15 as a Base station, because remote RipEX units 10.10.10.18
and .19 would go over two repeaters (3 hops). For this topology, RipEX 10.10.10.16 or .17 could be
used as a Base station (up to 2 hops to any remote unit). The example uses RipEX 10.10.10.16 as a
Base station.

While using BDP, there is no need to configure any Routing in the Base or Terminal RipEX modem.
Everything is set in the Base Settings menu. See the Base station Protocol configuration below:

© RACOM s.r.o. — RipEX 9
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» Radio protocol Base driven =
= Mode CE b
» Modulation type QAR hd

Modulation rate [kbps] 83.33 | 16DEQH =
FEC off -

Remotes

Protocol addresses Modulation rate

ACK Retries retries

Connection

Repeater Protocol
addr. Note Active

15 &3.33 | 16DEQ
17 83.33 | 16DEQ
18 &3.33 | 16DEQ
19 83.33 | 16DEQ

Off
Off
Off
Off

v

v
v
v

3

3
3
3

3
3

Direct
Direct & Repea

Behind Repeat
Behind Repeat:

17 vl -7
17 L

Fig. 1.4: Protocol configuration - Base station

Remote unit 15 - this unit is reachable directly (one hop)
Remote unit 17 - this unit is reachable directly (one hop) AND is used as a repeater for other remote

units

Remote units 18 and 19 - both units are reachable via the Repeater unit (17)

All remote units have the same configuration except the Radio/ETH IP address. The Protocol address
equals the last digit of the Radio IP address and thus, "automatic" protocol address can be used. There
is no need to configure any routing, everything is managed by the rules in the Base station (no matter
if the remote unit is the repeater or simple terminal).

» Radio protocol Basze driven

Siation type

= Mode CE
= Modulation type AN

Protocol address mode

Protocol address 17
ACK COn
Retries [Mo] 3

Fig. 1.5: Protocol configuration - Remote station

Automatic

-

-

Important

A This configuration enables the communication between the Base station and all Remote
units (terminals). If the communication among individual remote units is required, the
Routing rules must be added in the Routing menu of all Remote units. All the static routes
will use the Base Radio IP as a gateway, because all data must go through this Base station
(not directly Remote to Remote as in the Flexible mode!). E.g. See the RipEX 10.10.10.19

Routing table:

10
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Routes ?
Destination Mask Gateway Backup Note Active Modify
10.10.10.15432 255.255.255.255 10.10.10.16 off v ¥ Delete Add
10.10.10.17/32 255,255 255 255 10.10.10.16 Off v “ ¥ Delete Add
10.10.10.18/32 255.255.255.255 10.10.10.18 Off v “  Delete Add
Add

Fig. 1.6: Advanced Routing rules - Remote station
Note

For example the communication between RipEX 10.10.10.19 and 10.10.10.18 would not
only go via Repeater 10.10.10.17, but also via the Base station. Prefer the Flexible mode
in case that a lot of remote to remote communication is required and higher jitter or lower
payload bitrate is not an issue for your application.

The following example explains the second scenario from the 1.1.1 Chapter, but configured using BDP.

subnets
I*BI Eﬂ 10,1008 E*lm_w.m_w 10.10.10.16/29
10.10.10.254 . . m‘lﬂ.‘lu.‘lﬂ.zu
q'| 0.10.10.17

9

10.10.10.2

I1IJ.1IJ.1 0.12

U.I D]1u.1u.1u.9
m 10.10.10.3 ){}I’I mw“”-‘“ mw.w.w.w Eﬂ
. 10.10.10.11

*?T 9 g

10.10.10.0/29 10.10.10.8/29

Fig. 1.7: Network 2

In this topology, the Base station can have just one rule to a group of remote units behind a particular
repeater instead of configuring them separately. See the Base station configuration:

Remotes
CTS Repeater Protocol
Protocol addresses Modulation rate FEC ACK Retries retries Connection addr.

2 83.33 | 16DEQL Off W o3 3 Direct & Repea

3-5 83.33 | 18DEQY Off v 3 Behind Repeat 2

9 83.33 | 18DEQL Off v 3 3 Direct & Repea

10-12 83.33 | 18DEQ Off v 3 Behind Repeatt &

17 83.33 | 18DEQL Off v 3 3 Direct & Repea

18-20 83.33 | 18DEQ Off v 3 Behind Repeatt 17

Fig. 1.8: Protocol configuration - Base station

For each /29 subnet, we have two rules. One rule for the repeater itself and then a group of remote
units reachable via this repeater.

© RACOM s.r.o. — RipEX 11
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All the remotes have the same configuration as in the previous example, just automatic Protocol address
based on the last digit of the Radio IP. No routing required.

1.2. End devices connected over Ethernet

1.2.1. Flexible Protocol

Both radio modem's network interfaces must be used for routing. Radio modem routing works the same
as standard IP routing — for more information refer to http://www.comptechdoc.org/independent/net-
working/guide/netguide.pdf chapter Network Routing.

Limitations:

A. If you can set the IP address, network mask, gateway and routing table in the IP device
connected to RipEX
There are no limitations to setting up routing in this case. The only rule is that the range of radio
and Ethernet IP addresses must not overlap.

B. If you can only set the IP address, network mask and gateway, not the routing table in the
IP device connected to RipEX
In this case destination addresses must not be on the same network (i.e. the destination address
must always be outside of the network mask). A destination address is the IP address of one of
the devices connected to RipEX's which mutually communicate over the radio channel.

C. If the connected device allows neither network mask, nor gateway to be set up
Router mode cannot be used at all; use Bridge mode instead.

Important

A In both B and C options, the functionality called "ARP Proxy" can be used so even the
devices within the same subnet with no routing options, can be interconnected via the RipEX
network utilizing the Router mode (Flexible or/and Base driven).

1.2.2. Base Driven Protocol
There is one significant routing difference using the Base driven protocol compared to the Flexible one:
All communication is managed by the Base station

* Any routing from the Remote station back to the Base station or to any other Remote station MUST
use the Radio IP of the Base station itself - no matter if it is or it is not behind a repeater.

+ Example: RipEX1 is a base station and communicates with RipEX3 (terminal) over RipEX2 (repeater).
RipEX3 configures the route back to the Base station's ETH subnet not via the Radio IP of RipEX2
(repeater), but via the Radio IP of RipEX1 (base). The communication is managed by the Base
station which actually forwards the data over the RipEX2 repeater, but RipEX3 (terminal) does not
need to "know" about this. RipEX3 "considers" itself to be in a direct reachability with RipEX1 (Base).
See the simple example below:

12 RipEX —© RACOM s.r.o.
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Radio IP: 10.10.10.1/24 Radio IP: 10.10.10.2/24 Radio IP: 10.10.10.3/24
Base station Repeater Terminal

5
”
ETH subnet ETH subnet ETH subnet
192.168.1.0/24 192.168.2.0/24 192.168.3.0/24
Settings: Routing: Routing:
Protocol address 2 reachable directly, used as repeater  192.168.1.0/24 via 10.10.10.1 192.168.1.0/24 via 10.10.10.1 1!!
Protocol address 3 reachable via repeater 2
Routing:
192.168.2.0/24 via 10.10.10.2
192.168.3.0/24 via 10.10.10.3 11!

Fig. 1.9: Simple network - Base driven protocol routing

Otherwise, BDP has the same limitations as the Flexible protocol regarding the Routing options.

© RACOM s.r.o. — RipEX 13
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1.3. Ethernet addressing

1.3.1. Flexible Protocol

If you can set up IP addresses of the end devices connected over Ethernet, you can simplify routing
by hierarchic division into subnets, either complete or for routing purposes only. An example of such
network layout follows.

The centre and main repeater form distinct networks with mask 255.255.255.0 (/24), the sub-networks
narrow down towards the end devices 255.255.255.192 (/26) and then 255.255.255.248 (/29). Routing
tables are only given for a single branch of the network for clarity. They will be similar for other RipEX's.
Only Master — Slave type applications are presumed — without any direct communication between
Slave devices.

il
192.168.255.0/24 via 10.10.1.5 Iaﬂ
10.10.1.9/24

L 192.168.1.6/24

192.168.1.0/29 via 10.10.1.9
192.168.1.8/29 via 10.10.1.10 Q
192.168.255.0/24 via 10.10.1.2
T Eth
U.I 192.168.1.5/24

192.168.1.0/26 via 10.10.1.5
192.168.255.0/24 via 10.10.1.1 10.10.1.5/24 00 S|gw:192.168.1.6
192.168.1.62/24 g

*192.168.2.0/24 via 10.10.1.1
*192.168.3.0/24 via 10.10.1.1 []'I Q |H+I
10.10.1.2/24 e 10.10.1.10/24

192.168.1.14/24

192.168.1.254/24 192.168.1.61/24
g EEEE gw:192.168.1.62 &
Eth Eth

EEEE 192.168.1.253/24 |8+I 10.10.1.6/24 EEEE 192.168.1.13/24
w:192.168.1.254 -10.1. w:192.168.1.14
g 192.168.2.62/24 ¢

Eth ' | 10.10.1.11/24

192.168.2.61/24 192.168.2.70/24

. H-l 000 S| gw:192.168.2.62 Q
192.168.1.0/24 via 10.10.1.2 10.10.1.3/24 Eth
197.168.3.0124 vig 10.10.1.4 216622545 []] |g+l o102 68370
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Fig. 1.10: Network with standard masks

Virtual network narrowing may also be used, while in reality narrower masks will be only used for
routing purposes. This would allow you to use even the addresses reserved for network and broadcast-
ing, though we do not recommend doing so.
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Fig. 1.11: Network with narrowed masks

1.3.2. Base Driven Protocol

Both topology diagrams are too wide for the Base driven protocol. |.e. there are two repeaters on one
path to the terminals on the right. This is not supported by the BDP. One solution would be adding an
additional RipEX unit to each RipEX two hops from the Base station (e.g. 10.10.1.5) connected via
Ethernet (switch), so called "back-to-back". Then another part of this network will utilize its own BDP
with a new Base station (this added RipEX) and original remote units. Note that there cannot be any
radio coverage overlap, otherwise the communication will not work (two BDP networks within one radio
coverage); in such a case, use different frequencies.

Another difference would be Routing rules, which were explained in previous chapters. Keep in mind
that Remote to Remote communication can be very complex and can use too many hops compared
to the Flexible mode in this example.
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2. SNMP

2.1. Simple Network Management Protocol

SNMP is a simple, widely used and useful standardised protocol typically used by Network Management
Software (NMS) to read values from devices. Values can be obtained at regular intervals or on requests,
saved to a database and then displayed as graphs or tables.

SNMP also enables devices to generate (trigger) the alarms by themselves and notify the NMS explicitly
(SNMP traps/informs).

2.1.1. How does SNMP work?
SNMP requires two parties for communication:
1.  SNMP “manager” (software installed at your computer)

* You can use commercial software or free software such as Zabbix, Zenoss, Nagios, Cacti, etc.
If you want to read values manually, you can use tools such as snmpwalk, snmpget or Mib-
browser software.

2. SNMP “agent” (a part of firmware in remote devices such as RipEX)

» The agent receives SNMP requests to query information and responds to the manager. Several
managers may read values at once and they can send their requests at any time. Alternatively,
the agent sends SNMP traps/informs whenever the monitored values (watched values in RipEX,
e.g. temperature) are outside the threshold range. RipEX is capable of sending SNMP
traps/informs to up to three SNMP managers (since the firmware release 1.3).

2.1.2. SNMP communication

In SNMP, each value is uniquely identified using Object Identifier (OID). Standard communication starts
by sending a request and then the response is returned. Alternatively, an agent can send an SNMP
trap or inform (acknowledged trap).

The standard SNMPv1/v2c communication starts by sending a request and then the response is returned.
Alternatively, an agent can send an SNMP trap or inform.

SNMPv3 shall be used if the higher security of the monitoring traffic is required. SNMPv3 provides
security with authentication and privacy. The manager is required to know an authentication and en-
cryption methods and common secrets to authenticate itself and decrypt SNMP packets.

A request is sent the manager sets message-type to GET, includes OID for the required value
and sets this value to NULL.

Aresponse is returned the agent sets message-type to RESPONSE and sends the requested value
along with its OID back to the manager.

A trap is sent to the manager without its request.

An inform is sent to the manager without its request and the manager acknowledges its suc-
cessful delivery.
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Basic Message Types
GetRequest returns a single value.
GetNextRequest returns the next value (using the next OID).

GetBulkRequest returns several values in a single packet (for example, temperature, voltage,
number of transmitted messages or bytes per second, etc.).

Trap/Inform sent from the agent to the manager whenever any monitored value is beyond its
thresholds.
SetRequest used to set various parameters (unsupported by RipEX).

2.1.3. MIB database — Management Information Base
The MIB is a virtual database used for managing the entities in a communications network.

The MIB hierarchy can be depicted as a tree with a nameless root, the levels of which are assigned
by different organizations. “Higher-level” MIB OIDs belong to different standards organizations, while
“lower-level” OIDs are allocated by associated organizations (e.g. RACOM).

OID example:

RIPEX: :serialNumber

serialNumber OBJECT-TYPE

-- FROM RIPEX

SYNTAX Unsigned32

MAX-ACCESS read-only

STATUS current

DESCRIPTION "Product serial number."

::= { iso(l) org(3) dod(6) internet(l) private(4) enterprises(l) racom(33555) ripex(2) »
station(1l) device(l) 4 }

As you can see, numbers 1.3.6.1.4.1.33555 are the “higher-level” OIDs. The “lower-level” OIDs are
.2.1.1.4 which are allocated by RACOM.

2.2. SNMP in RipEX
RipEX SNMP protocols can be used to:

» Read configuration parameters,

* Read operation statistics (interfaces, ...), and

+ Send traps/informs when set thresholds for monitored values are exceeded (TxLost [%], UCC,
Temp, PWR, ...)

For detailed description of individual values refer to section RipEX MIB below.

RipEX utilises SNMP versions SNMPv1, SNMPv2c¢ (using a configurable community string for au-
thentication, which is by default “public") and SNMPv3 (using Security User name, Security levels,
Authentication and Encryption mechanisms). SNMP uses UDP protocol for communication; delivery
checks are implemented from version 2 onwards.
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Note
The RipEX MIB module complies with Severity level 3 validation.

By default RipEX uses UDP port 161 (SNMP) for queries. The manager, which sends the query, dy-
namically chooses the source port. The use of destination port 161 is fixed. RipEX replies from port
161 to the port dynamically selected by the manager.

RipEX launches SNMP agent automatically on start-up if enabled. RipEX also sends alarm states
(traps/informs) to the manager via the port 162 (SNMP TRAP/INFORM). Users can change this port
number in RipEX for each destination (up to three). The notifications' behaviour can be influenced (see
Alarm management settings, RipEX manual, Adv. config.1).

When using SNMP over radio channel we recommend setting RipEX to the Router mode. From the
point of radio network, SNMP is typically a standalone application sharing the radio channel with others.
Thus it causes collisions, which are automatically resolved by the radio channel protocol in the Flexible
Router mode. The radio channel uses no protocol in the Bridge mode, meaning two competing applic-
ations can only be run at a great risk of collisions and with the knowledge that packets from both applic-
ations may be irretrievably lost.

Note

Since the firmware 1.6.x, Base Driven Protocol (BDP) has been introduced in the Router
mode. SNMP can be, of course, used together with BDP. BDP's mechanism ensures there
is not a single collision on the radio channel.

2.2.1. Limitations

SNMP is primarily designed for Ethernet networks, where generally, bandwidth capacity is not an issue.
By contrast, radio bandwidth capacity is very limited and RipEX mostly works over the radio channel.
For this reason, special care is recommended while configuring NMS. If badly configured, NMS can
take a significant portion of the network capacity or can even overload the network completely.

Bandwidth Consumption

+ SNMPv2c
It is important to realise that the average size of a single request and response to a specific OID is
approximately 184 Bytes each. The entire MIB for a single RipEX with one neighbouring RipEX is
approximately 48 kilobytes. Based on the limitations and the MIB size, we recommend to query
only carefully selected OIDs over the radio channel and not all possible data. Set SNMP query time
intervals in your NMS as long as possible. The shortest recommended interval ranges from several
minutes to tens of minutes.

+ SNMPv3
With SNMPV3 it is more complicated to define bandwidth consumption because several security
levels can be configured (NoAuthNoPriv, AuthNoPriv and AuthPriv). Each level requires different
approach and number of packets. For each SNMP GET Request packet, SNMP Report is returned
by RipEX (to get the current and unique EnginelD, Engine Boots and Engine Time). The following
steps are different upon the Security level configuration. For each level, there is an SNMP GET
Request and SNMP Response.

! http://www.racom.eu/eng/products/m/ripex/h-menu.html
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* NoAuthNoPriv:
Both messages are sent in plain text. No authentication and no Encryption.

* AuthNoPriv:
The messages are authenticated, the packet size increases.

* AuthPriv:
The messages are authenticated and encrypted, the packet size is the highest.

To obtain any SNMP value using v3 consumes approximately two times more bandwidth compared to
SNMPv2c. Keep this in mind in case of SNMP traffic over the Radio channel.

Wherever possible, use the RipEX Ethernet interface for SNMP communication to free up the radio
channel.

Note

There are many Network Management Systems available on the market. Whichever you
choose, keep in mind the described limitations. E.g. never use NMS, which can download
only the entire remote device MIB and not single OIDs.

Bandwidth Efficiency Tip

If you wish to monitor many watched values (VSWR, Temperature, UCC, ...) from remote stations
connected over the radio channel and you have a star topology network, you can improve bandwidth
efficiency by reading OID values only from the Master (Repeater) RipEX station.

The advantage of the above is that the watched values from remote stations are broadcast in regular
intervals and saved in the Master (Repeater) RipEX. These values from neighbouring stations have
their own OID's and can be downloaded from the Master (Repeater) RipEX.

In the picture below — Master RipEX station periodically reads watched values from its neighbouring
Slave stations. Whenever the NMS requests any value mentioned, the reply is sent only from the
Master station (over Ethernet) saving radio bandwidth. SNMP uses radio link only for sending SNMP
Traps from any Slave to the NMS.

Note
The diagram is simplified - there are no flows for SNMPv3 PDUs, neither Inform's Acknow-
ledgments.
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Slave 1
SNMP Tra
p’J l Radio
v €<— — Slave 2
SNMP Trap
Network Master Radio
Management SNMP Request = RipEX e— —— Slave 3
System (NMS) Station
< SNMP Reply
Radio
ETHERNET < — Slave 4
LINK

Fig. 2.1: NMS communication with Slave stations

Note
In such a case, watched values from neighbouring stations are displayed as part of the
Master (Repeater) station.

The OID of individual remote stations is based on the order in the Neighbours menu of RipEX web in-
terface (i.e. 1st neighbour has the last OID digit set to 1, 2nd neighbour to 2, etc.). Due to its dynamic
character, it may happen that the order might be changed each period (e.g. once a day), keep this in
mind!

Important

A To avoid this confusion, using Zabbix "dynamic indexes" is suggested. See the the section
called “Reading Remote Watched Values” for more details about dynamic indexes and their
usage with RipEX units.

2.2.2. RipEX SNMP Settings

SNMP agent is switched off by default. To enable it, go to the settings menu and click on the SNMP
button.

Important

A Thresholds for all SNMP traps/informs can be configured in the RipEX web interface, Settings
— Alarm management. Since detailed description of RipEX SNMP settings can vary based
on the current firmware, please kindly refer to the online Help accessible through the RipEX
web interface or see the User manual, Chapter Settings
(http://www.racom.eu/eng/products/m/ripex/h-menu.htmi#settings).

2.2.3. RipEX Traps/informs Description

The traps/informs are sent whenever any of the following watched values are beyond their threshold
ranges:

* RSS (Received Signal Strength)

+ DQ (Data Quality)

» TX Lost (The probability of a transmitted frame being lost)
+ UCC (Power voltage [V])

20 RipEX —© RACOM s.r.o.


http://www.racom.eu/eng/products/m/ripex/h-menu.html#settings
http://www.racom.eu/eng/products/m/ripex/h-menu.html#settings

SNMP

*  Temperature [C]

*  RF Power [W]

+ VSWR (Voltage Standing Wave Ratio, 1.0 = the best ratio, 1.0 — 1.8 = acceptable ratio, > 2.5 = in-
dicates a serious problem in antenna or feeder)

+ Ethernet RX/TX Packets ratio (Ratio between received and sent packets over Ethernet)

« COM1/2 RX/TX Packets ratio (Ratio between received and sent packets over COM ports)

*  HW Alarm input

* Hot-Standby (SNMP trap containing active station identity — sent by the active station)

» Backup paths system (Backup path state and Alternative path state changes)

* Unit ready (the hardware alarm output or the SNMP trap indicates that the RipEX radio is ready to
operate)

2.3. Network Management System — ZABBIX

To access our SNMP values, any Network Management System (NMS) can be used. However, we
recommend using the ZABBIX open source monitoring system. It can be downloaded at: http://www.zab-
bix.com/download. phpz.

The Zabbix website provides the following short description:

Zabbix is the ultimate enterprise-level software designed for real-time monitoring of millions of metrics
collected from tens of thousands of servers, virtual machines and network devices. Zabbix is Open
Source and comes at no cost.

If you have chosen the Zabbix software, please read the following pages where we offer a basic
Starting Guide to RipEX and Zabbix co-working.

Whatever your choice of NMS, these sections may provide general hints and tips.

Note
The following guide was tested with Zabbix release 3.0.10. If you use any older release,
refer to the previous version of this Application note (in the Archive section).

Take the opportunity to remotely access and test a live Zabbix demo®. Contact us for access” details.

2.3.1. Installation and Documentation

Due to security requirements and the mission-critical nature of the monitoring server, we believe UNIX
is the only operating system that can consistently deliver the necessary performance, fault tolerance
and resilience.

Zabbix has been tested on the following platforms:

¢ Linux

« |IBM AIX
 |BM Power8
 FreeBSD
 NetBSD

* OpenBSD

« HP-UX

2 http://www.zabbix.com/download
3 http://www.racom.eu/eng/products/m/ripex/demo/zabbix.html
4 http://www.racom.eu/eng/products/remote-access.html#load(product=zabbix)
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+ Mac OS X
+ Solaris
*  Windows: all desktop and server versions since 2000 (zabbix Agent only)

For further details, visit Zabbix Documentation at http.//www.zabbix.com/documentation.php. It contains
a large body of information about installation steps, configuration, performance etc. If you are unsure
how to proceed with any task, refer to the Zabbix documentation first. You can find an installation guide
there, too.

This Guide does not present all Zabbix settings, but should help you incorporate the RipEX SNMP
functionality into the Zabbix software.

Note

The following guide requires the use of MySQL database (mariadb) in Zabbix. If you choose
other software, you will need to alter at least the trap handling bash script provided. This
guide was tested in the CentOS 7 Operating System; some tasks may require a different
approach in other systems.

Windows Installation

If you choose to use the Windows platform as the host operating system for Zabbix, VMware/VirtualBox
software and then the Zabbix Appliance. The Zabbix Appliance can be downloaded from
http://www.zabbix.com/download.php. Please remember that Zabbix Appliance is not intended for
serious production use at this time.

VMware download: https.//www.vmware.com/support/
VirtualBox download: https.//www.virtualbox.org/wiki/Downloads
See the respective documentation to install and use virtualisation software.

2.3.2. Templates

After successful installation, you can import any of the predefined templates. Each template is the
collection of Zabbix Items corresponding to a set of OIDs, triggers, graphs and applications. The template
can be easily linked to any monitored host (RipEX) and you can have access to the desired values
very quickly.

What Templates do we Provide?
The Templates list:

* Name: RipEX Template
o Consists of all specific OIDs provided by RACOM
o Implements one neighbouring RipEX monitoring
*  Name: RipEX — RFC1213 Template
o Consists of supported RFC1213 OIDs
*  Name: RipEX — RS232 Template
o Consists of supported RS232 OIDs
* Name: RipEX — SNMP Trapper Template
o Consists of SNMP trapper items, which are triggered by 15 kinds of traps
* Name: PING Template
o Pings a defined host and triggers whenever the host is unreachable
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All templates can be downloaded from the RipEX Download site at http./www.racom.eu/down-
load/hw/ripex/free/eng/3_fw/RipEX_Zabbix_templ.zip.

Note that all templates (except of PING template) are ready in two versions - one for SNMPv2c and
one for SNMPv3, because of different security parameters.

How do | Import the RipEX Templates?

In order to import the template, click on the Configuration — Templates button at the top of the Zabbix
web page. Select the Import Template button at the top right corner.

Group | all Create template

Fig. 2.2: Importing Template button

Important
A With Zabbix 3, Value mappings can be imported together with the template. We highly re-
commend to do that. Check the option "Value mapping" while uploading the templates.

Select the RipEX template file and Import that file. Repeat this step for each template or import the
zbx_export templates-RipEX-ALL.xml template with all templates in one file.

Importfile | prochdzet... | zbx_export_ripexxml

e

Rules PDATE EXISTING CREATE NEW DELETE MISS
Groups
Hosts ] L]
Templates
Template screens Il
Template linkage
Applications ]
ltems ]
Discovery rules ]
Triggers L]
Graphs ]
Screens ] ]
Maps ] L]
Images ] L]
Value mappings L]

Fig. 2.3: Importing Template options
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Now you can see the RipEX template in the Template list window along with other default templates.

Note

If you already imported the template and you need to update it, just import the newer version
with the same name and the current template will be automatically overwriten. The checkbox
for Updating existing template must be checked.

Each Item has its Description, SNMP OID number, community string, UDP port (161), key, update in-
terval and other parameters. One of the key parameter is the update interval, because it defines how
often Zabbix will request various replies from the RipEX stations. This interval is predefined to 30
minutes, but you should consider changing it to suit your radio network infrastructure.

The individual items can be in an active or disabled state. By default, only some items are active based
on their importance — see the next chapter for more information. If you wish to monitor more values,
activate the desired ones. But as already mentioned, preferably use the RipEX Ethernet interface for
SNMP communication to free up the radio channel. If this is not possible, consider carefully whether
monitoring other values is necessary.

Only monitor the values which you really need and with reasonable update times.

The items are divided into the usage groups, called Applications in Zabbix. These applications serve
for better clarification of the defined items.

If you wish to be notified whenever any monitored value is out of its threshold range, you can define a
Trigger for it. These notifications are viewable on the Zabbix dashboard, item history or you can have
e-mail/jabber/sms notifications enabled. Each notification can have one of six predefined severity levels
(warning, critical, ...).

We also provide several triggers within the templates. Triggers defined in templates cannot be edited
within individual hosts, which means you cannot define various threshold ranges for hosts and each
host would have the same threshold range. Please define your own triggers within each individual host.

Note

You can use a Clone option to create a copy of any template item or trigger for an individual
host. In this case, you can edit its predefined values to meet your requirements for each
host separately.

Graphs are automatically created for each monitored numeric value, but you can also create special
graphs with several values on a single graph. We provide 4 predefined graphs containing some basic
watched values like temperature, UCC etc.

For more information, see the Zabbix documentation. You can delete, add or edit any template com-
ponent. The predefined state serves as a quick start, but you do not have to use them at all and you
can create your own set of monitored values/items.

Which Values/ltems Should | Monitor?

The templates themselves are fully scalable and consist of many items. However, monitoring all of
them is not required in a routine situation. Pre-activated items in RipEX default templates are:

* RipEX Template
o Pre-activated ltems: 5
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o Modem temperature (°C), RF power (W), TX lost (%), UCC (V), VSWR
*+ RipEX - RFC1213 Template
o Allitems are disabled by default
* RipEX - RS232 Template
o Allitems are disabled by default
*  RipEX — SNMP Trapper Template
o Five SNMP trap items and triggers are enabled by default. DQ and RSS triggers need to be
cloned for individual hosts, because we cannot predefine remote hosts IP addresses. See
Section 2.4.2, “SNMP Traps/Informs” for more information.
* PING Template
o Pre-activated Items: 1
o Default Update Time: 30 minutes
o The only active item checks the host reachability and triggers an alarm if the host is not reachable.

Note
If you need to monitor more than one remote RipEX station, you need to “clone” existing
items for the remote station watched values.

Reading Remote Watched Values

Remote Watched values are read by Zabbix using the Dynamic indexes. This works on a basis of
"snmpwalk" through all available remote units (neighbours) of specific RipEX (host). When it finds the
correct neighbour (correct IP), it reads the watched value for this neighbour. E.g. local RipEX has 3
neighbours (10.10.10.1, .2 and .3) and we need to know the RSS level for the 10.10.10.2 host. Zabbix
sends several "snmpgetnext" requests until it reaches the end of this SNMP branch (in our example,
4 snmpgetnext requests are sent). Thanks to this, Zabbix finds out that 10.10.10.2 has for example ID
"2" and thus, Zabbix knows how to ask for the RSS value of this particular neighbour and sends the
correct snmpget request. All values are readable by OID ending with this previously "unknown" ID.

Note

Without dynamic indexes, values for several remote units could be mixed together, because

each History period, the IDs can be different for particular neighbours.
6 Note

Do not read remote watched values and remote statistic values from RipEX unit which is
not reachable via Ethernet. If you read it from RipEX reachable via the Radio channel, it
could send too much of data over the Radio channel and cause a decrease of available
bandwidth for this link. Do it on your own risk and requirements (it is supported).

Each Host linked with a RipEX template automatically obtains {$NEIGHBOUR.1} user MACRO needed
for reading remote watched values. This MACRO defines the IP address of the first RipEX neighbour
of the particular "local" RipEX (host). If the monitored RipEX has more than one neighbour, you need
to add additional neighbours to its MACRO list. Go to the Configuration -> Hosts -> choose the partic-
ular RipEX -> Macros -> Inherited and host macros -> Click on the "Add" button and define other
neighbours.
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Hosts

All hosts | RipEXtesty Mrazek239  Enabled Applications 21 ltems 332  Triggers 20 Graphs 6  Discoveryrules  Web scenarios

Host  Templates IPMI Macros Hostinventory  Encryption

Host macros Inherited and host macros

Macro Effective value Template value Globalvalue (configure
{$HOST.SSHKEY} = [homel/zabbiv sshfid_rsa Change = RipEX Template - SNMPv3: "fhomeizabbix/ -

{SHOST.SSHPORT} = |22 Change «= RipEX Template - SNMPy3: "22°

{SNEIGHBOUR.1} =|10.10.10.237 Remove = RipEX Template - SNMPv3: "192.168.169.1...

{SNEIGHBOUR.3} = | RADIO BROADCAST Remove

{$SNMPPORT} = 161 SNMPv3: 161"

{BSNMP_AUTH} = | ripex1283 Remove = RipEX Template - SNMPv3: “racom”

{BSNMP_COMMUNITY} = public Change = "public®
{BSNMP_PRIV} = | ripex1283 Remaove = RipEX Template - SNMPv3: "racom™

{$SNMP_USER} = | racom Remaove = RipEX Template - SNMPv3: "racom™

| Clone | | Full clone | | Delete | | Cancel |

Fig. 2.4: Host MACROs

Each Neighbour IP can be set as required. The default value for the first one is 192.168.169.169.

The {$NEIGHBOUR.1} user MACRO is also used for reading statistics of particular neighbours. The

IP

addresses are the same (since the firmware 1.6.x) and thus they do not need to be set separately.

The only difference is that you also have a "RADIO BROADCAST" line is Statistics which is NOT in
the Neighbours menu (RipEX GUI). Configure it as a separate neighbour MACRO, but do not use it
for remote watched values.

By default, reading the watched values is disabled. To enable it, go to the Configuration -> Hosts ->
choose the host -> Go to the Applications -> Choose "Watched values - Remotes" and enable required
values. If more than one neighbour is required, you need to "Clone" the existing Items and change the

ID

of the specific Neighbour. For example, if you have 3 neighbours, for each Item (RSS, DQ, Temper-

ature, ...) you need to:

Open this particular Item within the Host's (local RipEX) watched values Items

Click on the "Clone" button

Change the ID from 1 to X, where X is the neighbour's ID (2, 3, ...), in the Name, Key and SNMP
OID parameters!

Click on the "Update" button

Repeat the steps for the third neighbour as well

Repeat the steps for all required Items
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Mame | Remote station {§MEIGHBOUR.2} - Average RS3S value in dEIm|

Type | SMMPvZ agent e
Key | wRemRssAvg[{$NEIGHBOUR.2}]
Host interface | 192.168.131.239 ;161 '

SHMMP OID | RIPEX wwRemRssAvg[lindex” "RIPEXwvRemlpAddr {SMNEIGHBOUR.2}]

Fig. 2.5: Remote Wached values - Item Cloning

Note

6 The same procedure must be done for Radio Statistics. By default, only the first neighbour
and Total numbers are pre-defined. Broadcast and other hosts must be defined manually.

Valus from any neighbour can now be displayed in the Latest data menu.

Remote station 10.10.10.1 - Last Tx lost value in % 2017-02-0310:29:58 0%
Remote station 10.10.10.1 - Last UCC value in Volts (V) 2017-02-03 10:29:59 133V
Remote station 10.10.10.1 - Last VSWR value 2017-02-03 10:30:00 1

Remote station 10.10.10.1 - Total heard packets from the remote station 2017-02-03 10:29:46 1149
Remote station 10.10.10.237 - Average device temperature value in Celsius (C) 2017-02-03 10:25:16 Kk
Remote station 10.10.10.237 - Average DQ value 2017-02-0310:25:17 22172
Remote station 10.10.10.237 - Average RF power value in Watt (W) 2017-02-03 10:25:18 01w
Remote station 10.10.10.237 - Average RSS value in dBm 2017-02-03 10:25:18 -8283 dBm

Fig. 2.6: Remote watched values - Latest values

MACROs

Macros are variables, identified by a specific syntax: {MACRO}. MACROs resolve to a specific value
depending on the context. Effective use of MACROs allows to save time and make Zabbix configuration
more transparent.

With our templates, each RipEX automatically obtains the following MACROs:

+ {$HOST.SSHKEY} - Full path to a stored admin SSH key to access the unit (by default
"/home/zabbix/.ssh/id_rsa"). See more details in Section 2.8, “RipEX Scripts in Zabbix”.

« {$HOST.SSHPORT} - SSH port to access the unit (by default "22")

« {$NEIGHBOUR.1} - Radio IP address of the first Neighbour (usage described in the previous
paragraphs, by default "192.168.169.169")

« {$SNMP.PORT} - UDP port for SNMP queries (by default "161")

*  {$SNMP_COMMUNITY} - SNMPv2c community string (security parameter in SNMP version 2, by
default "public")

*  {$SNMP_AUTH} - The authentication passphrase used in SNMPv3 (by default "racom")

« {$SNMP_PRIV} - The encryption passphrase used in SNMPv3 (by default "racom")

* {$SNMP_USER} - User name used for authentication in SNMPv3 (by default "racom")

Note

6 SNMPv3 MACROs are not defined in SNMPv2c templates.

© RACOM s.r.o. — RipEX 27



SNMP

You can edit the values in Configuration -> Hosts -> choose the particular RipEX -> Macros -> Inherited
and host macros. Edit any value and all Items will be automatically updated. Note that SNMPv3 Authen-
tication (MD5, SHA), Encryption (DES, AES) and Security level (NoAuthNoPriv, AuthNoPriv, AuthPriv)
methods cannot be defined by MACROs and must be edited within individual Items. Select all Items
within the Template and use the "Mass update" button. Edit the parameters as required and all Hosts'
parameters will be changed as well.

Note

If you need to have different Authentication and Encryption (or other) parameters in various
network parts, you might Clone the templates and use particular Template for particular
Group of Hosts.

2.3.3. How to Import Monitored RipEX Stations?

Now you have a working template, but you need to define hosts (RipEX stations). Each RipEX station
has its own IP address. The following steps will guide you through the Host Configuration.

To create a host, go to Configuration — Hosts and click on the Create Host button. Define the Host
name and its IP address.

Host name 152.168.1.10
Visible name RipEX1

Groups I groups
RipEX

Fig. 2.7: Defining the Host name and its IP address

Alternatively you can define a Group for the hosts. Creating a Group is straightforward. You can create
a new one while creating a host or you can do so by going to the Configuration — Groups tab and
clicking on the Create Group button.

Linking a template to the host(s) is achieved under the same tab or you can open Template settings
and link any desired host to it.

Hosts
Allhosts / RipEX 239  Enabled ESEIUGINTAGN] Aeplications21 lems332 Triggers20 Graphs & Discoveryrules  Web scenarios

Host  Templates  [PMI Macros Hostinventory  Encryption

Linked templates  jame Action

RipEX ALL templates - SNMPy3 Unlink Unlink and clear

Link new templates
e here to search Select

AQd

Update | Clone

| Delete

| Full clone | Cancel

Fig. 2.8: Host template
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You have to set the IP address and the port number (161) for the SNMP interface. Otherwise, you won't
be able to use any SNMP item.

The option "Use bulk requests" can be enabled with RipEX units. This feature enables sending multiple
SNMP queries within one UDP datagram.

Agentinterfaces P ADDRESS DNS NAME CONMECT TO PORT DEFAULT

Add

SNMP interfaces
192.168.120.248 ﬂ ons || 181 @
[#]Use bulk requests

Add

Fig. 2.9: Defining the SNMP interface

Note
In this Host configuration menu, configure the Host Inventory to be filled in automatically.

Do not forget to edit the Host MACROs (e.g. Neighbours' IP addresses, SNMPv3 authentication, ...),
see the previous section for details.

Where can | See the RipEX Monitored Values?

To check monitored values, go to the Monitoring — Latest data tab and choose the desired host from
the Menu.

v [] HOST a MAME LAST CHECK LAST WALUE
3 RipEX-A Alarm States (1 [tem)
v RIpEX-A Interface - Radio (5 ltems)
O Radio interface encryption method 2016-07-1516:00.... off (0)
O Radio interface FEC 2016-07-1516:00:._. off (0)
O Radio interface RF power 2016-07-1516:00:_.. mE-100mW (0}
O Radio interface Rx frequency in Hz 2016-07-1516:00.... 44825 MHz
O Radio interface Tx frequency in Hz 2016-07-1516:00.... 44825 MHz

Fig. 2.10: RipEX latest data

For each item, you can see a graph or a history table. If a trigger is configured for the item, the graph
shows a line with a threshold value.
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Zoom: 5m 15m 30m 1h 2h 3h 6h 12h 1d 3d 7d 14d 1m All

4
& 1m 7d 1d 12h 1h 5m | 5m 1h 12h 1d 7d 1m ==

RipEX-A: Remote station 1 wv - Average RSS
74 dBm

76 dBm

78 dBm

80 dBm . g ' = = ~e L

82 dBm
84 dBm
86 dBm
ooooooooooooooooooooooooooooooooooo + = = = = = =
5 2 2 2 2 2 2 2 m g 2 2 £ 2 8 § 8 8 £ 8 E € 8 € € 8 2 § £ 2 £ g % 2 & 2 2 2 2
B OF & & & S & & L S A & & W o8 & & & & S M M & b & £ & & & S & @ O A - I -
5 5 2 32 8 A A 5 =22 2 2 5 5 s 28 22 482 2 2 25 22 a4 H aoq 5 = 8 8 32 £ &
o
~
~
last min avg max
[ Remote station 1 wv - Average RSSwvalueindBm  [all]  -79.27dBm  -80dBm  -79.38dBm  -79dBm

Fig. 2.11: RipEX graph

2.3.4. Value Mappings

Responses from Several OID objects are unsigned integers, but these values do have a special
meaning.

Example 2.1. deviceMode

+ “1” stands for “bridge” mode.
e “2” stands for “router” mode.

Unfortunately, by default, you can see only the numeric values at the Zabbix front-end. The Value
mappings are automatically imported with the RipEX template or it can be imported separately in the
Administration - General - Value Mappings menu.

Note
This syntax feature is used throughout all MIB tables, not only the RipEX MIB table.

If you create any Value map manually, follow this procedure.

To add new value mappings, go to Administration — General — Value Mapping. Click on the “Create
value map” button and insert the values, which are mentioned on the following lines. There is an ltem
list, which uses these value mappings (either link them manually or automatically by importing the
template).

Note
There are also several value mappings used at RFC1213 and RS232.

Value Mappings List

RipEX.AlmState Items:
-1 [Cunknown Alarm state - COM1 interface Rx to Tx packets ratio
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RipEX.AlmState
0 [Cindctive
1 [Cadlive

RipEX.BackupPathsState
0 [Cunknown

1 Capl

2 [dalvn

RipEX.comProtocol:

0 [Cnohe

3 [CAskncLink
4 [Mddbus
5 [CIEC101

6 [CDNP3

7 [UNI

8 [ Cdmli

9 [DAH1

10 [Prdfibus
12 [CHM

13 [CRRB570
14 [Cdctus
15 LITT Flygt
18 [CSOP

19 [CSiédmens 3964 (R)
20 [CPR2000

Items:

Alarm state - COM2 interface Rx to Tx packets ratio
Alarm state - Device temperature

Alarm state - DQ

Alarm state - ETH interface Rx to Tx packets ratio
Alarm state - HW Input

Alarm state - RF Power

Alarm state - RSS

Alarm state - Tx lost

Alarm state - UCC

Alarm state - Unit ready

Alarm state - VSWR

Items:

Backup Paths 1 - Alternative Paths - Currently passive
paths State

Backup Paths 2 - Alternative Paths - Currently passive
paths State

Backup Paths 1 - Alternative Paths - Currently used path
State

Backup Paths 2 - Alternative Paths - Currently used path
State

Items:

COM1 - Protocol

COM2 - Protocol

TS 1 COM user protocol type
TS 2 COM user protocol type
TS 3 COM user protocol type
TS 4 COM user protocol type
TS 5 COM user protocol type

© RACOM s.r.o. — RipEX
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RipEX.deviceMode
1 [Cbribge
2 [rodter

RipEX.eDhcp
0 [offl

1 [selver

2 Lcliént

RipEX.eSpeed

0 [CCauto

1 [s=100baseTX-Full
2 [s-100baseTX-Half
3 [s=10baseT-Full

4 [s-10baseT-Half

RipEX.ifTmATM
0 [Cmdsk
1 [CIable

RipEX.IOState
-1 [Cunknown
0 [Coffl
1 Conl

RipEX.RelayContactType
0 [Coffl

1 [Cnarmally-closed

2 [Cnalmally-open

RipEX.rEncryption
0 [offl
1 [Caeb256

RipEX.rRfPwr
[CmE-100mW
[CmHEr-200mw
[CmHE-500mW
[CmE-1W
[CmHE-2W
[CmHE-3W
[CmE-4W
[CmHE-5W

N o ok~ W N -~ O

Station working mode

Ethernet interface DHCP mode

HW alarm input contact state

HW alarm input contact type

Radio interface RF power

Ethernet interface bit rate and duplex settings

TCP Modbus COM protocol address translation mode

Radio interface encryption method

w
N
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RipEX.rRfPwr

8 [CmHE-10W

9 [CmHE-8W

17 [Cmi-200W
18 [Cmi-500mW
19 [Cmi-1W

20 [Cmi-2wW

RipEX.SettingState
0 [offl
1 [onl

RipEX.tsEthProtType
0 [icd
1 [udp

RFC1213.ifType
1 [Coffler

2 [redular1822

[hdh1822
[—ddh-x25
[rfcB77-x25
[eflernet-csmacd
[[isd88023-csmacd
[[isd88024-tokenBus
9 [isd88025-tokenRing
10 [1sd88026-man

11 [CsfdrLan

12 [Cprateon-10Mbit

0 N O O~ W

Items:

Items:

Ethernet interface broadcast and multicast status
Ethernet interface shaping status

Terminal server status

TCP Modbus COM protocol broadcast accept
Radio interface FEC

TS 1 on/off

TS 2 on/off

TS 3 on/off

TS 4 on/off

TS 5 on/off

Items:

TS 1 Ethernet protocol type
TS 2 Ethernet protocol type
TS 3 Ethernet protocol type
TS 4 Ethernet protocol type
TS 5 Ethernet protocol type

Items:
RFC1213 - Interface 1 - The type of interface (physical/link
protocol)

RFC1213 - Interface 2 - The type of interface (physical/link
protocol)
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RFC1213.ifType

13 [Cprdteon-80Mbit
14 [hyperchannel
15 [Iddi

16 [ladb

17 [sdic

18 [dsl

19 el

20 [CbakiclSDN

21 [primaryISDN
22 [prdépPointToPointSerial
23 Lppb

24 [softwarelLoopback
25 [Ceoh

26 [efflernet-3Mbit
27 [nslp

28 [slip

29 [ulita

30 [dsB

31 [sid

32 [frame-relay

RFC1213.ipForwarding
1 [Cfodwarding

2 [Cnal-forwarding

RFC1213.snmpEnableAuthenTraps
1 [Cenhbled

2 [didabled

RS232.rs232AsyncPortParity
1 [Cnohe
2 [Codd
3 [Ceven
4 [mdrk

5 [sphce

RS232.rs232AsyncPortStopBits

Items:

Items:

RFC1213 - The indication of whether this entity is acting
as an IP gateway

Items:

RFC1213 - SNMP - Indicates whether the SNMP agent
process is permitted to generate authentication-failure traps

Items:
RS232 port 1 - The port's sense of a character parity bit
RS232 port 2 - The port's sense of a character parity bit

Items:

1 Conk RS232 port 1 - The port's number of stop bits
2 [twd RS232 port 2 - The port's number of stop bits
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RS232.rs232AsyncPortStopBits Items:

3 [ConkAndHalf

4 [dyhamic

RS232.rs232PortinFlowType Items:

1 [Cnahe RS232 port 1 - The port's type of input flow control
2 [cidRts RS232 port 2 - The port's type of input flow control
3 [dsiDtr RS232 port 1 - The port's type of output flow control

RS232 port 2 - The port's type of output flow control

RS232.rs232PortType Items:

1 [offler RS232 port 1 - The port's hardware type
2 [rs4A32 RS232 port 2 - The port's hardware type
3 [rs4322

4 [rs423

5 [v3b

6 2N

ICMP ping - Accessibility Items:

0 [CICMP ping fails ICMP ping - Accessibility

1 [CICMP ping successful

Note

6 Two value mappings should already be included in the Zabbix itself, see "SNMP interface
status (ifAdminStatus)" and "SNMP interface status (ifOperStatus)" in the Value mapping
menu. Four Items from the RFC1213 template use these mappings.

How can | Edit an Item to Link with a Value Map?

Go to Configuration — Templates and choose one of the imported template. Open the item configur-
ation window and click on the chosen item to view and edit its settings.

Choose the appropriate value map in the Menu “Show value” and save the changes.

Example: RipEX.eDhpc
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Mame

Type

Key

SHMF CID

SHMMP community

Part

Type of information

Diata type

Inits

Use custom multiplier

Update interval (in sec)

Custom intervals

History storage period (in days)

Trend storage period (in days)

Stare value

Ethernet interface DHCP mode

SMMPvZ agent e
eDhcp
1.36.1.41.335552222

public

Mumeric (unsigned) |~

Decimal e

1800

TYPE INTERVAL

Flexible Scheduling

Mew application

Applications

Populates hostinventory field

Add
7
an
As s '
RipE}(.e@
-Mone-

Alarm States

Alarm Threshaolds
Backup Paths

Interface - COM Ports
Interface - Ethernet
Interface - HW Alarm Input
Interface - Radio

Interface - TCP Modbus

Intarfara - Tarminal Sorvars

-Mone-

Fig. 2.12: Linking a value map to an item

PERIOD

M

B0 1-7.00:00-24:00

~ | show value mappings

ACTION

Remave
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2.4. How do | Know that Something Has Happened to the RipEX Station?

There are two ways to check the RipEX stations. You can actively query the station in the defined time
intervals or you can just wait for the trap to be received.

2.4.1. Active Querying

If you have a defined item which is updated e.g. every 10 seconds. Zabbix requests a reply to the
SNMP GET message for the specific OID object and it stores this value in the database at 10 second
intervals.

A trigger can also be configured for each item. For instance, temperature threshold alarm is set to 50°C.
Whenever Zabbix receives an SNMP RESPONSE message from any monitored host with temperature
higher than 50°C, an alarm is triggered. If the alarm is triggered, it is displayed at the Zabbix Dashboard.
The Alarm will be visible in the “Last 20 issues” table and you will see which host is having an issue
in the “Host status” table.

When the temperature falls back into the allowed range, the issue will be deleted from the Zabbix
dashboard.

Host Issue Last change 4 Age Info Ack Actions
RipEX_TP RipEX station - Modem temperature value out of range 27 Sep 2012 13:20:58 23s No

1 of 1 issue is shown
Fig. 2.13: Displaying of RIipEX issue

2.4.2. SNMP Traps/Iinforms

The key aspect of the SNMP are the TRAPS/INFORMS. These OID objects are not actively monitored
by the Zabbix manager but by the RipEX itself. This behaviour is described in the on-line help on RipEX
web Settings page or in the User manual®.

How to configure SNMPv2c Traps/Informs in Zabbix?

This, unfortunately, is a somewhat complex procedure. There are several ways to configure traps —
only one of them will be explained in this guide.

Note
Other approaches could be using SNMPTT functionality or Perl scripts.

Important
A The following section will explain the SNMPv2c Traps only. The SNMPv3 or SNMP Informs
differencies and requirements are explained at the end of this section.

You have to install an snmptrapd, a daemon which receives SNMP traps and pass them into the Zabbix
front-end. Keep in mind to start it automatically after the system start, e.g. via the command:

5 http://www.racom.eu/eng/products/m/ripex/h-menu.htmi#SNMP
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# systemctl enable snmptrapd

Zabbix server must be configured to start the SNMP Trapper process. Enable it in the /etc/zab-
bix/zabbix server.conf file.

StartSNMPTrapper=1

Define the LOG file as well.
SNMPTrapperFile=/var/log/snmptrap/snmptrap-zabbix.log

Save the changes and create the file manually using the following command:
$ touch /var/log/snmptrap/snmptrap-zabbix.log

Restart the Zabbix server daemon.

You can use the script (snmptrap.sh) which is included in the RipEX_Zabbix_templ.zip file downloadable
from http.//www.racom.eu/eng/products/radio-modem-ripex.htmi#tdownload website. Copy the script
fileinto /usr/1ib/zabbix/externalscripts/ directory and change the file privileges and make
it executable.

# mkdir -p /usr/lib/zabbix/externalscripts; chown zabbix /home/zabbix
# cp misc/snmptrap/snmptrapd.sh /home/zabbix/bin
# chmod +x /usr/lib/zabbix/externalscripts/snmptrapd.sh

After that, you need to edit the file. By executing

$ which zabbix sender

you will find the full path to this executable binary file. Change the path in the file, e.g.
ZABBIX SENDER="/usr/bin/zabbix sender";

The script parses the output of each received SNMP trap, selects the appropriate host and declares
an associative array containing trap descriptions. Eventually, it sends the whole message to your
Zabbix server.

You should also check the LOG destination, which should be: /var/log/snmptrap/snmptrap-
bash. log. Create the directory if not already created and edit this in the snmptrap. sh script file.

LOGFILE=/var/log/snmptrap/snmptrap-bash.log

Note
The log file could also be located in /var/log/zabbix/snmptrap.log if required, and
if you configure SELinux rules correctly.

For a correct snmptrap.sh script functionality, RipEX MIB must be configured in the Zabbix server.
First, copy the MIB file RACOM-RipEX-<version>.mib to your MIB directory (on CentOS7, it is
/usr/share/snmp/mibs/). Afterwards, you need to edit the SNMP configuration file (/etc/sn-
mp/snmp . conf) with a text editor (e.g. "vim").

# vim /etc/snmp/snmp.conf
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Add the RipEX MIB via the following line and save the changes.
mibs +/usr/share/snmp/mibs/RACOM-RipEX-<version>.mib

Reboot the Zabbix server. The RipEX OIDs, Value mapping etc. should now be correctly translated
and understood.

Now we have our script prepared, let's configure the Zabbix front-end:

If you have not yet done so, import the RipEX templates. One application is called TRAPS and it consists
of all traps. Link the templates to desired hosts.

Note

If Zabbix receives a trap for an unknown host it will not be displayed.

The host MUST be configured using the IP address as the Host name, e.g.:

Host name: 192.168.10.1
Visible name: RipEX1
SNMP interface: 192.168.10.1, port 161, IP

Along with this template, 15 new items and triggers appear at each used host. That is exactly the
number of SNMP traps defined at the RipEX. Each trap should be recognized and the Zabbix should
display the correct information message at the dashboard.

NAME TRIGGERS KEY INTERVAL & HISTORY ~ TRENDS  T¥PE APPLICATIONS STATUS
Backup path state has changed Triggers 1 trpBpath 90d Zabbix trapper TRAFPS
Unit ready signal has changed Triggers 1 trpUnitReady 90d Zabbix trapper TRAPS
Alternative path state has changed Triggers 1 trpBpathAlt a0d Zabbix trapper TRAPS
WBWR value out of range Triggers 1 trpVswr 90d Zabbix trapper TRAFPS
COM2 RXTX packet ratio out of range Triggers 1 trpCom2Pr 90d Zabbix trapper TRAPS Enabled
COM1 RX/TX packet ratio out of range Triggers 1 trpCom1Pr a0d Zabbix trapper TRAPS Enabled
UCC value out of range trpUcc 90d Zabbix trapper TRAPS Enabled
TX Lostvalue out of range trpTxlost 90d Zabbix trapper TRAPS

Modem becomes active in a Hot-Standby mode Triggers 1 trpHotStoy 90d Zabbix trapper TRAPS
HW input in the alarm state Triggers 1 troHwin 90d Zabbixtrapper  TRAPS
Modem temperature value out of range Triggers 1 trpTemp 90d Zabbix trapper TRAPS
Remote station (LY.ZW) DQ value out of range Triggers 1 trpDgilY.ZW 90d Zabbix trapper TRAPS
RF power value out of range Triggers 1 trpRfpwr 90d Zabbix trapper TRAFPS
Remote station (X.¥.Z.W) RSS value out of range Triggers 1 IrpRssXY.ZW 90d Zabbix trapper TRAPS
Ethernet Rx/Tx packet ratio out of range Triggers 1 trpEthPr a0d Zabbix trapper TRAPS

Fig. 2.14: Definition of RIpEX traps

RipEX sends a trap whenever the watched value is out of range (or other configured condition is met)
and whenever the value falls back within the corresponding range.

Every trap has two states in Zabbix. Each trap can either be in the alarm state or in the OK state.
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RSS and DQ trap items are disabled in the template by default. The reason is that we need to define
remote RipEX IP addresses first. See the following example for enabling a DQ trap:

Go to the Zabbix web front-end and select a RipEX host for which you want to process DQ traps. Click
on the Items button and find an item with the following key: trpDgX.Y.Z.W.

A \N\:1=1P4d vonitoring  Inventory  Reports  Configuration  Administration Q Hshre ? 2 G
Hostgroups ~ Templates ~ Hosts  Maintenance  Actions  Discovery

ttems
Allhosts / RipEX-A  Enabled Applications 21 Items 321 Triggers 20 Graphs 7  Discoveryrules  Web scenarios

[[] WIZARD MNAME a TRIGGERS KEY INTERVAL HISTORY TRENDS TYPE APPLICATIONS STATUS

O RipEX SNMP Trapper Template: Remote station (X.YZ.W) DQivalue out of range T s 1 (irpDaX Y.Z.W, a0d Zabbixtrapper TRAPS

[} RipEX SNMP Trapper Template: Remote station (XYZW)RSS value outofrange  Triggers 1 trpRssX.Y.ZW 90d Zabbixtrapper TRAPS

Displaying 2 of 2 found

Fig. 2.15: Default DQ trap item

Click on the item and then click on the Clone button. Now you can edit the item. Replace the "X.Y.Z. W"
string in the item Name with the remote RipEX radio IP address (e.g. 192.168.131.55). Do the same
in the Key field and select the Enabled option in the Status field. See the following example:
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Mame | Remote stationf{192.168.131.55 00 value out of ran

Type | Zabbixtrapper e

Key | trpOig192.168.131.55

Type of information | Character w
History storage period (in days) a0
Showwvalue | Asis »~ | show value mappings
Allowed hosts

Mew application

PIMG statistics ~
RFC1213

RS232

Station

Statistics - COM ports

Statistics - Radio

Statistics - TCP Modbus

Statistics - TCP Proxy

Statistics - Terminal Servers

v

Applications

Populates host inventory field | -Mone- e

Description | A notfification to indicate that average DQ value ™
has exceeded threshold limits.
This notification sends additional infarmation
about
the event by including the following objects in its
varbinding list.
- alarmstateDg: DO alarm state. W
-wivRemDgAvg: Remaote station - Average D

Fig. 2.16: Edited DQ trap item

Save the changes and open the host Triggers list. Repeat the above steps for the DQ trigger and save
the changes. You should see the trigger with the enabled status.

[ Average RipEX station - Remote statior€(]92.168.131.55.30 value out of range ({RipEX-A-10.15.17.162:trpD 1ﬁm {"OFF")i=0)

Fig. 2.17: Enabled DQ trap trigger

Follow the same procedure (DQ and RSS) for other remote RipEX units as needed.
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You can also define Zabbix to send you an e-mail whenever any trap is triggered. See the Zabbix
Documentation or Section Section 2.7, “Zabbix Alerting via e-mail” of this Application not for the e-mail
configuration.

Please, find the file snmptrapd.conf usually it’s in the /etc/snmp/ directory. Edit or create the file as
root with the following lines:

authCommunity execute public
authCommunity execute PUBLIC
traphandle default /usr/lib/zabbix/externalscripts/snmptrap.sh

The first two lines will allow all received traps with community public or PUBLIC to be parsed and the
third line will force the snmptrapd to use our script.

If you do not know what community names you will receive, add the following line to accept all community
names. Note that you should not define this line for security reasons.

disableAuthorization yes

Do not forget to restart snmptrapd. You should have similar snmptrapd parameters in the /etc/sysconfig/
snmptrapd file:

OPTIONS="-Lsd -p /var/run/snmptrapd.pid -On"

This ensures that snmptrapd daemon will not translate the numerical OID numbers which is important
for our script to run properly.

Important
A If you install Zabbix on the CentOS distribution, do not forget to enable snmptrapd within
SELinux security rules.

SELinux is an important security part of CentOS. Running all the functionality of Zabbix will require
configuring these rules. If you do not understand it, consult the required changes with our technical
support. More details about SELinux can be also found in this Application note, Chapter 2.8)

Note

RipEX default Community string name is “public”, however it can be changed (since firmware
release 1.3). All RipEX stations within the network must have the same Community string.
Otherwise disableAuthorization has to be set to “yes” (or set authCommunity variables for
all allowed Community string names).

How to Configure SNMPv3 Traps/Informs in Zabbix?

Now, the system is ready to receive SNMPv2c traps and informs (see the previous section). If you
configure SNMPV3 in the network, several additional steps are required.

Snmptrapd deamon needs to decrypt the incoming traps/informs. To successfully authenticate itself
and decrypt the message, correct Users with correct secrets must be configured inthe /etc/snmp/sn-
mptrapd.conf file.

In this file, you already have the similar lines:
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authCommunity log,execute public
authCommunity log,execute PUBLIC
traphandle default /bin/bash /usr/lib/zabbix/externalscripts/snmptrap.sh

For SNMPV3 Inform (not traps), you need to create the user via createUser command. Stop the
snmptrapd daemon:

# systemctl stop snmptrapd
Now, editthe /etc/snmp/snmptrapd.conf file and add this line:
createUser racom MD5 "racoml234" DES "racomb5678"

This command should add the User "racom" with MD5 and DES secrets. Save the changes and run
the snmptrapd daemon.

# systemctl start snmptrapd

Check if the addition was successful via

# cat /var/lib/net-snmp/snmptrapd.conf

You should see a line similar to the following one:

usmUser 1 3 0x80001£8880a909e400d6e8655900000000 "racom" "racom" NULL .1.3.6.1.6.3.10.1.1.3
0x40d2c90a2fdee04dd30ebde207aledab507ce8dl .1.3.6.1.6.3.10.1.2.2
0x40d2c90a2fdee04dd30ebde207aledab ""

Now, the SNMPv3 informs can be successfully received and used.

SNMPv3 Traps need a bit different command. Everything is the same, but the EnginelD must be con-
figured. In the RipEX web interface, create the unique EnginelD within SNMP configuration page. This
value is static and unique. For each RipEX unit, you need to create a separate User in the snmptrap
configuration file. Stop the snmptrapd daemon again and add a similar line in the /etc/snmp/snmp-
trapd.conf file:

createUser -e 0000831304199430acl077ab racom MD5 "racoml234"™ DES "racomb5678"

This creates a "racom" user the same way as for the Informs, but the EnginelD
0000831304199430ac1077ab is fixed and must correspond to that created in the RipEX web interface.

Start the deamon and check the procedure:
# cat /var/lib/net-snmp/snmptrapd.conf

usmUser 1 3 0x0000831304199430acl077ab "racom" "racom" NULL .1.3.6.1.6.3.10.1.1.2
Oxfcddda2e844853de23eb838d%6e985d9 .1.3.6.1.6.3.10.1.2.4
Oxfcddda2e844853de23eb838d96e985d9 ""

A similar line should be there - check the EnginelD parameter. If succesful, Informs and Traps should
now be working correctly. If not, try to check all the mentioned steps and verify your procedure.

Note
The same procedure must be met for any other SNMPv3 devices and their SNMPv3
traps/informs (not just RipEX).
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Basic Trap/Inform Functionality Tests

Now Zabbix is ready to receive SNMP traps/informs from all RipEX stations and enter them into the
database properly. In order to test it, force the trap to be sent from any RipEX and see whether it appears
in the Zabbix front-end. If not, check that the respective UDP port (162) is enabled at your firewall and
check the settings again. You can also execute Tcpdump or Wireshark at the selected interface of your
Zabbix server or somewhere along the intended packet path.

Another basic test can be run using the following command:
zabbix sender -z localhost -p 10051 -s "192.168.10.1" -k trpTemp -o "trpTemp, ALARM: ON"

The IP address of your RipEX station is 192.168.10.1, key is "troTemp" and the message for the Zabbix
server is "trpTemp, ALARM: ON". The command should trigger the host's " temperature exceeded the
threshold" alarm. Note that you need to have a host configured with this IP address, otherwise the trap
will not be shown.

It is important to set the KEY value correctly, otherwise the trap/inform would not match the trigger.
See more KEY values with their description below:

» irpRssIPAddress - Remote station RSS value out of range (Replace the IPAddress with a real remote
RipEX IP address)

» trpDqlIPAddress - Remote station DQ value out of range (Replace the IPAddress with a real remote
RipEX IP address)

» tirpTxLost - TX Lost value out of range

» trpUcc - UCC value out of range

* trpTemp - Modem temperature value out of range

* trpRfpwr - RF power value out of range

» trpLanPr - Ethernet RX/TX packet ratio out of range

* trpCom1Pr- COM1 RX/TX packet ratio out of range

* trpCom2Pr - COM2 RX/TX packet ratio out of range

* trpHwIn - HW input in the alarm state

* trpHotStby - Modem becomes active in a Hot-Standby mode

» trpBpath - Backup path state has changed

» trpBpathAlt - Alternative path state has changed

» trpUnitReady - Unit ready signal has changed

If you want to clear the trap/inform alarm, just repeat the same zabbix_sender command, but change
the message to contain the word "OFF". E.g. "ALARM OFF".
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System status

RipEX o [i] 1 [i]
Zabbix servers 0 0 0 0

Updated: 16:35:33

Host group Disaster High Average Warning Information

0
o

G2
Mot classified
1]
0

Host status

Host group Without problems
RipEX o

Zabbix servers 1

Updated: 16:35:33

With problems

Last 20 issues

Host Issue

Last change +1L

Age

RipEX_TP RipEX unit - Modem temperature value out of range 26 Sep 2012 16:33:52 1m 41s

[T
>

Info Ack Actions
Mo
1 of 1 issue is shown

Fig. 2.18: Zabbix dashboard — Status of units

You can also see Trap's output in Monitoring — Latest Data — TRAPS of your RipEX station —
History. The displayed information differs based on the trap received. See the detailed description in

the respective Zabbix item.

2.5. What Else does Zabbix Offer?

There are many features provided by the Zabbix software. They are described in the Zabbix Document-

ation. Below are just a few of them.

You can create Screens. A Screen is a set of various graphs on one page for better overview of your

network (temperature, UCC, RF power, ...).

You can create Maps. If you administer many stations in many locations, a Map can be a good choice.
You can define the background picture (e.g. real maps), various station pictures, station status, various
statistics, etc. You can import any icon or background picture you want to use.

- e
A, SRIPEX-23735, 0 Gy /o
“ Temp = 33.8 c"’\?’\};ﬁ?: N

_._,____. - ‘;"’.z T T W
~ AP F - RipEX-239
\ : ) _ggmp=35-3"5‘

| |RSS = 54.56 dBm. (| ¥ RSS = 54.76 dBm
_::!.:1 0o = 22391-’2*::*'.- “?’;\f; . ;.;:,* DQ = 203.55 ("
o OK 370 & Nove® ¥ oK s
3 &:__E n}_ﬂ.{""?‘ J}RQM" -L- '..- ?* B,
B oS Mestar s

- b iy .‘:{; w1 = LY
T | VSNV i

Fig. 2.19: Basic map with two RIpEX stations

L]

© RACOM s.r.0. — RipEX

45



SNMP

A short example of RipEX station configuration in Maps:

{HOSTNAME }

Temp = {{HOSTNAME}:wvTempAvg.last (0)}

RSS = {{HOSTNAME}:wvRemRssAvqg[{SNEIGHBOUR.1}].last (0)}
DO = {{HOSTNAME}:wvRemDgAvg[{SNEIGHBOUR.1}].last (0)}

Map element

Type Host W

Label RipEX-2349

Temp = {HOSTHNAMEwwTempAvg.last(0)}

R3S = {{HOSTNAME wwRemRssAvg{EMEIGHBOUR. 13].1ast(0)}
DO = {HOSTMAME:wyRemDgAvg{SNEIGHBOUR. 13 last(0))

Label location Default |~

Host RipEX 239 =

Fig. 2.20: Definition of RipEX station in maps

Each map can be divided into several sub-maps. It can be useful for various levels of detail. Links can
also be added - just select both Hosts and click on the "Add link" button at the top of the Network maps
menu.

2.6. How to Access RipEX GUI from Zabbix

Zabbix can offer various ways of accessing the RipEX web interface by clicking on the link within the
Zabbix front-end.

Note

This chapter consists of RAy2 screenshots, but the procedure is completely the same for
RipEX as well.

2.6.1. Map URL

For every Host depicted in Maps, you can define its URL.

URLs NAME ; TION

RAy2-234 URL httpi10.250.2.234 Remove

Add

| Remove | | Close |

Fig. 2.21: Map URL definition

After clicking on the Host, a new Item appears (URL), defined with the Name and the actual link. And
when you click on this URL, the RAy2 web interface appears.
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Fig. 2.22: RAy2 URL Link in maps

2.6.2. Trigger URL

Every host can have as many Triggers as required. And for every Trigger, the respective URL can be

defined. Just add the URL in the Trigger configuration page.

URL | hitp:idemo.racom.ew:8003

Severity Mot classified Information Warning Average Majaor Critical

Enabled

Fig. 2.23: Trigger URL definition

After you do so, every time the trigger is activated, you can click on the Issue description within Dash-

board's "Last 20 Issues" window and then on the URL link.

Last 20 issues
HOST ISSUE LAST CHANGE AGE

MDGE MIDGE station - The WAN link came DOWN ~ 2016-03-18 16:17:58  5m 10s

RAy2-17-U | TRAP: Temperature exceeded the threshold = 2016-03-17 14:39:04  1d 1h 44m

hitp:/demo.racom.eu:8003

o TIME STATUS DURATION
Web monitoring

2016-03-17 14:39:04 PROBLEM  1d 1h 44m
HOST GROUP

2016-03-1617:16:28 OK 21h 22m 36s

Fig. 2.24: Issue description used as a link

A simple click can forward you to the RAy2 web interface.

INFO

AGE

1d 1h 44m

1d 23h 6m

ACK ACTIONS
Mo
Yes 1
3:.08
ACK
Yes 1
Mo
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2.6.3. Inventory URL

The third option is to use Inventory for configuring URL. For every Host, you can enable the Inventory
(serial number, OS, host type, ...). Within many Inventory options, the URL can be defined.

Za o
Haost inventory
Latest data
La Triggers
i Graphs
MIC _ _ U || o

RAyZ-17-  TRAP: Temperature exceededt

Fig. 2.25: Inventory URL definition

Every host's Inventory can be opened from the Dashboard's "Last 20 Issues" window. And in the Details,
there is the configured URL displayed.

Host inventory
Cwerview Details

Type (Full details) U
Mame RAy2-17U
Serial number A 10229353
Software 2.1.13.0
Location live-demo

LURLA hitp:idemo.racom.eu:3003

Fig. 2.26: RAy2 URL link in the Inventory

2.7. Zabbix Alerting via e-mail

In case of any issue within your network, e.g. drop in the signal quality, or the unit being unreachable,
Zabbix can automatically send an e-mail to predefined e-mail addresses. The following example will
show just one procedure, other ways are possible (e.g. via the script).
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2.7.1. E-mail Configuration
The e-mail can be set in the the Administration — Media Types menu. Edit the E-mail type corresponding

to your server settings. In our example, we use our own SMTP server reachable from Zabbix server.
No special security or password is required. You should be able to use any SMTP server.

Media types

Mame | Email Zabbix
Type | Email w
SMTP server | smtp.racom.eu
SMTP server port 258
SMTP helo | zabbix.racom.eu
SMTP email | zabbix3@racom.eu

Connection security m STARTTLS | SSUTLS

Authentication m Marmal passwaord

Enabled

| Clone | | Delete | | Cancel |

Fig. 2.27: E-mail configuration

2.7.2. Users Configuration

The e-mails are sent to the users’ e-mail addresses. Go to the Administration — Users menu and con-
figure the required e-mail addresses within the user’s details (Media).
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Media

Type | Email Zabbix |~
Sendto | user@racom.eu
When active | 1-7,00:00-24:00
Use if severity [ Mot classified
[]Information
[Jwarning
I Minar
[+ Major
[+ Critical

Enabled

Fig. 2.28: User’s e-mail

You define the time when the e-mail will be sent (e.g. do not send it over the night) and the severity of
the issue (e.g. send me the e-mail just in case of a critical issue).

2.7.3. Actions

The last step is to configure the action — configure which issue causes the e-mail to be sent. Go the
Configuration — Actions menu and create a new Action.
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Actions
Action Conditions Operations

Name | Test mail

Default subject | fHOST MAME1}: {TRIGGER.STATUSY: {TRIGGER.NAN

Default message | Trigger: {TRIGGER.MNAME}
Trigger status: {TRIGGER.STATUS}
Trigger severity: {TRIGGER.SEVERITY}
Trigger URL: {TRIGGER.URL}
ltem values:

1 {ITEM.MNAME1} ({HOST.NAME1:{ITEM.KEY 13} {ITEMVALUET}

Recovery message
Recovery subject | {HOST.MAME1}: {TRIGGER.STATUS}. {TRIGGER.MAN

Recovery message | Trigger: {TRIGGER.NAME}
Trigger status: {TRIGGER.STATUS}
Trigger severity: {TRIGGER.SEVERITY}
Trigger URL: {TRIGGER.URL}
ltem values:

1 {ITEM.MNAME1} ({HOST.NAME1:{ITEM.KEY 13} {ITEMVALUET}

Enabled

| Clone

| Delete

| Cancel |

Fig. 2.29: Action

Usually, you will use the MACROs for the e-mail body/subject. In this example, the Subject of the e-
mail will consist of the host’'s Name, Trigger status (Problem, OK) and Trigger Name. Within the body
of the message, there are additional information such as the Trigger Severity, URL and the Issue details.

If the issue is fixed, we also send a recovery message. It is the same message, but saying “OK” instead
of “PROBLEM”.
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Actions

Action Conditions Operations

Type of calculation | AndiOr ~ | AandB
Conditions | apFL IAME ACT
A Trigger value = PROBLEM
B Host = RipEX_TF238

Mew condition
Trigger name | like v

| Clone | | Delete

| Cancel |

Fig. 2.30: Action conditions

The action is executed if it meets the conditions, e.g. the trigger value is “PROBLEM” and the host is
a RipEX (or RAy2 unit). The conditions can be combined with AND or OR statements.

Actions
Action Conditions Operations

Default operation step duration 3600 | (minimum 60 seconds)

Action operations  =sTeps DETALS START IN DURATION (SEC) ACTION

1 Send message to users: senvis (senis senvis)via Email Zabbix Immediately Default
Operation details

Steps 1- 1

Step duration 0 | (minimum 60 seconds, 0 - use action default)

Operation type Send message w

Send to User groups

Sendto Users
Send only to Email Zabbix |~

Default message

Conditions

Update Cancel

| Clone | ‘ Delete | | Cancel

Fig. 2.31: Action Operation

The operation does not need to be just an e-mail, but it can consist of sending SMS or jabber messages.
Or based on the issue duration, it can perform different tasks. In the example above, we send the e-
mail to the user “servis” immediately when the issue occurs. There are no additional steps.
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Additional steps can be set as required. E.g. one can send e-mail immediately as the Problem occurs,
and if the Problem is still active, send the e-mail every additional day (once per 24 hours).

2.8. RipEX Scripts in Zabbix

By default, there are no ready-to-be-used actions in Zabbix such as configuration backup or firmware
upgrade. The Zabbix NMS is a general system which requires special features to be implemented by
RACOM or by the user himself.

We provide the user with a guide how to use and define these special features and within the RipEX
template, we already prepared several examples:

» Configuration backup
» Displaying the current RSS

Note
If you have troubles running those scripts or making your own, contact us on

<support@racom.eu>

The whole implementation can be quite time consuming, but once you successfully run the first script,
the others are very similar and its implementation is straightforward.

Within the Template, there are two scripts. As you know realize, having the configuration backup files
can be crucial if replacing the unit. There is nothing easier than just uploading the configuration file into
a brand new RipEX unit.

2.8.1. Zabbix Configuration

Before creating and running the first scripts, you need to prepare the Zabbix server (and the Linux op-
erating system). In this example, we configure the CentOS 7 operating system with Zabbix 3 installed
via packaging system.

The following steps can be done in different order, but following this order is absolutely fine.

Zabbix Server Configuration File

By default, the zabbix_server configuration file is located in the /etc/zabbix/zabbix_server.conf file. Find
the line with "SSHKeyLocation” parameter and define it with this value:

SSHKeyLocation=/home/zabbix/.ssh
This is the location of the RSA private SSH key which will be used to access the RipEX units.
Restart the Zabbix server afterwards.

# systemctl restart zabbix-server

Uploading the Template Scripts

The scripts must be uploaded manually to a correct directory manually. The default directory is
/usr/lib/zabbix/externalscripts/. Copy the script files from the ZIP Template file to this directory. The
target state should look similar to this output:
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# 1s -1 /usr/lib/zabbix/externalscripts/
total 48
-IWXr-XIr-X. zabbix zabbix 680 Mar 9 17:28 ripex cli cnf textfile get.sh
zabbix zabbix 111 Mar 8 15:56 ripex cli rss show.sh

zabbix zabbix 77 Mar 15 08:31 script-log.txt

zabbix zabbix 17200 Mar 1 13:24 snmptrap.sh

-“IWXI-XI-X.
-rw-r--r--.

el

—“IWXr-Xr-x.

There are two executable scripts via the Zabbix web interface (starting with “ripex_"). The LOG output
of those scripts is in script-log.txt file. There is also the snmptrap. sh file which you should
have there for the SNMP TRAP/INFORM functionality.

Make sure that the files have the zabbix user/group and are executable.

# chown zabbix:zabbix /usr/lib/zabbix/externalscripts/*
# chmod +x /usr/lib/zabbix/externalscripts/*

Zabbix User Configuration
The Zabbix user cannot login to the bash by default. We need modify the /etc/passwd file as follows:

# chsh -s /bin/bash zabbix
# cat /etc/passwd
zabbix:x:996:994:Zabbix Monitoring System:/home/zabbix:/bin/bash

Make sure that the last part after the “:” has a correct path to the bash binary.
If not already created, create the HOME directory for the Zabbix user.

# usermod -m -d /home/zabbix zabbix
# chown zabbix:zabbix /home/zabbix
# chmod 700 /home/zabbix

Note
You may need to run the “usermod” command once again.

Create the directories for the saved configuration and firmware files and change the access rights.

mkdir /home/zabbix/configuration-backup

mkdir /home/zabbix/firmware

mkdir /home/zabbix/configuration-backup/ripex
mkdir /home/zabbix/firmware/ripex

chown -R zabbix:zabbix /home/zabbix/

S e e S e

SSH Access to RipEX units

The directory for the SSH key should now be located in /home/zabbix/.ssh directory. Change the
current directory to this one and login as zabbix.

# su zabbix

A new prompt appears. Because, we cannot access the RipEX units using their password via scripts,
we need to upload the SSH keys into every unit we want to control. You can either have you own
RSA/DSA key or you can create a new one following this example. Run
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bash-4.2$ ssh-keygen -t rsa

Follow the guide of the ssh-keygen application and leave the passphrase empty.
To copy our RSA key into the RipEX units, run the following command:
bash-4.2$ ssh-copy-id admin@10.250.2.225

Just replace 10.250.2.225 with the correct RipEX IP address. The prompt will ask for the Admin pass-
word, fill it in and click Enter. Now, you should have the access into the unit without using a password.
Check it via this command:

bash-4.2$ ssh admin@10.250.2.225

You should be logged in the RipEX unit without writing the password.

Scripts in the Zabbix Web Interface

The script files can be downloaded within the template ZIP file’. Save them in the correct direktory
(/usr/lib/zabbix/externalscripts/) of your Zabbix distribution. Then, the scripts must be
manually created in the Zabbix Administration - Scripts menu. See the example below and create
Zabbix scripts for all RipEX scripts.

lusrilibfizabbixfexternalscripts
o . i . fripex_cli_cnf_texfile_get.sh {HOST.COMMN} .
] RipEX/Configuration backu Script Server All RipEX Read
’ ’ P {3HOBT.55HKEY} {HOST.55HPORT} P

Z==jusrllibfzabbixexternalscripts/script-log bd

lusrilibfizabbixfexternalscripts
Iripex_cli_rss_show.sh {HOST.COMMN}
{3HOBT.55HKEY} {HOST.55HPORT}
2==jusrllin/zabbixexternalscripts/script-log.te

RipEX/Show the current RSS Script Server All RipEX Read

Fig. 2.32: RipEX scripts

If you open one of them, you can modify them as required.

7 http://www.racom.eu/download/hw/ripex/free/eng/3_fw/RipEX_Zabbix_templ.zip
6 http://www.racom.eu/download/hw/ripex/free/eng/3_fw/RipEX_Zabbix_templ.zip
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Mame | RipEX/Configuration backup

Type | Script |+

Execute on Zabbix agent

Commands | jusrllibizabbixexternalscriptsiripex_cli_cnf_textfile_get.sh {HOST.COMN} {SHOST.SSHKEY?
{SHOST.33HPORT} 2==lusrlibizabbixiexternalscripts/script-log.td

Description

User group | All e
Host group | Selected |+
RipEX % Select
Required host permissions | Read
Enable confirmation [

Confirmation text
Update | Clone

Fig. 2.33: Script configuration

| Delete

| Cancel

The Type must be set to “Script” and the Execute on parameter to “Zabbix server”. The command can
be modified as required. There is a full path to the script saved on the server and the parameters. The
script output is appended to the mentioned log file.

The script can apply to ALL hosts or just one group — in our example, the group name is “RipEX”.

The parameters are MACROs which should be enabled by default due to our Template. Each RipEX
unit uses the SSH port 22 and the SSH key saved in /home/zabbix/.ssh/id_rsa file by default. If you
need to modify any of these parameters, go to the Configuration — Hosts menu and edit the particular
Host's MACROs (Inherited and host macros submenu).
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p4i\2{2iP 4 onitoring Inventory Reports  Configuration  Administration o Hshare ? 2 U

Hostgroups  Templates Hosts  Maintenance  Actions  Discovery  IT senvices

Hosts

All hosts / RipEX testy Mrazek239  Enabled Applications 21 Items 332 Triggers 20 Graphs 6 Discoveryrules  Web scenarios

Host  Templates IPMI Macros Hostinventory  Encryption
Host macros

Macro Effective value Template value Global value (configure)
{SHOST.SSHKEY} = (homefzabbiw/ sshfid_rsa Change «= RipEX Template - SNMPv3: "fhomeizabbix/ -
{SHOSTSSHPORT} = |22 Change = RipEX Template - SNMPy3: 22"
{SMEIGHBOUR.1} =10.10.10.237 Remove = RipEX Template - SNMPv3: "192.168.169.1...
{SMEIGHBOUR.3} = | RADIO BROADCAST Remaove
{$SNMPPORT} = 161 Change « RipEX Template - SNMPv3: ™161"
{$SNMP_AUTH} = | ripex1283 = RipEX Template - SNMPv3: "racom”
{$SNMP_COMMUNITY} = public = "public”
{3SNMP_PRIV} = | ripex1283 Remove = RipEX Template - SNMPv3: “racom™
{$SNMP_USER} = | racom Remove = RipEX Template - SNMPv3: “racom™
Add

| Clone ‘ | Full clone ‘ | Delete | | Cancel |

Fig. 2.34: Host MACROs

To edit any of the parameters, click on the “Change” button and Update the Host.

SELinux Restrictions

If the operating system is CentOS 7 and has the SELinux security option enabled, the scripts will not
run properly due to these restrictions.

If you run the script, but it will not run properly, check the following output via the command line:
# ausearch -m avcl|tail -n 3
It can display a similar output:

time->Tue Mar 8 14:12:31 2016

type=SYSCALL msg=audit (1457442751.052:8277): arch=c000003e syscall=42 success=no exit=-13 »
a0=3 al=7£11466de620 a2=10 a3=56decfbf items=0 ppid=4929 pid=2936 auid=4294967295 uid=996 »
gid=994 euid=996 suid=996 fsuid=996 egid=994 sgid=994 fsgid=994 tty=(none) ses=4294967295 »
comm="ssh" exe="/usr/bin/ssh" subj=system u:system r:zabbix t:s0 key=(null)

type=AVC msg=audit (1457442751.052:8277): avc: denied { name connect } for pid=2936 »
comm="ssh" dest=8021 scontext=system u:system r:zabbix t:s0 »
tcontext=system u:object r:zope port t:s0 tclass=tcp socket

The issue here is that the SSH cannot be run from the Web interface. To enable it, you can run the
following commands. Note that the first command installs some binaries to control SELinux rules. If
already installed, you do not need them.

# yum install policycoreutils-devel
# mkdir -p /root/local-policy-modules/zabbix

© RACOM s.r.o. — RipEX 57



SNMP

# cd /root/local-policy-modules/zabbix

# grep "denied" /var/log/audit/audit.log|tail -n 2 > avc.log
# audit2allow -M zabbix script ssh -R -i avc.log

# semodule -i zabbix script ssh.pp

Important
A Do not rush with SELinux rules, if you understand the SELinux, make the required changes.
If not, please consult us.

A similar approach is required for the Bash, SNMP traps, logging the script output, etc.

Testing Scripts

The scripts can be tested via clicking on the Hosts in the Web interface. You can click on them when
they are displayed within the Last 20 Issues on your Dashboard, or within Maps where they are always
displayed.

M & ™ -
Measto
[ na Maraws %’__;.
Il S I
a2 -
192 168, Detect operating system 31.739
Temp = . BAS " C = "
RSS = -53 ng 27 ARFA e
DQ =2 . .
“of RipEX 2 Configuration backup
Traceroute Show the current RS5
Hast inventory
Latest data .
Triggers KN B i o
Graphs 5 {:“~5_
t 4 pEs s

Fig. 2.35: Scripts in the Maps

If you click on any of the script, the corresponding script runs and the output is displayed in the pop-up
window. You can test the Zabbix general ones such as “Ping” or “Traceroute” first.

Note
You may be required to change the SELinux rules or to install “traceroute” application via
the command line (yum install).

The easiest script displays the current RSS level. The level (in dBm) should be displayed within several
seconds in the pop-up window.

Another script is the Configuration backup. The expected output should display a full path to the stored
file (in the /home/zabbix/configuration-backup/ripex directory).
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Reading the watched values script is working in a different manner. It is used as an external check
Item. If you open the Application called "Watched value via script", you will see 17 readable watched

values.

Once configured correctly, running the scripts is easy. If you need to add a new host, just copy the
SSH key and you are ready to use it. And if a new script is required, see these examples and create
your own scripts or consult creating them with our technical support at <support@racom.eu>.

2.9. RipEX MIB Table

2.9.1. RipEX

oID Name Access State Description

33555.2.1.1.1.0 stationName read-only |current |Station Name.

33555.2.1.1.2.0 |deviceType read-only |current |Device type.

33555.2.1.1.3.0 |deviceCode read-only |current |Device code.

33555.2.1.1.4.0 serialNumber read-only |current |Product serial number.

33555.2.1.1.5.0 deviceMode read-only |current |Station working mode.

33555.2.1.1.6.1.0 |hwVerModem read-only  |current |Modem HW version.

33555.2.1.1.6.2.0 |hwVerRadio read-only  |current |Radio HW version.

33555.2.1.1.7.1.0 |swVermodem read-only |current |Modem firmware version.

33555.2.1.1.7.2.0 |swVerSDDR read-only  |current |SDDR firmware version.

33555.2.1.1.7.3.0 |swVerDriver read-only  |current |Driver firmware version.

33555.2.1.1.7.4.0 |swVerBootloader [read-only |current |Bootloader version.

33555.2.2.1.1.0 |rRxFrequency read-only |current |Radio interface Rx frequency in Hz.

33555.2.2.1.2.0 rTxFrequency read-only |current |Radio interface Tx frequency in Hz.

33555.2.2.1.3.0 |rRfPwr read-only |current |Radio interface RF Power.

33555.2.2.1.4.0 rEncryption read-only |current |Radio interface encryption method.

33555.2.2.1.5.0 |[rFEC read-only |current |Radio interface FEC state.

33555.2.2.21.0 |eGateway read-only |current |Ethernet interface gateway address.

33555.2.2.2.2.0 |eDhcp read-only |current |Ethernet interface DHCP mode.

33555.2.2.2.3.0 eShaping read-only |current |Ethernet interface shaping state.

33555.2.2.24.0 |eBCastMCast read-only |current |Ethernetinterface broadcast and multic-
ast state.

33555.2.2.2.5.0 eSpeed read-only |current |Ethernet interface bit rate and duplex
settings.

33555.2.2.3.1.0 |ifTmEnable read-only |current |TCP Modbus state.

33555.2.2.3.2.0 |ifTmPort read-only  |current |TCP Modbus port.

33555.2.2.3.3.0 |ifTmTimeout read-only |current |TCP Modbus socket timeoutin seconds.

33555.2.2.3.4.0 |ifTmBCast read-only |current |TCP Modbus COM protocol broadcast
accept.

33555.2.2.3.5.0 |ifTmATM read-only |current |TCP Modbus COM protocol address
translation mode.
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33555.2.2.4.1.0 ifTsEnable read-only |current |Terminal server state.
33555.2.2.4.2.0 |ifTsNumber read-only |current |Number of Terminal server interfaces.
33555.2.2.4.3 ifTsTable not-access-|current |List of Terminal server interface entries.
ible
33555.2.2.4.3.1 ifTsEntry not-access-|current |Terminal server interface entry.
ible
33555.2.2.4.3.1.1. X|tsIndex read-only |current |Unique index for each interface.
33555.2.2.4.3.1.2.X|tsEnable read-only |current |Terminal server interface state.
33555.2.2.4.3.1.3.X|tsEthProtType read-only |current |Terminal server Ethernet protocol type.
33555.2.2.4.3.1.4 X|tsEthProtTimeout |[read-only  |current |Terminal server Ethernet protocol socket
timeout in seconds.
33555.2.2.4.3.1.5.X|tsEthProtMyPort |read-only |current |Terminal server Ethernet protocol socket
TCP/UDP port.
33555.2.2.4.3.1.6.X|tsEthProtDestIP |read-only |current |Terminal server partner's IP address.
33555.2.2.4.3.1.7 X|tsEthProtDestPort|read-only  |current |Terminal server partner's destination
TCP/UDP port.
33555.2.2.4.3.1.8.X|tsComProtType |[read-only |current |Terminal server COM user protocol
type.
33555.2.2.5.1.0 |ifComNumber read-only |current |Number of COM interfaces.
33555.2.2.5.2 ifComTable not-access-|current |List of COM interface entries.
ible
33555.2.2.5.2.1 ifComEntry not-access-|current |{COM interface entry.
ible
33555.2.2.5.2.1.1.X|comIndex read-only |current |Unique index for each interface.
33555.2.2.5.2.1.2.X|comldle read-only |current |COM interface idle in bytes.
33555.2.2.5.2.1.3.X|comMtu read-only |current |COM interface MTU in bytes.
33555.2.2.5.2.1.4.X|comProtocol read-only |current |COM interface protocol.
33555.2.2.21.1.0 |ifHWAInputType |read-only |current |HW alarm input contact type.
33555.2.2.21.2.0 |ifHwAInputState |read-only |current |HW alarm input contact state.
33555.2.3.1.1.1.0 |stRadioTotDuplic-|read-only |current |Total radio duplicate packets counter.
ates
33555.2.3.1.1.2.0 |stRadioTotRe- read-only |current |Total radio repeated packets counter.
peats
33555.2.3.1.1.3.0 |stRadioTotLost |read-only |current |Total radio lost packets counter.
33555.2.3.1.1.4.0 |stRadi- read-only |current |Total Rx radio control packets counter.
oTotCtlIPacketsRx
33555.2.3.1.1.5.0 |stRadi- read-only |current |Total Tx radio control packets counter.
oTotCtIPacketsTx
33555.2.3.1.1.6.0 |stRadioTot- read-only |current |Total radio data error packets counter.
DataErr
33555.2.3.1.1.7.0 |stRadioTotRejec- [read-only |current |Total radio rejected packets counter.
ted
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sTx

33555.2.3.1.1.8.0 |stRadioTotPacket-|{read-only |current |Remote station total Rx packets counter.
sRx
33555.2.3.1.1.9.0 |stRadioTotPacket-|read-only  |current |Remote station total Tx packets counter.
sTx
33555.2.3.1.1.10.0|stRadioTotBytes- |read-only  |current |Remote station total Rx bytes counter.
Rx
33555.2.3.1.1.11.0 |stRadioTot- read-only |current |Remote station total Tx bytes counter.
BytesTx
33555.2.3.1.1.12.0|stRadioTotlpErr |read-only |current |Total radio IP error packets counter.
33555.2.3.1.1.13.0|stRadioTotSub- |read-only |current |Total radio subheader error packets
HeadErr counter.
33555.2.3.1.1.14.0|stRadioTotHead- |read-only |current |Total radio header error packets
Err counter.
33555.2.3.1.1.15.0|stRadioTotFalse- |read-only |current |Total radio false sync counter.
Sync
33555.2.3.1.2.0 |stRadioRemNum-|read-only |current [Number of remote stations.
ber
33555.2.3.1.3 stRadioRemTable|not-access-|current |List of remote station entries.
ible
33555.2.3.1.3.1 stRadioRemEntry|not-access-|current |Radio remote station entry.
ible
33555.2.3.1.3.1.1.X|stRemIndex read-only |current |Remote station index.
33555.2.3.1.3.1.2.X|stRemlIpAddr read-only |current |Remote station IP address.
33555.2.3.1.3.1.3.X|stRemPacketsRx |[read-only  |current |Remote station Rx packets counter.
33555.2.3.1.3.1.4 X |stRemPacketsTx |read-only  |current |Remote station Tx packets counter.
33555.2.3.1.3.1.5.X|stRemBytesRx |read-only |current |Remote station Rx bytes counter.
33555.2.3.1.3.1.6.X|stRemBytesTx  |read-only |current |Remote station Tx bytes counter.
33555.2.3.1.3.1.7.X|stRemDuplicates |read-only |current |Remote station duplicate packets
counter.
33555.2.3.1.3.1.8.X|stRemRepeats |read-only |current |Remote station repeated packets
counter.
33555.2.3.1.3.1.9.X|stRemLost read-only |current |Remote station lost packets counter.
33555.2.3.1.3.1.10.X|stRemCtIPackets-|read-only  |current |Remote station Rx radio control packets
Rx counter.
33555.2.3.1.3.1.11.X|stRemCtlPacket- |[read-only  |current |Remote station Tx radio control packets
sTx counter.
33555.2.3.1.3.1.12.X|stRemDataErr read-only |current |Remote station data error packets
counter.
33555.2.3.1.3.1.13.X|stRemRejected |read-only |current |[Remote station rejected packets
counter.
33555.2.3.1.3.1.14.X | stRemTotalPacket- [read-only  |current |Remote station total Rx packets counter.
SRx
33555.2.3.1.3.1.15.X|stRemTotalPacket-|read-only  |current |Remote station total Tx packets counter.
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33555.2.3.1.3.1.16.X |stRemTotalBytes-|read-only  |current |Remote station total Rx bytes counter.
Rx
33555.2.3.1.3.1.17.X|stRemTotal- read-only |current |Remote station total Tx bytes counter.
BytesTx
33555.2.3.2.1.0 |stTcpModNumber|read-only  |current |[Number of TCP Modbus ports.
33555.2.3.2.2 stTcpModTable |not-access-|current |List of TCP Modbus port entries.
ible
33555.2.3.2.2.1 stTcpModEntry  |not-access-|current |TCP Modbus port entry.
ible
33555.2.3.2.2.1.1.X|stTcpModIndex |read-only |current |TCP Modbus port index.
33555.2.3.2.2.1.2 X|stTcpModPackets-|read-only  |current |TCP Modbus Rx packets counter.
Rx
33555.2.3.2.2.1.3.X|stTcpModPacket- [read-only  |current |TCP Modbus Tx packets counter.
sTx
33555.2.3.2.2.1.4 X|stTcpModBytesRx|read-only  |current |TCP Modbus Rx bytes counter.
33555.2.3.2.2.1.5.X|stTcpModBytesTx|read-only  |current |TCP Modbus Tx bytes counter.
33555.2.3.3.1.0 |stTermServNum- |read-only |current [Number of Terminal Server ports.
ber
33555.2.3.3.2 stTermServTable |not-access-|current |List of Terminal Server port entries.
ible
33555.2.3.3.21 stTermServEntry |not-access-|current |Terminal Server port entry.
ible
33555.2.3.3.2.1.1.X|stTermServindex |read-only  |current |Terminal Server port index.
33555.2.3.3.2.1.2. X|stTermServPack- [read-only  |current |Terminal Server Rx packets counter.
etsRx
33555.2.3.3.2.1.3.X|stTermServPack- |[read-only  |current |Terminal Server Tx packets counter.
etsTx
33555.2.3.3.2.1.4 X|stTermServBytes-|read-only  |current |Terminal Server Rx bytes counter.
Rx
33555.2.3.3.2.1.5.X|stTermServ- read-only |current |Terminal Server Tx bytes counter.
BytesTx
33555.2.3.4.1.0 |stComNumber (read-only |current |Number of COM ports.
33555.2.3.4.2 stComTable not-access-|current |List of COM port entries.
ible
33555.2.3.4.2.1 stComEntry not-access-|current |COM port entry.
ible
33555.2.3.4.2.1.1.X|stComIndex read-only |current |{COM port index.
33555.2.3.4.2.1.2.X|stComPacketsRx |[read-only  |current |COM Rx packets counter.
33555.2.3.4.2.1.3.X|stComPacketsTx [read-only  |current |COM Tx packets counter.
33555.2.3.4.2.1.4 X|stComBytesRx |read-only |current |COM Rx bytes counter.
33555.2.3.4.2.1.5.X|stComBytesTx |read-only |current |COM Tx bytes counter.
33555.2.3.5.1.0 |stTcpProxyNum- |read-only |current |[Number of TCP proxy ports.
ber
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33555.2.3.5.2 stTcpProxyTable |not-access-|current |List of TCP proxy port entries.
ible
33555.2.3.5.2.1 stTcpProxyEntry |not-access-|current |TCP proxy port entry.
ible
33555.2.3.5.2.1.1.X|stTcpProxylndex |read-only |current |TCP proxy port index.
33555.2.3.5.2.1.2.X|stTcpProxyPacket- [read-only  |current |TCP proxy Rx packets counter.
sRx
33555.2.3.5.2.1.3.X|stTcpProxyPacket-|read-only ~ |current |TCP proxy Tx packets counter.
sTx
33555.2.3.5.2.1.4. X|stTcpProxyBytes- [read-only  |current |TCP proxy Rx bytes counter.
Rx
33555.2.3.5.2.1.5.X|stTcpProxy- read-only |current |TCP proxy Tx bytes counter.
BytesTx
33555.2.4.1.5.0 |wvTxLostLast read-only |current |Local station - Last Tx lost value in %.
33555.2.4.1.6.0 |wvTxLostAvg read-only |current |Local station - Average Tx lost value in
hundredths of %.
33555.24.1.7.0 |wvUcclLast read-only |current |Local station - Last UCC value in tenths
of Volt (V).
33555.2.4.1.8.0 |wvUccAvg read-only |current |Local station - Average UCC value in
thousandths of Volt (V).
33555.2.4.1.9.0 |wvTempLast read-only  |current |Local station - Last device temperature
value in tenths of Celsius (C).
33555.2.4.1.10.0 |wvTempAvg read-only |current |Local station - Average device temper-
ature value in thousandths of Celsius
(C).
33555.2.4.1.11.0 |wvRfPwrLast read-only |current |Local station - Last RF power value in
tenths of Watt (W).
33555.2.4.1.12.0 |wvRfPwrAvg read-only |current |Local station - Average RF power value
in thousandths of Watt (W).
33555.2.4.1.13.0 |wvVswrLast read-only |current |Local station - Last VSWR value from
interval <3, 25> in tenths.
33555.2.4.1.14.0 |wvVswrAvg read-only |current |Local station - Average VSWR value
from interval <300, 2500> in thou-
sandths.
33555.2.4.1.41.0 |wvRxTxEth read-only |current |Local station - ETH interface Rx to Tx
packets ratio value from interval <1,
10000> in hundredths.
33555.2.4.1.42.0 |wvRxTxCom1 read-only |current |Local station - COM1 interface Rx to Tx
packets ratio value from interval <1,
10000> in hundredths.
33555.2.4.1.43.0 |wvRxTxCom2 read-only  |current |Local station - COM2 interface Rx to Tx
packets ratio value from interval <1,
10000> in hundredths.
33555.2.4.2.0 wvRemoteNum- (read-only |current |Number of remote stations.
ber
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33555.2.4.3 wvRemoteTable [not-access-|current |List of remote stations.
ible
33555.2.4.3.1 wvRemoteEntry [not-access-|current |Remote station watched values entry.
ible

33555.2.4.3.1.1.X |wvRemlIndex read-only  |current |Remote station - Unique index.

33555.2.4.3.1.2.X |wvRemlpAddr read-only |current |Remote station - IP address.

33555.2.4.3.1.3.X |wvRemHearings |read-only |current |Remote station - Total heard packets
from the remote station.

33555.2.4.3.1.4.X |wvRemRssLast |[read-only |current |Remote station - Last RSS value in
dBm.

33555.2.4.3.1.5.X |wvRemRssAvg |[read-only |current |Remote station - Average RSS value in
hundredths of dBm.

33555.2.4.3.1.6.X |wvRemDglLast |read-only |current |Remote station - Last DQ value.

33555.2.4.3.1.7.X [wvRemDgAvg read-only |current |Remote station - Average DQ value in
hundredths.

33555.2.4.3.1.12. X|wvRemTxLostLast|read-only  |current |Remote station - Last Tx lost value in
%.

33555.2.4.3.1.13.X|{wvRemTxLostAvg|read-only  |current |Remote station - Average Tx lost value
in hundredths of %.

33555.2.4.3.1.14 X|{wvRemUccLast |read-only |current |Remote station - Last UCC value in
tenths of Volt (V).

33555.2.4.3.1.15.X|{wvRemUccAvg |[read-only |current |Remote station - Average UCC value in
thousandths of Volt (V).

33555.2.4.3.1.16.X|wvRemTempLast [read-only  |current |Remote station - Last device temperat-
ure value in tenths of Celsius (C).

33555.2.4.3.1.17. X{wvRemTempAvg |read-only  |current |Remote station - Average device tem-
perature value in thousandths of Celsius
(C).

33555.2.4.3.1.18. X|wvRemRfPwrLast|read-only  |current |Remote station - Last RF power value
in tenths of Watt (W).

33555.2.4.3.1.19.X|wvRemRfPwrAvg [read-only  |current |Remote station - Average RF power
value in thousandths of Watt (W).

33555.2.4.3.1.20.X|wvRemVswrLast |read-only |current |Remote station - Last VSWR value from
interval <3, 25> in tenths.

33555.2.4.3.1.21. X|wvRemVswrAvg |read-only |current |Remote station - Average VSWR value
from interval <300, 2500> in thou-
sandths.

33555.2.5.1.1.0 |alarmThrRssMin |read-only |current |Alarm threshold - minimum - RSS value
in dBm.

33555.2.5.1.2.0 alarmThrRssMax |read-only  |current |Alarm threshold - maximum - RSS value
in dBm.

33555.2.5.1.3.0 |alarmThrDgMin ([read-only |current |Alarm threshold - minimum - DQ value.

33555.2.5.1.4.0 alarmThrDgMax |read-only |current [Alarm threshold - maximum - DQ value.

33555.2.5.1.9.0 |alarmThrTxLost- {read-only |current |Alarm threshold - minimum - Tx lost

Min

value in %.
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33555.2.5.1.10.0 |alarmThrTxLost- |read-only |current |Alarm threshold - maximum - Tx lost
Max value in %.
33555.2.5.1.11.0 |alarmThrUccMin |read-only |current |Alarm threshold - minimum - UCC value
in tenths of Volt (V).
33555.2.5.1.12.0 |alarmThrUccMax |read-only  |current |Alarm threshold - maximum - UCC value
in tenths of Volt (V).
33555.2.5.1.13.0 |alarmThrTempMin|read-only |current |Alarm threshold - minimum - device
temperature value in tenths of Celsius
(C).
33555.2.5.1.14.0 |alarmThrTemp- |read-only |current |Alarm threshold - maximum - device
Max temperature value in tenths of Celsius
(C).
33555.2.5.1.15.0 |alarmThrRfP- read-only  [current |Alarm threshold - minimum - RF power
wrMin value in tenths of Watt (W).
33555.2.5.1.16.0 |alarmThrRfP- read-only  [current |Alarm threshold - maximum - RF power
wrMax value in tenths of Watt (W).
33555.2.5.1.17.0 |alarmThrVswrMin|read-only |current |Alarm threshold - minimum - VSWR
value from interval <3, 25> in tenths.
33555.2.5.1.18.0 |alarmThrVswrMax|read-only |current |Alarm threshold - maximum - VSWR
value from interval <3, 25> in tenths.
33555.2.5.1.31.0 |alarmThrRx- read-only  |current |Alarm threshold - minimum - ETH inter-
TxEthMin face Rx to Tx packets ratio value in
hundredths.
33555.2.5.1.32.0 |alarmThrRxTxEth-|{read-only |current |Alarm threshold - maximum - ETH inter-
Max face Rx to Tx packets ratio value in
hundredths.
33555.2.5.1.33.0 |alarmThrRxTx- |read-only |current |Alarm threshold - minimum - COM1 in-
Com1Min terface Rx to Tx packets ratio value in
hundredths.
33555.2.5.1.34.0 |alarmThrRxTx- |read-only |current |Alarm threshold - maximum - COM1 in-
Com1Max terface Rx to Tx packets ratio value in
hundredths.
33555.2.5.1.35.0 |alarmThrRxTx- |read-only |current |Alarm threshold - minimum - COM2 in-
Com2Min terface Rx to Tx packets ratio value in
hundredths.
33555.2.5.1.36.0 |alarmThrRxTx- |read-only |current |Alarm threshold - maximum - COM2 in-
Com2Max terface Rx to Tx packets ratio value in
hundredths.
33555.2.5.2.1.0 |alarmStateRss |read-only |current |Alarm state - RSS.
33555.2.5.2.2.0 |alarmStateDq read-only [current |Alarm state - DQ.

33555.2.5.2.5.0 alarmStateTxLost|read-only  |current |Alarm state - Tx lost.
33555.2.5.2.6.0 |alarmStateUcc |read-only |current |Alarm state - UCC.
33555.2.5.2.7.0 alarmStateTemp |read-only |current |Alarm state - device temperature.
33555.2.5.2.8.0 alarmStateRfPwr |read-only  |current |Alarm state - RF power.
33555.2.5.2.9.0 |alarmStateVswr |read-only |current |Alarm state - VSWR.
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33555.2.5.2.16.0 |alarmStateRx- read-only |current |Alarm state - ETH interface Rx to Tx
TxEth packets ratio.
33555.2.5.2.17.0 |alarmStateRxTx- {read-only |current |Alarm state - COM1 interface Rx to Tx
Com1 packets ratio.
33555.2.5.2.18.0 |alarmStateRxTx- |read-only  |current |Alarm state - COM2 interface Rx to Tx
Com2 packets ratio.
33555.2.5.2.31.0 |alarmStateHwlIn- |read-only |current |Alarm state - HW Input.
put
33555.2.5.2.32.0 |alarm- read-only |current |Alarm state - Unit ready.
StateUnitReady
33555.2.6.1.0 bpathsNumber |read-only |current |Number of Backup Paths.
33555.2.6.2 bpathsTable not-access-|current |List of Backup Paths entries.
ible
33555.2.6.2.1 bpathsEntry not-access-|current |Backup Paths entry.
ible
33555.2.6.2.1.1.X |bpathsindex read-only |current |Backup Paths index.
33555.2.6.2.1.2.X |bpathsPeerlp read-only |current |Backup Paths - Peer IP address.
33555.2.6.2.1.3.X |bpathsName read-only |current |Backup Paths - Symbolic Name.
33555.2.6.2.1.4.X |bpath- read-only |current |Backup Paths - Alternative Paths - Cur-
sAltUsedPrio rently used path priority.
33555.2.6.2.1.5.X |bpathsAltUsedGw|read-only  |current |Backup Paths - Alternative Paths - Cur-
rently used path Gateway IP address.
33555.2.6.2.1.6.X |bpathsAltUsed- |[read-only |current |Backup Paths - Alternative Paths - Cur-
State rently used path State.
33555.2.6.2.1.7.X |bpathsAltPass- |read-only |current |Backup Paths - Alternative Paths - Cur-
iveState rently passive paths State.
33555.2.10.1 trpRss current |A notification to indicate that average
RSS value has exceeded threshold
limits. This notification sends additional
information about the event by including
the following objects in its varbinding
list. - alarmStateRss: RSS alarm state.
- wRemRssAvg: Remote station - Av-
erage RSS value in hundredths of dBm.
- wwRemlIpAddr: Remote station IP ad-
dress.
33555.2.10.2 trpDq current |A notification to indicate that average
DQ value has exceeded threshold limits.
This notification sends additional inform-
ation about the event by including the
following objects in its varbinding list. -
alarmStateDq: DQ alarm state. -
wvRemDgAvg: Remote station - Aver-
age DQ value in hundredths. -
wvRemlpAddr: Remote station IP ad-
dress.
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33555.2.10.5

trpTxLost

current

A notification to indicate that average
Tx lost value has exceeded threshold
limits. This notification sends additional
information about the event by including
the following objects in its varbinding
list. - alarmStateTxLost: Tx lost alarm
state. - wvTxLostAvg: Local station -
Average Tx lost value in hundredths of
%.

33555.2.10.6

trpUcc

current

A notification to indicate that average
UCC value has exceeded threshold
limits. This notification sends additional
information about the event by including
the following objects in its varbinding
list. - alarmStateUcc: UCC alarm state.
- wvUccAvg: Local station - Average
UCC value in thousandths of Volt (V).

33555.2.10.7

trpTemp

current

A notification to indicate that average
device temperature value has exceeded
threshold limits. This notification sends
additional information about the event
by including the following objects in its
varbinding list. - alarmStateTemp:
Device temperature alarm state. -
wvTempAvg: Local station - Average
device temperature value in thousandths
of Celsius (C).

33555.2.10.8

trpRfPwr

current

A notification to indicate that average
RF power value has exceeded threshold
limits. This notification sends additional
information about the event by including
the following objects in its varbinding
list. - alarmStateRfPwr: RF power alarm
state. - wvRfPwrAvg: Local station -
Average RF power value in thousandths
of Watt (W).

33555.2.10.9

trpVswr

current

A notification to indicate that average
VSWR value has exceeded threshold
limits. This notification sends additional
information about the event by including
the following objects in its varbinding
list. - alarmStateVswr: VSWR alarm
state. - wvVswrAvg: Local station - Aver-
age VSWR value from interval <300,
2500> in thousandths.

33555.2.10.10

trpEthPr

current

A notification to indicate that average
ETH interface Rx to Tx packets ratio
value has exceeded threshold limits.
This notification sends additional inform-
ation about the event by including the
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following objects in its varbinding list. -
alarmStateRxTxEth: Alarm state of ETH
Rx to Tx packets ratio value. - wvRx-
TxEth: Local station - ETH Rx to Tx
packets ratio value from interval <1,
10000> in hundredths.

33555.2.10.11

trpCom1Pr

current

A notification to indicate that average
COM1 interface Rx to Tx packets ratio
value has exceeded threshold limits.
This notification sends additional inform-
ation about the event by including the
following objects in its varbinding list. -
alarmStateRxTxCom1: Alarm state of
COM1 Rx to Tx packets ratio value. -
wvRxTxCom1: Local station - COM1 Rx
to Tx packets ratio value from interval
<1, 10000> in hundredths.

33555.2.10.12

trpCom2Pr

current

A notification to indicate that average
COM2 interface Rx to Tx packets ratio
value has exceeded threshold limits.
This notification sends additional inform-
ation about the event by including the
following objects in its varbinding list. -
alarmStateRxTxCom2: Alarm state of
COM2 Rx to Tx packets ratio value. -
wVRXxTxCom2: Local station - COM2 Rx
to Tx packets ratio value from interval
<1, 10000> in hundredths.

33555.2.10.13

trpHwlIn

current

A notification to indicate that HW alarm
input state has changed. This notifica-
tion sends additional information about
the event by including the following ob-
jects in its varbinding list. - ifHwAInput-
State: HW alarm input contact state. -
ifHwAInputType: HW alarm input contact

type.

33555.2.10.14

trpHotStby

current

A notification to indicate that device in
Hot Standby mode has been activated.
This notification sends additional inform-
ation about the event by including the
following objects in its varbinding list. -
serialNumber: Product serial number. -
stationName: Station name.

33555.2.10.15

trpBpath

current

A notification to indicate a change in
Backup paths system - backup path
state has changed. This notification
sends additional information about the
event by including the following objects
in its varbinding list. - bpathsPeerlp:
Backup path peer IP address. - bpaths-
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Name: Backup path symbolic name. -
bpathsAltUsedPrio: Currently used al-
ternative path priority number. - bpath-
sAltUsedGw: Currently used alternative
path gateway IP address. - bpath-
sAltUsedState: Currently used alternat-
ive path state.

33555.2.10.16

trpBpathAlt

current

A notification to indicate a change in
Backup paths system - alternative path
state has changed. This notification
sends additional information about the
event by including the following objects
in its varbinding list. - bpathsPeerlp:
Backup path peer IP address. - bpaths-
Name: Backup path symbolic name. -
bpathsAltUsedPrio: Currently used al-
ternative path priority number. - bpath-
sAltUsedGw: Currently used alternative
path gateway IP address. - bpath-
sAltUsedState: Currently used alternat-
ive path state.

33555.2.10.17

trpUnitReady

current

A notification to indicate that Unit ready
signal has changed. This notification
sends additional information about the
event by including the following objects
in its varbinding list. - alarm-
StateUnitReady: alarm input state.
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3. Data speed and Modulations
On efficient use of narrowband radio channel

Introduction

The industrial narrowband land mobile radio (LMR) devices, as considered in this paper, have been
the subject to European standard ETSI EN 300 113 [1]. The system operates on frequencies between
30 MHz and 1 GHz, with channel separations of up to 25 kHz, and is intended for private, fixed, or
mobile, radio packet switching networks. Data telemetry, SCADA, maritime and police radio services;
traffic monitoring; gas, water, and electricity producing factories are the typical system applications.
Long distance coverage, high power efficiency, and efficient channel access techniques in half duplex
operation are the primary advantages the system relays on. Very low level of adjacent channel power
emissions and robust radio receiver architectures, with high dynamic range, enable for a system’s co-
existence with various communication standards without the additional guard band frequency intervals.

On the other hand, the strict limitations of the referenced standard as well as the state of the technology,
has hindered the increase in spectrum efficiency, with which the system has used its occupied bandwidth.
With its modification as well as with the new emerging specifications (ETSI EN 302 561 [2], ETSI EN
301 166 [3]) it is now possible for the up-to-date architectures of narrowband LMR devices to make
the utilization of more efficient modes of system operation practically applicable.

The main objective of this paper is to describe the favorable properties of operational modes based on
advanced nonlinear and linear digital modulation techniques in order to easy the decision on their usage
and thus to help system integrators to increase the efficiency of the narrowband radio channel utilization
allocated to the new generation of industrial LMR devices.

3.1. Narrowband radio transmitter

From the very advent of the radio transmission, it was evident that a radio device should not only use
its occupied channel bandwidth effectively, but, in addition, should also avoid any unnecessary interfer-
ence with other systems. Since then the frequency spectrum had been proving its importance and has
become a scarce resource nowadays.

The narrowband radio devices under consideration are specified mostly by the European standard
ETSIEN 300 113 [1]. Such radio equipments have to face challenging environmental and radio conditions
all over the world. The dynamic range in the vicinity of 100 dB, very strict adjacent channel transmitted
power attenuation requirements, high data sensitivity, adjacent channel selectivity, high level of radio
blocking or desensitization and high co-channel rejection [1], are its most important radio characteristics
to mention. It is no wonder that for such high dynamic range demands, super heterodyne transceiver
architectures with a majority of analog components are still widely used. But yet the radio transceiver
has to be small in dimensions, consumes low power and maintains all its parameters over the wide
industrial temperature range and over extensive period of time for reasonable price. At the same time,
it should provide enough flexibility to accommodate different channel bandwidths, digital modulation
formats, data rates, and techniques, to combat negative effects of radio channel. From this point of
view, the software defined radio (SDR) concept is, indisputably, a prospective alternative and has not
been widely used by these systems. The rapid expansion of the digital signal processing, together with
the advancements in signal analog-to-digital converters technology have, in recent years, made such
projects economically feasible.

Today’s LMR systems, being subject to [1], use mostly exponential constant envelope modulations
GMSK, 2-CPFSK and 4-CPFSK. The application of the continuous phase modulations is mainly due
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to the extreme adjacent channel transmitted power (ACP) attenuation requirements, and inherent ro-
bustness against channel nonlinearities. Relatively simple implementation of non-coherent demodulators
and synchronization algorithms also significantly contributes to the efficient channel usage, especially
in packet-based switching networks. The systems thus maintain good power efficiency while the
spectral efficiency reaches compromising values not exceeding 1 bit/s/Hz.

3.1.1. Digital modulation for narrowband channel

The prime classification of the digital modulation techniques into a nonlinear (or exponential) and linear
modulation class is based on the way how the modulated signal has been generated. The complex
modulation envelope of the linearly modulated signal such as M-PSK, M-QAM etc. can be described
by a linear superposition of the properly filtered modulation impulses weighted by the information
symbols. In case of the nonlinear modulation techniques, this general rule is valid only for the modulation
signal which modulates the phase of the fundamental carrier signal. Thus the modulation process itself
is nonlinear, exponential. The M-CPFSK in this case is recognized as a general class of nonlinear or
exponential digital modulation with a continuous phase change.

3.1.2. Adjacent channel power and spectrum efficiency

The adjacent channel power or adjacent channel interference (ACI) is that part of the total output power
of a transmitter under defined conditions of modulation, which falls within a specified pass-band centred
on the nominal frequency of either of the adjacent channels. This power is the sum of the mean power
produced by the modulation, hum and noise of the transmitter. Adjacent channel power is usually ref-
erenced to the unmodulated carrier power [1]:

For a channel separation of 25 kHz, the adjacent channel power shall not exceed a value of 60 dB
below the transmitter power without the need to be below -37 dBm.

It is interesting to note that, until 07/2007, the standard strictly demanded the adjacent channel power
ratio of -70 dB.

The ACP parameter is particularly important in LMR systems, since it influences the density of the radio
channels that can be used in a given area. Its value originated in the use of the traditional analog fre-
quency modulated (FM) radio systems. Ironically, it was one of the main limitations for why those systems
were — for many years — not able to utilize spectrally more efficient modulation schemes. The problem
in this case is that all the advanced multi-level modulation techniques such as M-PSK, M-QAM, OFDM,
CDMA or FBMCM have one negative property and that is a non-constant modulation envelope.

REW 100 Hz RBW 100 Hz
VEW 30 Hz VBW 30 Hz
Ref 10 dBm Att 30 dB SWT 34 s Ref 10 dBm Att 30 dB SWT 34 s
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20 20
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Tx Channel Tx Channel

Bandwidth 25 kHz Power 10.06 dBm  Bandwidth 25 kHz Power 10.21 dBm
Adjacent Channel Adjacent Channel

Bandwidth 16 kHz Lower -62.02 dB Bandwidth 16 kHz Lower -62.12 dB
Spacing 25 kHz Upper ~61.20 dB Spacing 25 kHz Upper ~61.23 dB

Fig. 3.1: Modulated signal spectrums. (left) 2CPFSK with R=10.4 kBaud, modulation index h~O0.6.
(right) 2CPFSK with R=17.3 kBaud, modulation index h~0.2. 30 dB attenuator used in series.
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In the systems, where the transmitter power efficiency is of high importance, the transmitter nonlinearity
also creates an important issue. Generally speaking, the higher the transmitter nonlinearity, the higher
the transmitter efficiency can be reached. Unfortunately, the device with a nonlinear transfer function
also tends to distort the spectrum of the transmitted signal, especially if the modulated signal exhibits
the non-constant modulation envelope. In contrast, it is also true that only the non-constant envelope
modulation can withstand a strict band limitation by means of modulation filtering — characterized by
the roll-off parameter a in the following text. In other words, if the signal has a constant modulation
envelope, it has an unlimited spectrum, and, if it has a band limited spectrum, it experiences the amp-
litude variations, which after passing through the nonlinear power amplifier, would be suppressed, but
would also regenerate the side-lobes of the modulated signal spectrum. The phenomenon is known
as the spectral re-growth, and it depends mainly on the three transmitter characteristics. Those are
peak to average power ratio (PAPR) of the digital modulation scheme in use, transmitter nonlinearity
and the efficiency of the power amplifier linearization or pre-distortion technique and all have to be
considered when selecting the digital modulation technique for the system, where both power and
spectrum are the key issues.

In light of these facts one can arrive at the conclusion that setting up the limit at -60 dB’ rather than
—-70 dB was a reasonable step, while the initial limit has been left to be beyond the state of the present
linearization technology for equipments production which in turn hindered the use of spectrally more
efficient modulation techniques.

REW 100 Hz REBW 100 Hz

Ref 10 dBm Att 30 dB SWT 34 s Ref 10 dEBm Att 30 dB SWT 34 s

T orsierimn

Center 420.0125 MHz 10 kHz/ Span 100 kHz Center 420.0125 MHz 10 kHz/ Span 100 kHz

Tx Channel TX Channel

Bandwidth 25 kHz Power 9.94 dBm Bandwidth 25 kHz Power 9.64 dBm
Adjacent Channel Adjacent Channel

Bandwidth 16 kHz Lower -60.92 db Bandwidth 16 kHz Lower -60.19 dB
Spacing 25 kHz Upper -60.11 dB Spacing 25 kHz Upper -60.11 dB

Fig. 3.2: Modulated signal spectrums. (left) 4CPFSK with R=10.4 kBaud, modulation index h~0.3.
(right) 4CPFSK with R=17.3 kBaud, modulation index h~0.1.

3.1.3. Transmitter power efficiency

In this section, the measurement results concerning the overall narrowband transmitter power efficiency
are presented. It is no ambition however, to provide exact power efficiency analysis of the particular
high power amplifierwith the selected linearization circuit proceeded. It is rather to give the example
of the practically achievable overall transmitter power efficiencies and to show the differences related
to selected digital modulation formats of each of the linear/nonlinear class.

! The standard [2] specifying the conformity testing for TETRA-like devices allows -55 dBc in normal
or -50 dBc in extreme temperature conditions, assuming channel separation of 25 kHz.
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Fig. 3.3: Modulated signal spectrums. (left) m/4-DQPSK with R=17.3 kBaud, (right) 16-DEQAM with
R=17.3 kBaud.

As for the linear modulation techniques, the differentially encoded formats /4-DQPSK, D8PSK and
16-DEQAM have been selected and tested mainly due to their low modulation envelope variations and
inherent robustness against negative effects of signal propagation through the narrowband radio
channel.

The 2CPFSK and 4CPFSK have been selected from the nonlinear modulation class. There is one
particular parameter of high importance essentially influencing the characteristics of these modulation
formats and that is a modulation index. It expresses the relation between the modulation rate and the
maximum frequency deviation according to simple rule (1.1)

20E
h = , (1.1)
R (M-1)

where R is the modulation rate, M is the number of modulation states and Afis the maximum frequency
deviation representing the outermost symbol frequency position. The selection of the modulation index
in most practical applications of narrowband LMR has been driven by compromising requirements
between the modulation rate, receiver sensitivity and adjacent channel power level. Its value usually
converges to 1/M with a well known example of MSK, particularly GMSK where M=2, thus h=0.5 as
the lowest value needed to maintain an orthogonal signaling. In order to compare the modulation
formats at the same spectrum efficiency we also measured the properties of 2CPFSK and 4CPFSK
modulations with very low modulation index resulting in use of high symbol rate of 17.3 kBaud.

The examples of transmitted signal spectrums can be seen in Figure. 3.1 to Figure. 3.3. It is interesting
to note the degradation of the signal spectrum with increased symbol rate in case of 2CPFSK and
4CPFSK that implicitly points out that the assigned bandwidth is not used effectively. It can be seen
that the significant amount of the signal power is concentrated within the close vicinity of the carrier
frequency and thus it results in poor ratio between the occupied signal bandwidth and the noise band-
width of radio receiver (Table 3.1).
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Tab. 3.1: Measurement results of the transmitter parameters for selected modes of operation.

Occupied
Modulation | Symbol | Modul. ACI Bandwidth Spectrum
Format Rate |Parameter| P, Lower Upper | @99.9% | Py Ntx plot
[-] [kBaud] [-] [dBm] | [dBc] | [dBc] [kHz] W1 | [%] [-]
h=0.6,
10.4 0=0.28 40 -62 -61 19.8 35 29 Fig. 3.1
2CPFSK
h=0.2,
17.3 0=0.28 40 -62 -61 16.6 35 29 Fig. 3.1
h=0.3,
10.4 0=0.28 40 -61 -60 19.6 35 29 Fig. 3.2
4CPFSK
h=0.1,
17.3 0=0.28 40 -61 -60 17.2 35 29 Fig. 3.2
m/4-DQPSK| 17.3 0=0.4 35 -61 -62 22.0 22.8 14 Fig. 3.3
D8PSK 17.3 0=0.4 35 -61 -61 22.0 22.8 14 -
16-DEQAM | 17.3 0=0.4 35 -60.5 | -60.5 22.0 20.4 10 Fig. 3.3

Measurement uncertainty +2 dB

The measurement values of achievable output power P, amount of adjacent channel interference
ACI and overall transmitter power efficiency nry are collectively given for all the modulation formats in
Table 3.1. It can be seen that the ACI limit (-60 dBc) is maintained for all of these settings; however,
there are two penalties in case of linear modulation schemes that typically have to be paid for higher
spectrum efficiency. Firstly, it is the lower output power level achievable. For this specific transmitter
architecture it is in particular 35 dBm @ 1/4-DQPSK, D8PSK and 33 dBm @ 16-DEQAM. Secondly,
it is the lower value of the overall transmitter power efficiency reached. Comparing to exponential modes
of system operation the efficiency of linear operational modes has decreased to 14% and 10%. Despite
this negative trend, the achieved values of output power exceeding 3 W, and 2 W respectively, are
considered practically applicable for next generation of narrowband LMR devices and as it will be shown
in the next section they enable the system to use its occupied bandwidth with even higher communic-
ation efficiency.

3.2. Narrowband radio receiver

The most important parameters which describe the quality of narrowband radio receiver are maximum
usable (data) sensitivity, co-channel rejection, adjacent channel selectivity, desensitization and inter-
modulation response rejection. Besides the maximum usable sensitivity, all other receiver parameters
can be classified as the measures of the receiver degradation parameters used to analyze the degrad-
ation of its performance due to the presence of unwanted (interfering) signals. Although there is a
strong relation between all of these parameters, in this paper the attention is given only to the first of
them, to the maximum usable sensitivity in particular.

According to [1], the maximum usable data sensitivity is the minimum level of the signal (emf) at the
receiver input, produced by a carrier at the nominal frequency of the receiver, modulated with a normal
test signal, which will, without interference, produce, after demodulation, a data signal with a specified
bit-error-ratio (BER) of 102 ora specified successful message ratio (SMR) of 80%.

The maximum usable sensitivity shall not exceed an electromotive force of 3.0 dBuV under normal
test conditions.
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Assigning this value as S, one can also express what signal-to-noise ratio (SNR) can be expected in
relation to noise figure (NF) and transformed to the receiver input

SNR = S -(10.1og (kKT)+10.1og (By) +NF) [dB]. (2.1)

In (2.1), k is the Boltzmann’s constant, T is the absolute temperature in Kelvin and By, is the receiver
noise bandwidth of e.g. 25 kHz.

3.2.1. Maximum usable data sensitivity

In this section, the results of maximum usable data sensitivity measurement (Figure 3.4) for the complete
narrowband radio transceiver are presented. All the results are given for 25 kHz channel separation.

Firstly, let us focus on operational modes with exponential modulations, Figure 3.4. It can be seen that
the emf sensitivity limit of +3 dBuV (-110 dBm @ 50 Q) is fulfilled with margin for both modulations
(2CPFSK, 4CPFSK) when running at the symbol rate of 10.4 kBaud. When higher symbol rates are
selected, these modulations loss their power efficiency rapidly and for the selected symbol rate of
17.3 kBaud, the senS|t|V|t|es lower down to the values of -107 dBm @ BER= 102 and
-102 dBm @ BER= 107 for 2CPFSK and 4CPFSK respectively. This discrepancy is caused mainly
due to the fact that there is a significantly lower frequency deviation used at the higher symbol rates.
The decrease in power efficiency with increasing spectrum efficiency is not linear as for the typical linear
modulations. Although possible, this example documents that the increase in spectrum efficiency of
exponential modulation techniques cannot be considered for efficient use of assigned bandwidth.

1.E-01

——2CPFSK. 10.42 kBaud
——2CPFSK. 17.36 kBaud
—a—4CPFSK. 10.42 kBaud
——4CPFSK. 17.36 kBaud

1.E-02
1 E-03
1.E-04 1
1.E-05 T T T T T T T T T ¥ T T

-120 -118 -116 -114 -112 -110 -108 -106 -104 -102 -100 -98 -96 -94 -92 -90
Signal Level [dBm]

BER

Fig. 3.4: Maximum usable sensitivity measurement results for different settings of exponential
modulations.

The second set of measurement results, presented in Figure 3.5, documents the power efficiency
analysis of operational modes based on the linear modulation techniques. It can be seen that when
using the linear 1/4-DQPSK, the radio receiver can still reach the data sensitivity limit even for
17.3 kBaud with a 2 dB margin. Even from this comparison it is evident that the 11/4-DQPSK mode of
operation outperforms the 4-CPFSK at higher spectrum efficiencies. Further increase in spectrum effi-
ciency can be reached by higher order constellations such as D8PSK and 16DEQAM and the radio
receiver can sitill malntam practically applicable sensitivities of =107 dBm @ BER= 102 and
-105 dBm @ BER= 1072 respectively.
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Fig. 3.5: Maximum usable sensitivity measurement results. Channel separation 25 kHz.

3.2.2. Efficient use of narrowband radio channel

As it has been written in the Section 1, the radio transceiver in exponential modulation mode can make
use of higher transmitter power. In order to take this fact into account the system gain (SG) or the
maximum allowed path loss (2.2)

SG [dB] = Poye- S (2.2)

is usually calculated for the wireless communication systems. Here the P, is the available transmitter
power expressed in dBm and S is the measured value of radio receiver sensitivity, also in dBm. It ex-
presses the referential value of the link budget, assuming 0 dBi of antennas gain and together with the
spectrum efficiency given by (2.3) it expresses how effectively the radio device uses its assigned
bandwidth

Ry
n [bit/s/Hz] = — . (2.3)
B

In (2.3), the R, is the raw bit rate given in [bits/s] and B is the frequency bandwidth assigned to the radio
system, 25 kHz in particular.

All these performance characteristics are collectively given in Table 3.2. It can be seen that even with
the lower available transmitter power, the radio transceiver can reach wider system gain at higher
spectrum efficiencies while running in linear as oppose to the exponential modulation mode. On the
other hand, if the long distance coverage is of the primary application concern, even the 2CPFSK
modulation having spectrum efficiency of 0.4 bit/s/Hz, but the system gain of impressive, 157 dB, can
be a reasonable option.
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Tab. 3.2: Overall performance characteristics of the narrowband radio transceiver for selected
modes of operation.

Data Available
Modulation | Modul. Symbol Raw Bit | Spectrum | Sensitivity | Output | System
Format Param. Rate Rate Efficiency | @ BER 10?| Power Gain
[-] [-] [kBaud] [kbits/s] [bit/s/HZ] [dBm] [dBm] [dB]
h=0.6,
0=0.28 10.42 10.42 0.42 -117 40 157
2CPFSK
h=0.2,
0=0.28 17.36 17.36 0.69 -107 40 147
h=0.3,
0=0.28 10.42 20.83 0.83 -113 40 153
4CPFSK
h=0.1,
0=0.28 17.36 34.72 1.39 -102 40 142
m/4-DQPSK a=0.4 17.36 34.72 1.39 -112 35 147
D8PSK a=0.4 17.36 52.08 2.08 -107 35 142
16-DEQAM a=0.4 17.36 69.44 2.78 -105 33 138
Measurement uncertainty 2 dB

3.3. Conclusion

As it was shown in this paper, the strict limits of the referenced standard as well as the state of the
technology hindered increasing the communication efficiency with which the narrowband systems have
been using the occupied frequency bandwidth. The key limiting factor that has been identified was the
limit of adjacent channel power attenuation. Lessening the requirement from -70 dBc to -60 dBc in
2007 has opened up the closed door for implementation of linear digital modulation techniques. However,
as it has been shown in later sections, a reasonable use of the exponential modulation can be still be-
neficial for these systems. Based on the results presented, the most important concluding notes can
be seen in the following:

* When the long distance coverage as well as the overall power efficiency are of the primary applic-
ation concern, the use of exponential modulation techniques 2CPFSK and 4CPFSK at relatively
low symbol rates e.g 10.4 kBaud can be the recommended option. In this case, the nonlinear
modulation techniques can make use of higher frequency deviation and increase the system gain
by outstanding values of receiver sensitivities. At the 10 W of output power the system gain of
157 dB and 153 dB for 2CPFSK and 4CPFSK modulation techniques respectively can be expected.

*  When higher symbol rates are selected, the exponential modulation techniques lose their power
efficiency (and their main advantage) significantly. Further increase of the exponential modulation
spectrum efficiency from the values currently being used by the narrowband systems (up to 1 bit/s/Hz)
can be therefore considered inefficient.

* From all the modulation formats studied, the 1m/4-DQPSK can provide the narrowband LMR system
with communication efficiency closest to the optimal communication systems. The proposed solution
based on this modulation technique can reach the spectrum efficiency of up to 1.5 bit/s/Hz. The
data sensitivity limit required by [1] can also by fulfilled with margin of 2-3 dB, resulting in the system
gain of 147 dB.
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» For applications where higher data throughputs are needed the additional increase in spectrum ef-
ficiency can be gained by D8PSK and 16-DEQAM modulation formats. However, compared to 11/4-
DQPSK, an increase in overall communication efficiency cannot be expected, while there is the in-
evitable penalty in power efficiency characteristic.
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4. Autospeed

Normally all radio modems in a network have to transmit with the same data rate on the same radio
channel. The Autospeed feature of RipEX enables different speeds to be used simultaneously in a radio
modem network.

The following picture gives an example of a network layout. Let us assume, that all signals are strong
enough to ensure almost perfect operation:
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Fig. 4.1: Autospeed - initial situation

After some time situation changes and path loss on one of these links significantly increases, rendering
the communication unreliable:
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What can we do:

» Change antennas on one or both sides of the link

» Use higher masts on one or both sides of the link

» Build additional repeater(s)

* Lower the data rate significantly to increase the system gain

The first three possibilities require time and money, i.e. additional investment. The fourth possibility
(when applied to whole network, as it normally is the case) would slow down the response time (two
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to four times) of the whole network, quite probably making it unusable for the application. RipEX Auto-
speed feature allows to change the transmission data rate at the affected radios only, the rest of the
network may continue in full speed. Consequently the overall performance of network is maintained
practically at the same level while no additional investment is required. More over, the whole fix can
be done in minutes from behind a web-browser screen while sitting in your office.

Of course a similar scenario can be used right from the moment of planning a new network. The invest-
ment cost can be reduced by purposefully configuring the few ,difficult” radio links to a lower data rate.

The above scenarios are made possible by the unique capability of RipEX to automatically adjust its
receiver to the data rate of the incoming frame. Note that when an ACK frame is sent by the receiving
RIipEX, it always uses the same data rate as the frame it acknowledges. The only limitation of this
feature is that all the frames have to have the same symbol rate and the same principle of modulation
(i.e. CPFSK or linear).

Modulation types which can be combined within one approval type (FCC or CE):

2CPFSK & 4CPFSK with or without FEC
or
D2PSK & Pi/4DQPSK & D8PSK &16DEQAM with or without FEC

The improvement in system gain value using this technique may be more than 15 dB. Increasing gain
of antenna system by that value would be impractical, often impossible — the ,difficult* hops are designed
to use high-gain directional antennas from the beginning. Hence the Autospeed may make a radio
modem network the optimum choice in situations where it could not be economically feasible before.

l 16DEQAM [}I 16DEQAM

|‘|'B| T'/4DQPSK []] Bﬂ
Q []] T/ 4DQPSK 16DEQAM
16DEQAM

16DEQAM

|H+|16DEQAM |3+| Q
@

Fig. 4.3: Autospeed - solution
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5. Back-to-Back repeater

This layout and settings may be used if you need to operate different parts of the radio network on
different frequencies. Connection between these two parts is realised by Back2Back connection between
two RipEX's (hereafter referred to as border RipEX's), each of which operates on different frequency.

5.1. Back to Back in Bridge mode

Ethernet

If end devices are connected to RipEX's over Ethernet, border RipEX's can be connected with an
Ethernet cable. IP addresses of all RipEX's as well as connected devices must be within the same
LAN. Ethernet interfaces must be interconnected for proper function of remote service access.

COM

If end devices are connected to RipEX's over COM interface, one (any of the two) COM port of a border
RipEX must be connected to a COM port of the other border RipEX using RS232 crossover cable or
null modem. Communication parameters of both connected ports must be set to the same values, we
recommend using the highest available speed.

Important
A Border RipEX's should be interconnected via one COM port only, connecting both COM
ports would create a loop.

Limitation: If a device is connected to the free COM port of a border RipEX, it only sends data to its
part of the radio network. Data from all other COM ports of other RipEX's throughout the entire network
will be delivered to both COM ports of all other RipEX's.

6506%620"
04050704

RS232 RS232

Fig. 5.1: Crosslink serial cable

Ethernet + COM

If end devices are connect to RipEX's both over Ethernet and COM ports, or if you require remote access
to a network which uses COM ports, border RipEX's must be interconnected both via Ethernet (see
1.1) and COM (see 1.2).

5.2. Back to Back in Router mode

In Router mode border RipEX's are interconnected by Ethernet cable. Routing in both parts of the
network must be set up so that communication passes through the Ethernet interface of the border
RipEX's. We recommend splitting both radio networks to two separate LAN networks.
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[

Eth IP: 192.168.10.1 f1

Eth IP: 192.168.10.100

Mask: 255.255.255.0

f1

Eth IP: 192.168.10.2

Eth IP: 192.168.10.200

Mask: 255.255.255.0

Fig. 5.2: Back2Back in bridge mode

Eth IP: 192.168.20.254
Radio IP: 10.32.10.20

Routing I+S'
192.168.30.00/24 via 10.32.10.30 f1
Default GW: 10.32.10.254

Eth IP: 192.168.20.2
Mask: 255.255.255.0
Routing
GW: 192.168.20.254

f1

Eth IP: 192.168.30.254
Radio IP: 10.32.10.30

Routing r'.gl
192.168.20.00/24 via 10.32.10.20
Default GW: 10.32.10.254

Eth IP: 192.168.30.3
Mask: 255.255.255.0
Routing
GW: 192.168.30.254

Fig. 5.3: Back2Back in router mode

Eth IP: 192.168.10.253
(" Back2Back )

,.Q

Eth cable
Eth IP: 192.168.10.254

J

Eth IP: 192.168.10.253

Radio IP: 10.10.10.253
Routing

192.168.40.00/24 via 10.10.10.4
192.168.50.00/24 via 10.10.10.5
Default GW: 192.168.10.254

(" Back2Back -\

-9

Y

Eth cable

)

Eth IP: 192.168.10.254

Radio IP: 10.32.10.254

Routing

192.168.20.00/24 via 10.32.10.20
192.168.30.00/24 via 10.32.10.30
Default GW: 192.168.10.253

]

f2 Eth IP: 192.168.10.3
Eth IP: 192.168.10.300
Mask: 255.255.255.0
2

f2

f2

Eth IP: 192.168.10.4

Eth IP: 192.168.10.400

Mask: 255.255.255.0

Eth IP: 192.168.40.254

Radio IP: 10.32.10.4

Routing

192. 168 50.00/24 via 10.32.10.5

Default GW: 10.32.10.253

Eth IP: 192.168.40.4
Mask: 255.255.255.0
Routing
GW: 192.168.40.254

Eth IP: 192.168.50.254

Radio IP: 10.32.10.5
Routing
192.168.40.00/24 via 10.32.10.4

Default GW: 10.32.10.253

Eth IP: 192.168.50.5
Mask: 255.255.255.0
Routing
GW: 192.168.50.254
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6. Combining MORSE and RipEX networks

When expanding a MORSE network with RipEX radio modems, different arrangements are possible.
In the following paragraphs we assume that the whole network is divided into two parts — the MORSE
part and the RipEX part. The two parts are interconnected through two radio modems — one MRxxx
and one RipEX, hereafter referred to as border radio modems. As RipEX and MRxxx radio channel
protocols are not compatible, we strongly recommend you use different frequencies for either part of
the network.

6.1. RipEX part in Bridge mode

There are two basic scenarios:

* Terminal devices are connected to Ethernet interface
» Terminal devices are connected to COM port

6.1.1. Terminal devices connected over Ethernet

If terminal devices are connected over Ethernet, the border RipEX and MRxxx should also be intercon-
nected by an Ethernet cable. The IP addresses of all devices in the network should belong to a single
LAN.

The picture shows MORSE network settings; note the use of Proxy ARP in IP-M-IP mode.

Morse address: 69010101

Morse address: 690101FD Eth IP: 192.168.10.254

Eth IP: 192.168.10.253 IP (hex): C0.A8.0A.FE
IP (hex): C0.A8.0A.FD ARP: proxy NEGATIVE 192.168.10.160
ARP: proxy NEGATIVE 192.168.10.160-172 Mode: IP-M-IP
Mode: IP-M-IP f2 Art1: 192.168.10.1 via 690101FD
Eth IP: 192.168.10.254 f1 Art1: 192.168.10.160 via 69010101 192.168.10.2 via 690101FD

’ 192.168.10.161 via 69010102

Eth IP: 192.168.10.1 U.I

IP (hex):C0.A8.0A.01
Mask: 255.255.255.0

ﬁ92.168.10.161 via 69010102

Eth IP: 192.168.10.160

IP (hex):C0.A8.0A.A0
Mask: 255.255.255.0

1 f2 Morse address: 69010102
: Eth IP: 192.168.10.254
IP (hex): C0.A8.0A.FE
EtH cable Bﬂ ARP: proxy NEGATIVE 192.168.10.162

Mode: IP-M-IP
Eth IP: 192.168.10.254 Art1: 192.168.10.1 via 690101FD
192.168.10.2 via 690101FD

’ 10117 IR ﬁ92.168.10.160 via 69010101
Eth IP: 192.168.10.2 Eth IP: 192.168.10.161

IP (hex):C0.A8.0A.02 IP (hex):C0.A8.0A.A1
Masic 355.355.255.0 Masic 355.385.255.0
Fig. 6.1: RipEX - MR400 in Bridge mode

6.1.2. Terminal devices connected to COM

The COM port of the border RipEX and the RS232 of the border MRxxx are connected with a crosslink
serial cable, see Fig. 6.2, “Crosslink serial cable”.

The COM port protocol at the border MRxxx must be the same as protocol used by the other MORSE
devices in the network. In some special cases, the ASYNC LINK protocol can be used for the border
interconnection.
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If the Master is located on the side of the MRxxx, the border MRxxx should be set to Slave. Depending
on the SCC interface used the MRxxx should use Multiaddressing with addresses of all the Slave units
on the RipEX network.

If the Master is located on the side of the RipEX, the border MRxxx is set like it was connected to the
Master and the Node of the connected SCC interface has to correspond to the Master's address.

3 2
504 3 201
ogojof 5

AN
™
Yo}

5
(0]

\

RS232 RS232

Fig. 6.2: Crosslink serial cable

6.2. RipEX in Router mode

There are two basic scenarios:

+ Terminal devices are connected over Ethernet
« Terminal devices are connected over COM interface

6.2.1. Terminal devices connected over Ethernet
In this scenario the border RipEX and MRxxx should be interconnected with an Ethernet cable.

Routing in both parts of the network should be set up so that communication between them is channeled
over the border modems. It is recommended that terminal devices in the two parts of the network are
located on separate LAN's.

The picture shows MORSE network settings.

Morse address: 690101FD gt?]rls: 1%¢;r$§§:162210101
Eth IP: 192.168.20.254 Eth IP: 192.168.10.253 : .168.1.
IP (hex): C0.A8.14.FE IP (hex): C0.A8.0A.FD IP (hex): C0.A8.01.FE
Radio IP: 10.10.10.20 GW: 192.168.10.254 ARP: proxy NORMAL
Routing ARP: proxy NORMAL f2 %rtaiefl;Pz-qlls-Lon 1 via 690101FD
i Mode: IP-M-IP 3 .168.20.1 via
192.168.30.00/24 via 10.32.10.30 f1 A

92.168.2.2 via 69010102

Default GW: 10.32.10.254 Art1: 192.168.1.1 via 69010101
’ 192.168.2.12 via 69010102

Eth IP: 192.168.20.2
IP (hex): C0.A8.14.02 Eth IP: 192.168.1.1
2 IP (hex): C0.A8.01.01
Mask: 255.255.255.0
Routin Mask: 255.255.255.0

g .
b > Routing
GW:31927168:20:251 GW: 192.168.1.254
Eth IP: 192.168.30.254 f1 . f2 Morse address: 69010102
IP (hex): C0.A8.1E.FE Eth IP: 192.168.2.254
Radio IP: 10.10.10.30
Routin Eth cable

192.168.30.00/24 via 10.10.10.30

GO OO Eth IP: 192.168.10.254
_ IP (hex): C0.A8.0A.FE
Radio IP: 10.10.10.254

Routing

192.168.20.00/24 via 10.10.10.20

Mode: IP-M-IP

Art1: 192.168.20.2 via 690101FD

192.168.30.2 via 690101FD
92.168.1.1 via 69010101

IP (hex): C0.A8.02.FE
Eﬂ ARP: proxy NORMAL

Eth IP: 192.168.30.3 192.168.30.00/24 via 10.10.10.30 Eth IP: 192.168.30.3
IP (hex): C0.A8.1E.03 Default GW: 192.168.10.253 IP (hex): C0.A8.02.02

Mask: 255.255.255.0 Mask: 255.255.255.0

Routing Routing

GW: 192.168.30.254 GW: 192.168.30.254

Fig. 6.3: RipEX - MR400 in Router mode
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6.2.2. Terminal devices connected to COM

A MORSE network can only be expanded with RipEX modems if the application protocol is supported
both by MORSE and RipEX, or if RipEX's UNI protocol can be used instead. If you want to use protocols
which are not implemented in RipEX by default, please consult RACOM's technical support.

The COM port of the border RipEX and the RS232 of the border MRxxx are connected with crosslink
serial cable, see Fig. 6.2, “Crosslink serial cable”.

If the Master is located in the MORSE part of the network, the border MRxxx should use Multiaddressing
for addresses of all Slaves in the RipEX network. Protocol settings should reflect that. The border RipEX
then should be set up as connected to the Master using the appropriate protocol (address translation
using a mask or table, routing rules).

If the Master unit is located on the RipEX side of the network, rules for address translation should direct
all the packets sent to Slave units of the MORSE network to the COM port connected to the border
MRxxx. This COM port should then use an appropriate protocol in Slave mode. In the border RipEX
the timeout for response from technology should be extended from 500 ms to several seconds (the
response time will depend on the size of the MORSE network) — this parameter can only be set in CLI.
On the MORSE side, the protocol should be set to Master.
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7. Profibus

Radio modem RipEX supports the most widely spread Profibus (Process Field Bus) type designated
Profibus DP (Decentralized Periphery) type 0 (see http://www.profibus.com/technology/profibus/).

Profibus DP is designed for fast master—slave communication. The central master unit communicates
with the remote slaves using RS485 bus. They are typically connected by twisted pair cabling. The
cable length between two RS485 repeaters is limited (from 100 to 1200 m), depending on the bit rate
used. The RipEX Profibus DP implementation allows for RS485 to be replaced by radio network, either
partially or entirely. This significantly increases the potential distance between the individual nodes or
even enables you to get rid of cable links altogether.

7.1. Bridge and Router modes

RipEX operates in two basic modes, Bridge and Router. Network topolog%/ determines which one is
the more suitable for your specific application (see chapter RipEX in detail  of the manual).

Apart from network layouts designed in this manual, we also recommend using Router mode if alongside
the central RipEX some PLC Slaves are also connected to the PLC Master over RS485 while others
connect over the radio network.

This is because in Bridge mode RipEX would broadcasts to radio channel each packet received on
RS485. This could cause slower communication in some situations, and even collisions when a repeater
is used. In Router mode only the packets destined for remote PLC Slaves are broadcast over the radio
channel while packets sent to the PLC Slaves connected directly over RS485 are ignored.

i
“«

Rs4ss

i
Rsdss Q

RS485

Fig. 7.1: RS485 and Radio network

! http://www.racom.eu/eng/products/m/ripex/ripex-detail.html
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7.2. Profibus settings

We will only be looking at the basic communication parameters of the protocol — other parameters
correspond to the standard Profibus DPVO0. Profibus protocol is very sensitive to DP Slave response
times. Delays are common in radio networks; this should be taken into account when setting up
Profibus communication parameters.

Recommended default Profibus settings for data transfer using RipEX radio modems:

Tslot_Init: 16 383 t_bit
Max. Tsdr: 50t _bit
Min. Tsdr: 11 t_bit
Tset: 1t _bit
Tqui: 0t bit

Explanation of acronyms:

Tslot_init (Slot-time): This indicates how long a DP Master should wait for a response from a DP
Slave before it repeats a packet or sends another. The maximum value is 16 383.

Max. Tsdr (Maximum Station Delay of Responders): Sets the maximum DP Slave response time.
This value is the same for all DP Slaves and is distributed from the DP Master at the beginning of their
communication. This value must be lower than Tslot_init (Slot-time).

Min. Tsdr: Sets the minimum DP Slave response time. 11 to 255 bit values are permitted. This value
is the same for all DP Slaves and is distributed from the DP Master at the beginning of their communic-
ation. This value must be lower than Max. Tsdr.

Tset: Sets delay. This is used to postpone broadcasting of the next packet. This parameter enables
you to create space for other communication on RipEX network.

Tqui (Quit time): Sets the switching time between reception and broadcasting. This must be lower
than Min. Tsdr.

Note: All times are given in bits. 1 t_bit = 1 / Baud rate [seconds]

A single bit time  Baud rate — data transfer speed
104.2 ps 9600 bps
52.1 s 19200 bps

Example of Profibus DP settings in STEP 7

Under network layout click the right mouse button to open Object Properties:
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[ HW Config - [SIMATIC 316-2 (Configuration) -- RacomTestyDP]

@l station Edt Insert PLC View Options Window Help =] x|
D& a8 By & gn gn B 88 w2
PROFIBUS_DP: DP master system (1] B
1 = T _ T
2 CPU 315-2 DP o |
pob o Chrl+o
3
4 are Object. ..
5
; -
Delete Del

Move
-
kil f

ﬂ:l [8] IM151-1 Standard Pack dddreszes |

Slat Fodule: Order nurmber | Object Pro ] Alt+Return

1 Fh-E DC24Y EEST 138-4Ca00-0a40 -

2 4D| DC24V 5T EES7 131-4BD 010440 0l i

) 4D0 DC24V/0E4 5T [BEST 132-4BD0Z-0840 (Tl CESE M o

4 Product Suppart Infarmation Chrl+F2

g FAQs Chrl+F7 —

- Find Manual Chrl4+Fa _—
Displays properties of the selected object For editing, Chg

DP slave properties window opens. Click on the PROFIBUS button:

DP slave properties E

General l Operating F'alameters] Option handling] Identificatinn]

Module

Order Munber: BESY 151-14404-054E0

Farnily: ET2005

DF Slave Type: ET2005

Designation: [I4151-1 Standard

Addreszes MHodeMaster system
Diagnostic Address: | 1022 8

|DF' magter spgtem (1)

SvNC/FREEZE Capabilities
I [ [v watchdog

LComment;

|
[ -]

QK Cancel | Help |

Properties — PROFIBUS window opens. Select the Transmission Rate (19.2 Kbps or 9.6 Kbps) under
the Network Settings tab. The recommended value is 19.2 Kbps. Under Profile select User Defined
and click Bus Parameters.
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Properties - PROFIBUS

General § Metwork Settings

E: [P roperties - PROFIBUS

General Metwork Settings l

Mamme: |PROFIEUS_DF Options
Highest PROFIBUS =
57 subnet ID: mo - [ooo4 _gd,ess; ™ Change
Project path: |HacomT estyDPYPROFIBUS_DP
Storage location -
of the projsct: |D:\F'rmekty\Flacom\FlacomTes Transmission Rate:
Authar: |
Date created: 124272010 11:07:35 &M
Last modified: 03/22/2011 11:35:25 AM
Comment: Erofile: DP
B J Standard
Universal [DP/FMS
Cancel | Help | ok | Cancel | Help |

PROFIBUS_DP is the most important settings window; fill in settings as shown below, click Recalculate
and confirm by clicking OK. Confirm the values in all open windows and click the icon Download to
Module. Tslot_Init is a value which fundamentally influences operation of the entire device. 16 383 t_bit
is the maximum value which helps test radio transmission. We recommend setting as described in
chapter "Advanced Settings — Calculation of minimum slot time".

PROFIBUS_DP El(§rroFiBUS DP x|
Buz Parameters l Buz Parameters l
r ™
p—
Tslot_lnit: 16383 | t_bit Tslat: 16383 t_hit Tslot_lnit: 16383 t_hit Tslat: 16383 t_hit
Paw Tadr: | 50::' t_bit Tidz: A0 t_hit Pan. Tadr: 503: t_hbit Tid2: 50 t_hit
bin. T dr: | 1 :I t_bit Trdy: 11 t_hit bin. Tedr: 113: t_hbit Trdy: 11 t_hit
Tast: [ | Tid1: 37 bt Tet: 1= thit Tid1: 37 t_hit
Tgui: | D::I t_kit The: EES18E  t_hit T gui: DEl: t_bit Ttr: BES186  t_hit
= 348534 ms = 348534 ms
Gap Factor: [ = Thr tupicially: BBB0S t_bit Gap Factor: 1DE|: Thr typicsally: BER03 t_bit
= HM79E ms = 4TIE ms
Fietry limit: 15 Retry limit: 15E|:
gl Wwiatchdog: Wwatchdog:
1759054 t_hit 1759054 t_hit
= S1E17.4 ms = 16174 ms
Cancel | Help Cancel | Help

7.3. RipEX settings

7.3.1. Operating mode

See chapter Advanced configuration2 of the manual.

If there is no more than a single repeater on your network, we recommend using Bridge mode. Profibus
DP is always a master—slave type network in which there is no danger of radio channel collisions.

2 http://www.racom.eu/eng/products/m/ripex/h-menu.html
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Router mode should only be used where network topology
does not allow for Bridge mode to be used (see page YY of
the manual). If you choose to use Router mode we recom-  operating mode | Router -
mend switching off acknowledgement on the radio channel.

Operating mode ?

This speeds up packet transmission on the radio channel. '
Repetition of undelivered packets is ensured through the
application layer of the DP Master.

PP y

7.3.2.COM 2 Fig. 7.2: ACK Off

Profibus DP utilises RS485 interface. This interface can only
be set to COM2 in RipEX. COM2 functionality is conditioned by using the appropriate software key,
see chapter Maintenance® of the manual.

COM2 settings must correspond to PLC device settings. We recommend setting port speed to 9600
for complex networks or 19200 bps for networks without re-translation (the timing is derived from the
length of a single bit).

Idle state can be reduced to as little as 1.
In Router mode, set Protocol to Profibus.

For explanation of the individual parameters refer to on-line help in the web interface or chapter Settings4
of the manual.

Note: If Profibus IP's do not correspond to RipEX IP's (e.g. several PLC Slaves are connected to a
RipEX over a single bus), addresses must be translated using a table.

7.4. Advanced settings

7.4.1. Calculation of minimum slot time

Setting the appropriate (minimum) Tslot_Init value for a given network may significantly shorten the
total DP Slave polling cycle. If one of the DP Slaves is out of order or if its response is lost, the DP
Master will only wait for a set minimum time before sending another query. The value should be set to
maximum to prevent problems.

The calculator on http://www.racom.eu/eng/products/radio-modem-ripex.html#calculation enables you
to calculate the RTT (round trip time).

Set the PLC Master to Ethernet interface in the calculator (Profibus protocol timing is based on the last
sent byte; time on Master's RS485 does not figure in this calculation).

RTT for Bridge mode can be used directly; for Router mode the resulting average RTT needs to be
multiplied by constant 1.25 to receive the maximum achieved RTT.

Calculate the recommended Tslot_Init as follows:

Tslot_Init = RTT * (Port speed in bps) / 1000

3 http://www.racom.eu/eng/products/m/ripex/h-menu.html
4 http://www.racom.eu/eng/products/m/ripex/h-menu.html
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7.4.2. Router mode - timing

Router mode web based settings may cause time problems in more complex networks. CLI lets you
adjust radio channel access parameters and set up repetition taking into account the number of re-
translations in your radio network.

If you only use the Profibus protocol with RipEX and no other broadcast interferes with your network,
you can configure certain parameters to shorten the access time to channel using CLI. If you want to
use packet acknowledgement on the radio channel, you can shorten the repetition timeout if ACK is
turned off.

Set up using CLI:

cli_cnf_set _device_mode:

-ack n Turns on ACK

-retries 2 Number of retries 2

-rto-prog f Turns off progressive retries

-rto-fix 10 Shortens the retry timeout to the minimum value of 10 Bytes

-rto-var 10 Shortens the variable retry timeout to the minimum value of 10 Bytes
-slots-rx 0 Will receive immediately after request — random channel access is not used
-slots-tx 0 Will transmit immediately after request — random channel access is not used

Same settings should be used for all devices.

To find out more about CLI, see RipEX manual chapter CLI ConfigurationS.

Set the following in Profibus parameters:
Tslot_Init 16383

Note: This setting is only appropriate for certain types of networks; changes should only be made by
experienced users!

Connecting RS 485

Connector layout of RipEX COM 2 for RS 485 and the corresponding PIN's on Siemens Simatic S7.

SIEMENS

Fig. 7.3: RS485 connection

5 http://www.racom.eu/eng/products/m/ripex/cli-conf.html
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8. Modbus TCP/RTU

Use of Modbus in RipEX.

RipEX supports Modbus RTU, Modbus TCP as well as their combinations:

Tab. 8.1:
Centre Remotes’ Radio network behaviour Available with
protocol protocol Operating mode
1 RTU RTU Modbus RTU over Radio channel Bridge, Router
1.1 |Multiple Mas- |[RTU Modbus RTU over Radio channel Router
ters RTU
2 TCP TCP TCP/IP protocol over Radio channel Bridge, Router
3 TCP TCP TCP/IP protocol locally between Modbus device |Router
and RipEX. TCP/IP overhead is not transferred
over Radio channel
4 TCP RTU Conversion of Modbus TCP to Modbus RTU on |Router
the remote units
5 TCP Combination |Using 3 and 4 Router
of TCP and
RTU
6 Multiple TCP |Combination |TCP master communicates with TCP or RTU Router
and multiple |of TCP and |slaves, RTU Master only communicates with RTU
RTU masters |RTU slaves, utilising 1.1 and 5

8.1. Modbus RTU

A standard simple network design with a single Master and several Slaves running Modbus RTU.

RS232
Modbus RTU

]
“

22 05
Modbus RTU mﬂE

)
“9

Modbus RTU ’
Modhus RTU

]
“9

22, 0IS)
Modbus RTU mﬂE

Fig. 8.1: Modbus RTU

In Bridge mode, set the type of communication interface (RS232 or RS485) for the COM port as well
as the parameters of the serial interface, both for the Master and Slave.
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In Router mode, set the COM port of your Master RipEX to Modbus (Mode of Connected device). To
translate Modbus addresses to RipEX format and vice versa either use a mask (if RipEX addresses
mirror the Modbus ones) or table. A table must be used if there are several Modbus slaves behind a
single RipEX (RS485 or both COM1 and COM2). For more information refer to on-line help or chapter
Protocols / Common parameters1 of the manual.

In addition, set Modbus to Slave on all remote units. If you intend to broadcast in Modbus, set the re-
quired parameters. For more information refer to on-line help or chapter Protocols / Slave? of the
manual.

8.1.1. Modbus RTU with multiple Masters

4
“°

32, o 05
Modbus RTU mﬂE

& -

RS232
Modbus RTU

U] Rezs2 oIS ’
Q

Modbus RTU

&

RS232
Modbus RTU

Fig. 8.2: Modbus RTU with multiple Masters

RipEX allows for several Masters to operate at the same time and to communicate with the same
Slaves. Router mode is presumed in this design. RipEX settings remain the same as above. Each
Slave responds directly to the Master unit which queries it — i.e. if Master A issues a query to a Slave,
the response is sent exclusively to Master A. If a single Slave is queried by two Masters at once,
queries are resolved one by one. Query from the second Master is queued inside RipEX until it receives
a response from Slave RTU on its serial interface or until 500 ms timeout has passed.

8.2. Modbus TCP

A standard simple network with a single Master and several Slaves running Modbus TCP. A TCP/IP
connection is established and maintained between Master PLC and Slave RTU across the entire radio
network.

In Bridge mode, no special setup is required. RipEX operates as an intelligent Bridge. For more inform-
ation refer to on-line help or chapter ETH / Modbus TCP? of the manual.

In Router mode, routing must be set up in the radio network. Communication between the IP address
of the Modbus Master and IP addresses of all Modbus Slaves is necessary. Remember to set Modbus
TCP/RTU and Terminal Servers (under Settings/Ethernet) to Off.

http /lwww.racom.eu/eng/products/m/ripex/h-menu.html#com_par
http /lwww.racom.eu/eng/products/m/ripex/h-menu.html#slave
http /lwww.racom.eu/eng/products/m/ripex/h-menu.htmli#modbus
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Modbus TCP

i i
~ay “«

ETH Modbus TCP
Modbus TCP
Modbus TCP

Modbus Egg
Fig. 8.3: Modbus TCP

8.3. Modbus TCP, local TCP/IP connection

Note - Only works in Router mode.

TCP connection is established only locally between Modbus devices and the connected RipEX units.
TCP protocol overhead is not transmitted over the Radio channel. Secured TCP/IP transfer is not ne-
cessary because in Router mode every packet in the Radio channel is acknowledged on every radio
hop. A packet is therefore repeated directly in the part of the network where it is lost, not across the
entire radio network as in TCP/IP. This improves latency and increases network throughput.

]
<y

Modbus TCP

| [B Local TCP connection
ETH Modbus TCP i
Modbus TCP Local TCP connection
Local TCP
connection
Modbus TCP

Local TCP connection
Modbus TCP

Local TCP connection

Fig. 8.4: Modbus TCP local

Set your Modbus TCP Master to use a single IP to communicate with Modbus TCP Slaves (RipEX
ethernet IP) and set TCP port to 502. Communication begins on port 502 from where it is redirected
to other RipEX ports, corresponding to the individual RTU’s, based on negotiation with the Modbus
TCP Master.

To set up RipEX connected to Modbus TCP Master:
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* Set Modbus TCP/RTU to On. Type the port number on which the connected Modbus TCP Master
initiates communication, by default 502, into “My TCP Port” field.

» Select how you want to translate Modbus addresses to RipEX IP addresses (using mask or table).
Set the UDP interface to Terminal server (TS1-TS5). Set the same TS for remote RipEX'’s too.

Note

The maximum number of concurrent TCP/IP connections between a Modbus TCP device
and RipEXis set to 10 due to limited computing capacity. (Note: The number of concurrently
open TCP/IP connections can be increased using CLI if necessary.) Modbus TCP Master
must be set to not open more than 10 TCP/IP connections at any given time.

To set up RipEX connected to Modbus TCP Slave:

* Modbus TCP/RTU - Off

* Terminal Servers - On

» Setthe Terminal Server (see RipEX Master settings) to TCP and set My Port to 502. Use the address
of the connected Modbus Slave as the destination IP and fill in the destination port number which
the connected Modbus Slave device scans for incoming communication.

+ Set Protocol to UNI and Mode of Connected device to Slave.

8.4. Master - Modbus TCP, slaves - Modbus RTU

Note - Only works in Router mode.

Master establishes a local TCP connection to RipEX using Modbus TCP protocol, as described in chap.
3. A packet is securely sent over the Radio network to RipEX to which the destination Slave is connected
by COM port. The RipEX translates the packet to Modbus RTU format and sends it to the connected
Slave using Modbus RTU protocol.

ez oo OS]
W |-D Modbus RTU HHHE
sz IS)
ETH D.| Modbus RTU MHE
Modbus TCP
Local TCP
connection -

s oo IS
RS232 Modbus RTU ME

Modbus RTU

Fig. 8.5: Modbus TCP - RTU
To set up RipEX connected to Modbus TCP Master:

» Select the type of translation from Modbus to RipEX IP address (mask or table), as described in
chapter 3.
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» Set the UDP interface to COM1 or COM2 depending on the port that the remote RipEX uses to
connect to the Slave device.

To set up RipEX connected to Modbus RTU Slave:

* Asdescribed in chapter 1 set the appropriate COM to Modbus and the Mode of Connected to Slave.

8.5. Master Modbus TCP, slaves Modbus RTU or Modbus TCP

RipEX radio modems enable full featured cooperation between the Master using Modbus TCP and
slave devices using Modbus RTU or Modbus TCP within a single network.

¥
-y

Modbus Eg

| I-B Local TCP connection
ez (IS)
ETH D.| Modbus RTU HME
Modbus TCP
Local TCP
connection : -

ETH
Modbus TCP Modbus RTU

Local TCP connection

Fig. 8.6: Modbus TCP, Slave RTU or TCP
To set up RipEX connected to Modbus TCP Master:

» Set the translation from Modbus to RipEX IP addresses to table-based, as described in chapter 3.

* For devices connected over Modbus RTU, set the UDP interface to COM1 or COM2 (as in chapter
4).

» Fordevices connected over Modbus TCP, set the UDP interface to TS1-TS5, as described in chapter
3.

* You can define address ranges in the table for greater ease of use.

To set up RipEX connected to Modbus RTU Slave:
» See chapters 4 and 1 respectively.
To set up RipEX connected to Modbus TCP Slave:

* See chapter 3.

8.6. Multiple Modbus TCP or Modbus RTU Masters and Slaves

Any combination of network designs described in chapters 1-5 is possible. The only limitation is that
a Master with Modbus RTU cannot communicate with a Slave using Modbus TCP.
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A Slave with Modbus RTU protocol may simultaneously communicate with masters using Modbus TCP

and Modbus RTU. The network will deliver responses only to the Master which issued the queries using
the appropriate protocol.

The individual settings are described in chapters 1-5.

Modbus TCP  RS232
Modbus TCP Local TCP Modbus RTU

Local TCP connection

connection ,

RS232
[I] Modbus RTU .
Modbus TCP  Modbus RTU

Local TCP

connection ETH RS485
Modbus TCP

Modbus RTU
Local TCP connection

Fig. 8.7: Modbus TCP, Slave RTU or TCP
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9. UNI protocol

UNI is the "Universal" protocol utility designed by RACOM. It is not a new SCADA protocol, it can actually
process different protocols of different vendors. It supports both the standard MASTER -SLAVE and
the MULTI MASTER types of communication. At least one Master is required in the network.

The SCADA protocol to be handled by the UNI has to meet solely the following condition: There has
to be an 8 or 16 bit* protocol address in every message generated by a Master station and the address
position in all messages has to be the same. The position of address in the reply from an RTU is not
relevant, because the reply is always send back to the address where the request originated.

Note

Some SCADA protocols use two byte ASCII address, which is an ASCII representation of
an 8 bit address in the hexadecimal format (e.g. "8C" means 8-bit value 0x8C in hex / 140
in decimal notation).

Address bytes for some protocols:

PR2000 3rd Byte
RDS 2nd Byte
Mars-A 8th Byte (without local ACK)
Hirsch 2nd Byte

9.1. MASTER - SLAVE communication

Master reads the address byte defined by configuration and generates the destination IP address using
the mask or the translation table. The message is then delivered to that IP address and the respective
UDP port (e.g. the port No 8882 which is assigned to the COM2 interface).

Protocol [
Protocol
Mode of Connected device
Address mode Binary (180 =
Address position
Pall response control on -
Broaccast
Broacicast adelr. format
Broadcast address 255

Address translation tazk hd
Base P 10.0.041

hask 255.255.255.0
UDP port (interface)

An example of Master configuration is in the picture above. The address translation then proceeds as
follows:
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The 5th byte from the incoming message from SCADA centre is used to replace the last byte of the
Base IP and the resulting IP address is used as the destination of the UDP datagram which contains
the original SCADA message.

Let assume that the content of 5th byte is 0x65 - then the IP destination address will be 10.0.0.101 and
the UDP port 8882.

The translation by a table is more versatile, however it requires an extra line of configuration for every
remote in the network. The table has to be used when addresses of RipEX radiomodems and SCADA
RTUs do not match or different ports (interfaces) at different remotes have to be configured.

Protocol ?
Protocal
tode of Connected device
Address mode Binary (18] =
Address position
Pall response control
Broadcast
Address translation Table -
Hex =| UHIaddr. P Interface (UDP port) Hote Active Modify
[85 | [10.00101 | [comzss52) v ¥ Edit Delete Add
[20 | [100032 | | comzsssz) v| | * ¥ Edit Delete Sdd
[23 | [100032 | [comzss82) w| |+ 7 Edit Delete Add
[27] | [100032 | [comz(ess2) = v| |*  Edi Delste Add

&dd

The example of table in the picture above demonstrates a situation when there are three SCADA
devices connected to the COM2 of a single RipEX unit over a RS485 bus.

The configuration of a Slave radiomodem is very simple, as demonstrated in the picture below. When
a UNI Slave receives the UDP datagram from RF channel, it takes the original SCADA message and
transmits it over the respective interface (the COM2 in our example).

Protocol [

=

Protocol Rl b

Mode of Connected device | Slave

iI

Broadcast accept

If the SCADA device connected responds to the message within a timeout of 500 ms, the source IP
address of the received UDP datagram is used as the destination for the response.(Note only one
packet is accepted as a response). When the timeout expires, all messages received by the serial in-
terface are discarded.
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9.2. MASTER - SLAVE with several Masters

The behaviour of Master and Slave is exactly the same as in the previous scenario, i.e. a Slave always
responds to the address from which the request was sent. If by chance two simultaneous requests
from different Masters are received by a slave radiomodem, the RipEX radio modem waits for the first
reply from the connected SCADA device before transmitting the request which arrived second. The
500 ms timeout applies again, i.e. when there is no reply for the first request, the second one is trans-
mitted after the timeout expires.

9.3. MASTER - MASTER

The Master - Master communication is possible. The translation of addresses is proceeded with every
packet incoming to the RipEX radio modem from connected SCADA equipment, thus it is suitable for
SCADA protocols containing the destination address in all packets.

Protocol [4

Protocol LIl -

tade of Connected device
Address mode Binary (18) =
Address pozition
Pall responze control
Broacicast
Broaccast adcr. formeat
Broaccast address 255

Address tranzlation task -
Biase P 100041

Mask 255.255.255.0
UDP port (interface)

The Poll Response Control has to be set to OFF for the MASTER-MASTER type of communication.

9.4. MASTER UNI - ASYNC LINK SLAVES

The combination of the UNI and the ASYNC LINK protocols is useful for networks where one application
master communicates with many slaves and the slaves are allowed to spontaneously send messages
to the master. The UNI-Master RipEX§s address is configured as the ASYNC LINK protocol destination
address at all the slaves. This arrangement makes the syntax of application protocol messages generated
by slave completely arbitrary. All slave messages are transparently delivered to the application master.
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Protocol

Protocol Azync Link =
Destination [P 192.165.00

LUDP port (interface) COM1 (88581) =

Note that, similarly to the MASTER-MASTER mode, the Poll Response Control at the Master RipEX
has to be set to Off.
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10. Channel access

Method of accessing the radio channel may significantly affect the overall reliability of packet transmis-
sion. Even in a simple polling-type application, which never generates more than a single packet at a
time, collisions may occur when repeaters are used. The goal of channel access is either to eliminate
collisions completely, or to reduce their probability while ensuring that systematic repeated collisions
never happen. RipEX provides different channel access methods in different modes and optimum
configuration can be found for every communication scheme and network layout.

10.1. Collisions

What is so special about collisions that they deserve that much attention? Well, they are a special case
of interference (“friendly fire”, a military reporter would say), which may very seriously harm network
performance.

A collision happens, when two (or more) transmissions in the network overlap in time. Radio modem
A transmits a packet for B, C transmits for D. In well designed network the respective signal levels (i.e.
A received at B, C received at D) do ensure error-less reception. For the period of time when these
two transmissions overlap, signal from C at receiver input B and signal A at D act as interference signals,
reducing the SNR (Signal to Noise Ratio). If B and D are in the same area, the difference in signal
strength is small and so is the resulting SNR at both receivers. Consequently the BER (Bit Error Rate)
at both receivers jumps to unacceptable level and none of the packets is successfully received. That
is the basic principle of a collision.

There are two very harming features of collisions:

The first is a systematic repeated collision. No application generates a totally random traffic pattern.
So it may happen (and it does happen), that a certain sequence of packets in a certain network layout
generates a collision and it generates this collision repeatedly, in fact always. The result is that certain
specific packets are never delivered, regardless of number of retries set at the application level. Imagine
a SCADA system never capable of performing one specific task, while all communication tests report
that links are in perfect shape. It would be very tempting to blame the SCADA, while the true problem
is a systematic collision, i.e. wrong network design. Ways to avoid such collisions are described further
in this document.

The second dangerous feature of collisions is just a direct consequence of probability laws. The most
effective communication scheme for many applications is the report-by-exception mode, which can
vastly reduce the amount of mainly useless traffic generated by polling-type systems. Report-by-excep-
tion means though, that collisions can never be ruled out completely, hence a collision-solving system
must be an integral part of the protocol in the radio channel (RipEX in router mode provides such protocol
of course). Solving a collision means retransmission, typically a delayed retransmission. Consequently
the probability of another packet being generated by the application in the meantime increases by the
delay, and it increases at both parties involved in the collision. That results in an increased probability
of next collision to happen...and so on. This principle makes report-by-exception networks very sensitive
to bursty loads. Whenever the load increases over certain limit (we may say “normal” network capacity),
number of collisions grows exponentially, reducing the instant network capacity well below normal
situation. Series of lost packets and very long delivery times are the result from the application point
of view. While the network for report-by-exception application has to be designed to provide maximum
capacity possible, it is recommended to take measures to avoid burst load generation at the application
level. Limiting the possible load generated by a single device can help to avoid the whole network col-
lapse just because one remote unit goes suddenly “crazy” (e.g. generates hundreds of “exceptions”
per second).
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10.2. Bridge mode

In Bridge mode, a packet is transmitted to the radio channel immediately, without any checking
whether the radio channel is occupied or not. If other radio was transmitting simultaneously, a collision
would occur and both packets would be lost. Consequently Bridge mode can be used only for applications
which never generate more than a single message at a time, e.g. master-slave polling applications.
Still appropriate measures have to be taken to avoid collisions in special situations.

10.2.1. Bridge mode with Repeaters

Repeaters can be used in the Bridge mode in order to extend the radio coverage. Considering the re-
peated packets, it is necessary to schedule the access to the radio channel to avoid systematic collisions.
In a polling-type network, there is a request packet from centre to remote, to which the remote responds
immediately. When a remote receives the request directly from the centre, its immediate response
would collide with the repeated request, so it would be never received by the centre — a perfect example
of a systematic collision.

Packet header contains information about the number of Repeaters on the route, i.e. how many times
the packet can be possibly repeated. This number is decremented when passing through each Repeater.
The remote radio modem which receives the packet must delay its own transmission for a period. This
delay is calculated from the number of the remaining repetitions, the packet length and the modulation
rate in the radio channel. Repeaters always transmit immediately, without any delay.

Example:

There are 4 radios in the network operated in the Bridge mode. Everyone can receive each other except
Radio 4, which is not able to receive Radio 1 and vice versa. Therefore, in the Radio 3 the Repeater
function is turned on, and it mediates the connection between 1 and 4.

O

1

O

4

7
O
N 7

3 REP
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First, packet A is broadcast from Radio 1.

Radio 2 receives Packet A and sends it to its COM. In the instant when it starts the reception of Packet
A, Radio 2 calculates (from information in the received packet header and from number of repeaters
in its own setting) the time delay which is needed for the delivery of Packet A through the repeater
(repeaters). When the response from the connected device arrives via COM (Packet B), the Radio 2
postpones its transmission for the delay.

COM — RadioTx, Rx
header data
A Radio 1 A
T om
header A
B Radio2 A B
no Tx g
Radio 3 REP A A B B
] Rx Tx L Rx ” Tx L
— COoM
A B B Radio 4 A B
1= 1=1 O 11
|

In the meantime, Radio 3 (Repeater) receives Packet A and repeats it to the radio channel immediately.
Radio 4 receives the Packet A and then Packet B and sends them both to the COM. Packet B is also
received by Radio 3 and immediately repeated. Whenever a radio receives a copyt of the same
packet during the calculated delay, it discards it as a repeated packet. Note that the picture does not
show all the packets at all the radios.

Repeater is configured in the Settings / Device / Operating Mode menu, for Radio 3 (left) and Radio 1,
2, 4 (right):

Cperating mode ? Operating mode 7
Operating mode Briclge: hd Operating mode
Frame closing (COM's) lelle v Frame closing (COM's) Idle -
Repeater | on hd | Repester Ot -
= Mo, of repeaters |1 | = Mo, of repeaters 1
TH delay [ms] 0 T delay [mz] 0

The delay period based on number of repeaters solves the collision between a repeated packet and a
possible response. When more than one repeater is used in a Bridge-mode network, collisions between
repeated packets from different repeaters may occur. These cannot be solved by simple delays, rather
a sophisticated anti-collision protocol is required. The RipEX Router mode is recommended to be used
in more complex networks with multiple repeaters. Nevertheless if certain conditions on signal coverage
(sometimes non-coverage) among repeaters, centre and remotes are met, the Bridge mode for a
polling-type application can be used. See the chapter Bridge mode” in RipEX Manual.

! http://www.racom.eu/eng/products/m/ripex/ripex-detail.html
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10.2.2. Time division of responses in Bridge mode

There is also the Tx delay setting in the menu. It shall be used in Bridge mode if multiple RTUs connected
to slave stations reply to a broadcast query from the centre. It is necessary to spread out their replies
to the radio channel in terms of time, otherwise a massive collision occurs. It can be achieved by setting
the TX delay parameter to an adequate sequence of TX delays (e.g. 0, 100, 200 ms as in the example
below) in individual remote RipEXes. The slave RipEXes will enter the radio channel successively and
no collisions will occur.

Note: The TX delay applies to every packet that is sent out to the radio channel.
Example:

The Centre broadcasts request and the RTUs 1, 2 and 3 generate the response and send it out to their
respective RipEX.

Request Response
RTU 1 Radio 1 RTU 1 Radio 1
O O
A
~ N
RTU 2 Radio 2 Radio Centre RTU 2 Radio 2 Radio Centre
O - O O -0
B
/ /

RTU 3 Radio 3

:

RTU 3 Radio 3

@

Radios 1, 2 and 3 have the TX delay parameter set to 0, 100 and 200 ms, respectively. Therefore,
Radio 1 starts transmitting just after reception of the frame from COM port. Upon 100 ms later, when
Radio 1 has completed transmission, Radio2 starts transmitting. Finally, 200 ms after the reception of
the packet from RTU, Radio 3 starts its transmission. All three responses are thus sequentially sent to
the Centre and no collision happens.

CcOoM — Radio Transmission
A Radio 1 A
™0
» X dellay 1=0
B Radio 2 B
J Tx I
Ix dellayg
C Radio 3 (o3
. [ L
tims 0 _ Txdellay3
Radio Receiving — com
A B (o4 Centre A B (o3
Re || Re || Re | 4 u U L

The TX delay parameter coresponds to multiples of maximum packet length expected and shall be set
in miliseconds. The packet transmission time through radio channel can be calculated as follows:

t (n + 12). 8/ (b . fec)

where:
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t [ms] - time needed for the packet transmission

n [ -] - number of bytes transmitted (consider the longest possible
reply from RTU)

b [kbps] - Modulation rate

fec [ - ] - Forward Error Correction
fec = 1.00 if FEC = Off
fec = 0.75 if FEC = On

This calculation gives approximate results ( + 3ms). When more accurate calculation is necessary,
please check the calculation tool on Racom web pages http://www.racom.eu/eng/products/radio-modem-

ripex.html#calculation

TX delay is configured in the Settings / Device / Operating Mode menu, for Radio 1 (left) and Radio 2
(right):

Operating mode ? Operating mode ?
Operating mode Operating mode
Frame clozing (COM's) | Idle = Frame cloging (COM's) | ldle v
Repeater Oiff - Repeater Off b
= ha. of repeaters 0 s Mo, of repesters 0
T¥ delay [m] L ] T delay [ms]

10.3. Bridge mode and COM stream

The COM port in Bridge mode can be switched into the Stream mode. In any other mode, a packet/frame
coming to RipEX over any interface has to be received completely before any further processing. In
Stream mode the incoming bytes are transmitted to radio channel with minimum possible delay, byte
by byte. Consequently nor checks neither processing of the data can be done. All the bytes are simply
broadcast to the radio channel and every radio modem which can receive them forwards them imme-

diately to its COM port(s).

Obviously there can not be any repeaters in the Stream mode and no measures against possible colli-
sions can be taken. The responsibility for collision-free communication remains solely with the application.
Consequently only simple master-slave polling-type applications, which never respond to broadcasts,
can use the Stream mode. This mode should be used solely in applications which would not work when
the normal store-and-forward regime is used because of the inevitable delays involved.

The Stream mode is configured in the Settings / Device / Operating Mode menu:
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Operating mode ?

Operating mode
Frame closing (COh's)

10.4. Router Mode

10.4.1. Channel access in Router mode

The protocol in the radio channel in the Router mode of RipEX uses sophisticated method to prevent
and solve collisions. When a data packet with RSS above the configurable threshold or a data packet
destined for the RipEX itself are received it leads to the ,busy channel” state, as well as the RipEx's own
transmission.

When RipEX evaluates the channel as free, it calculates the Access period — time for which it has to
continue monitoring the channel before starting a transmission. Only when the channel stays free for
the Access period or more, RipEX starts transmitting whenever a packet destined to radio channel ar-
rives. If channel gets busy, the arriving packets have to wait in a queue and whole process starts from
the beginning.

The Access period calculation follows quite complex algorithm, which takes into account RipEX settings,
properties of the last packet sent or received and there is — very important — random element. The
result is an optimum performance of RipEX's in a report-by-exception network.

10.4.2. Solving collisions in Router mode

When report-by-exception application or multiple-master polling-type one loads the network, collisions
can not be avoided completely despite the sophisticated channel access method used. Then a collision-
solving algorithm becomes equally important.

The standard protocol feature of sending an Acknowledgement (ACK) to every data packet and retrans-
mitting it when no ACK comes takes care of all possible reasons for packet non-delivery, collisions in-
cluded. However retransmitting a packet increases the network load and so increases the collision
probability. Moreover, it is possible to create a systematic collision by e.g. a regular retransmissions
after the initial random collision. Thus the calculation of the retransmission time-out requires a sophist-
icated approach again. RipEX uses its settings, packet parameters, sequence number of the retrans-
mission and the necessary random element to calculate the time-out.

Retransmission feature is enabled by selecting “On” in the ACK listbox. By deciding on number of Retries
you define the very important compromise between the longest possible delivery time and the probab-
ility of a packet being lost. Note that this setting does not normally affect the typical (most probable)
delivery time in the network, since a typical packet is delivered without retransmissions.

Most applications require their data to be delivered completely and error-free, hence there are message
retransmissions at the application level. Note that the RF protocol (i.e. RipEX's) retransmissions are
always more effective than the application ones, since the radio modem can use more information from
the channel when calculating the retransmission time-out. Moreover, when repeaters are involved, re-
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transmitting over a single hop is always faster (and has a greater chance to succeed) than retransmitting
over the whole path. Consequently a reasonable approach is to set application time-out to maximum
value possible and use an adequate number of Retries in RipEX's in the network. Though the application
engineers may find it difficult to understand, such setting will make the application run faster.

There are few exceptions and hitches though. There are applications which rather send a fresh data
instead of simply retransmitting the original message. In such case, depending on the frequency of
fresh data from the application, the Retries should be set to 1 or ACK switched off completely. Sometimes
the application is hard-wired and the retransmission time-out cannot be changed — then it is better to
minimize or switch off RipEX's retransmissions again. The trickiest case is when the application centre
generates messages to non-existent or switched-off remotes (for any reason). When a remote site is
without power (including the RipEX) and the centre continues sending requests to that remote, the last
repeater will keep retransmitting these requests for full number of Retries set. More importantly, a long
retransmission time-out at the application level is not desirable any more, since it keeps the centre
from continuing the polling cycle. Nevertheless in any case it is beneficial to keep the number of applic-
ation retransmissions at the lowest setting available, i.e. zero if possible, and leave the RipEX network
to use the time available for the possible retransmitting.

To calculate the typical and maximum possible delivery time for different settings, please use the cal-
culator on Racom web pages, http://www.racom.eu/eng/products/ripex.html#calculation

The parameters discussed above are configured in the Router operating mode menu. Kindly see the
Help pages for further information.

Operating mode 7
Operating moide Router -

ACH on -

Fetries [Ma] &

RES threshold [-dBm] 120

Repeat COM Broadoast | Off -
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11. ARP Proxy & VLAN

11.1. Introduction

ARP proxy can be used when RTU's IP addresses behind different RipEX units are for any reason
within the same IP subnet, typically they do not have routing capabilities.

VLAN feature is typically used when you need to split the network into several logical parts. E.g. to
distinguish between management and payload (user data) traffic or among different applications traffic
(e.g. various RTU technologies).

Both features can be combined to provide the necessary functionality.

See the following chapters for a detailed description.

11.2. Transparent LAN (ARP Proxy)

Even though RipEX works as a standard IP router, RipEX can interconnect equal IP subnets behind
different RipEX units without defining default gateways. It can be done with the ARP proxy feature.

Note
See the RipEX manual, Chapter 2.3 Router mode” for configuration examples without ARP
proxy usage.

RipEX can reply to any ARP request to mimic it has this particular IP address (RipEX can reply to more
ARP requests). This feature is typically used when RTU's IP addresses behind different RipEX units
are within the same IP subnet and the RTUs do not provide routing capabilities.

Radio link

Router mode
Radio IP: r’ﬂ Bﬂ Radio IP:
10.10.10.2 10.10.10.4

ETH IP: ETH IP:
192.168.1.251/24 192.168.1.252/24
n RTU u RTU
RTU Master RTU Slave
IP: 19.168.1.1/24 IP: 19.168.1.2/24
(no gateway) (no gateway)

Fig. 11.1: Basic ARP proxy usage

In this diagram RTUs do not have routing capabilities (i.e. RTU expects its counterpart is within the
same physical Ethernet LAN). If the RTU Master starts to communicate with RTU Slave, it requests
the RTU Slave's MAC address. The RTU Slave is a member of the same physical LAN so the RTU
Slave does not reply. However, when RipEX (radio IP 10.10.10.2) has ARP proxy enabled, it replies
to this ARP request.

! http://www.racom.eu/eng/products/m/ripex/ripex-detail. html#router_mode
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So with the ARP proxy functionality, local RipEX can mimic any IP address and reply to ARP requests.
In our case, the RTU Master would consider the RipEX MAC address as the Slave MAC address. And
with the appropriate routing rules in RipEX units, we can achieve the needed interconnectivity. We do
not need to set anything on the connected RTUs — no gateway, no routing rules.

Important
A Be very careful when using this feature, ARP proxy can disable all the traffic on the LAN!

Note
* You can combine the ARP proxy feature with a TCP proxy and Terminal Servers. See
the respective help in the RipEX web interface for details.

* RipEX does not transmit broadcast packets via the radio link with the ARP proxy feature.

11.3. Transparent VLAN

The VLAN tag (802.1Q protocol) is a 4B field in the Ethernet frame. It is inserted between the MAC
address and EtherType/Length fields of the original frame.

The VLAN packet is defined by two main parameters:

VLAN tag — VLAN Identifier (VID) is also called “VLAN number”. It is 12 bits
long so we can have up to 4096 VLANSs (0x0000 and OxFFF values
are reserved).

Priority Code Point (PCP) — a 3bit field which refers to the IEEE 802.1p priority. It indicates
the frame priority level. Possible values are from 0 (best effort) to
7 (highest priority); 1 represents the lowest priority. These values
can be used to prioritize different traffic classes (voice, data, ...).

See the following example:
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Radio IP: ﬁﬂ Radio link Bﬂ Radio IP:
10.10.10.2 adiofin 10.10.10.3/24

Router mode
ETH IP: Untagged Data '
192.168.1.251/24 ;
IP: 192.168.1.2/24

ETH IP:

192.168.4.1/24 (Gateway defined)
Tagged Data &
Untagged Data RTU 1
Untagged Data
Bﬂ Radio IP:
10.10.10.4

Management Aplication
IP: 192.168.3.251/24

' IP: 192.168.2.2/24

ETH IP: -
192.168.4.1/24 (Gateway defined)

Untagged Data u RTU 2

Tagged Data i

FEP #1 FEP #2
IP: 192.168.1.1/24 o IP: 192.168.2.1/24
(Gateway defined) (Gateway defined)

Fig. 11.2: VLAN diagram

As you can see in Fig. 11.2, “VLAN diagram”, we have individual VLANs for Management and two
distinct technologies, each with its own IP subnet.

Note
You can combine the VLAN feature with a TCP proxy and Terminal Servers. See the re-
spective help in the RipEX web interface for details.

11.4. Configuration Examples

In this chapter, we will go through several examples in order to explain ARP proxy and VLAN features
in practice. All examples will have the same hardware configuration and we will alter the software settings
only (ARP proxy, VLAN tagging, routing, ...). Regular PCs will be used instead of RTUs.

Please follow the examples one by one to fully understand the configuration differences and benefits
of various solutions.

11.4.1. No ARP Proxy and No VLAN

We will begin with a basic configuration example without using ARP proxy or VLANs. See the following
diagram:

© RACOM s.r.o. — RipEX 111



ARP Proxy & VLAN

Radio link
Router mode

Radio IP: m B’ﬂ Radio IP:
10.10.10.2/24 Untagged Data 10.10.10.4/24

. RipEX A . RipEX B

ETHIP: ETH IP:

192.168.2.251/24 192.168.2.252/24

Untagged Untagged
Data Data
PC #1 PC #2
192.168.2.1/24 192.168.2.2/24
GW: 192.168.2.251 GW: 192.168.2.252

Fig. 11.3: Basic configuration diagram

This example does not reflect the common configuration, because the computers share the same IP
subnet, but behind different RipEX units in the Router mode. Usually the RipEX units would connect
different IP subnets. This can easily be done with ARP proxy, but in this example, we can configure it
with special routing rules.

Note
Do not connect the PCs via X5 converter, but use the Ethernet interface. You can use the
X5 converter just for configuration steps, not the connectivity tests.

RipEX Configuration
To access the first RipEX unit, go to the Settings and name it RipEX A. Set the following IP addresses:

» Radio IP address: 10.10.10.2, mask 255.255.255.0
» Ethernet IP address: 192.168.2.251, mask 255.255.255.0

On the second unit, set the name to RipEX B and configure it with the appropriate IP addresses:

* Radio IP address: 10.10.10.4, mask 255.255.255.0
» Ethernet IP address: 192.168.2.252, mask 255.255.255.0

See the RipEX A settings on the following screen-shot.
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n i p E X Radio modem & Router e RACCONMN

Status Values from: RipEX A ?
Wizards
Settings Device T
Routing Unit name Time  Manual Alarm management | Defautt Neighbours&Statistics | Default
. . = Operating mode | Router SNMP | Off Power management | Always On Graphs Default
Diagnostic )
Hot Standby off Firewall |Off
Neighbours
i ,
Statistic Radio ? ETH ? COM's ?
COM 1 COMm 2
Graphs P 10.10.10.2 P 192.166.2.251 Type RS232 > |RS232 ~
Ping Mask 255.255.255.0 Mask 255.255.255.0 Baud rate [bps] 19200 ~| [19200 -
Monitoring = TX frequency g (L D Data bits 8 = (8 o
= RX frequency 436.525.000 DHCP off Parity None = MNone -
i i Off
Maintenance * Channel spacing [kHz] | 25.0 - Shaping Stop bits 1 = |1 b
= Modulation rate [kbps] | 41.67 | m4DQPS Speed Auio - Idle [bytes] 5 5
Off
RF power [W] 05 - MO ECE MRU [bytes] 1600 1600
Terminal servers off
=FEC Off ~ Flow control None ¥ |MNone -
= TCP proxy off 3 3
» Optimizati - one one
Optimization VLAN & Subnets off Protocol
= Encryption off
= MTU [bytes] 1500

Fig. 11.4: RipEX A settings

Do not forget to set the same TX/RX frequencies, Channel spacing, Modulation rate and other para-
meters on both RipEX units. Do not enable ARP proxy or VLAN.

The next step is to set Routing (see the Routing menu). Configure RipEX A with these routing rules:

+ Destination: 192.168.2.252/32, Mask: 255.255.255.255, Gateway 10.10.10.4
* Destination: 192.168.2.2/32, Mask: 255.255.255.255, Gateway 10.10.10.4

RipEX B will have very similar routes:

» Destination: 192.168.2.251/32, Mask: 255.255.255.255, Gateway 10.10.10.2
+ Destination: 192.168.2.1/32, Mask: 255.255.255.255, Gateway 10.10.10.2

Do not forget to activate both routes. You can also add a note to each route. See the RipEX A Routing
example:
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RIPEX

Radio modem & Router

™ RACOM

Status Values from: RIpEX A ?
Wizards
Settings Interfaces ?
Routing Radio MAC IP[10.10.10.2 Mask | 255.255.255.0
i i ETH MAC IP|192.168.2.251 Mask | 255.255.255.0
Diagnostic
Neighbours Routes [}
T Destination Mask Gateway Backup Note Active Modify
192.168.2.252/32 255.255.255.255 10.10.10.4 off RipEX C - ETH v ~ Delete Add
Graphs 192.168.2.2/32 255.255.255.255 10.10.10.4 off PC#2 v| * DekteAdd
Ping fd
Monitoring Backup paths ?
Maintenance Alternative paths
Name Peer IP Hysteresis SNMP Trap Gateway Policy Active Note Modify
Add
Legend Good Failure Unknown Currently used
Route for IP: [Fina ] [ Check routing

Fig. 11.5: RIpEX A Routing

Computer Configuration
When we have successfully configured both RipEX units, we can proceed with computers settings.

+ PC#1: IP address: 192.168.2.1, Mask: 255.255.255.0, Default Gateway: 192.168.2.251
* PC #2: IP address: 192.168.2.2, Mask: 255.255.255.0, Default Gateway: 192.168.2.252

Note
If you do not know how to configure these computers, see the RipEX manual, http://www.ra-
com.eu/eng/products/m/ripex/bench-test.html#connect-PC.

In the common configuration with two different IP subnets behind our RipEX units, we would not need
any further action to get the end-point connectivity. In this example, we must add two routes on both
computers.

To add routing rules in Windows, you need to execute Windows Command Processor (cmd). Click
on the Start button and then type Command Prompt or cmd in the Start Search field. Select the
Command Prompt icon.

After the Command Prompt window appears, type the following commands on PC #1:

* route add 192.168.2.252 mask 255.255.255.255 192.168.2.251
* route add 192.168.2.2 mask 255.255.255.255 192.168.2.251

You also need to add similar routing rules on PC #2:

* route add 192.168.2.251 mask 255.255.255.255 192.168.2.252
* route add 192.168.2.1 mask 255.255.255.255 192.168.2.252
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Note

You need Admin privileges to add a route in Windows 7.

Programs (1)

mfcmd

Files (4 File description: Windows Cemmand Processor
5 va Company: Microsoft Corporation

| File version: 6.1.7601.17514

k| Uk Date created: 1/7/2013 10:59 AM

R Size: 295 KB

|3

i

| Thai

| Swedish
2| Suomi
2| Srpski

4k | Spanish
#| Slovensky
2 | Slovenian
# | Serbian

4 | Russian

# | Romanian

- See more results

|cmd| % | | Shutdown | » |

Fig. 11.6: Command Prompt

Test the Connectivity

Check the connectivity by executing a ping command, which is also executed from the Command
prompt. Type "ping 192.168.2.1" or “ping 192.168.2.251” if you are executing the ping from the PC #1
and check the results. You can also try the other direction, just switch IP addresses. See the following
example:

——— 8

BN C\Windows\system32iomd.exe =

Microsoft Windows [Uerzion 6.1.76811
Copyright <c? 208? Microsoft Corporation. All rights reserved.

C:sUsersnitrping 192.168.2.1

Pinging 1922.168.2.1 with 32 hytes of data:

Reply from 192.168.2.1: bytes=32 time=56ms TTL=h2
Reply from 192.168.2.1: bytes=32 time=66ms TTL=5h2
Reply from 192.168.2.1: bytes=32 time="Y5ms TTL=bh2
Reply from 192.168.2.1: bytes=32 time=57ms TTL=bh2

Ping statistics for 192.168.2.1:

Packets: Sent = 4. Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli—seconds:

Minimum = 56ms, Maximum = Y5ms,. Average = 63ms

Fig. 11.7: Ping results (Basic configuration)
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Note
If the ping is not successful, try to turn the Windows firewall off. It can block the ping packets.

11.4.2. ARP Proxy

If we would not have computers as the end-stations, but only simple RTUs, it may happen that routes
and default gateways cannot be configured. In this case, we need to reach the connectivity via the ARP
proxy feature. See the diagram:

Radio link
Router mode
Radio IP: m m Radio IP:
10.10.10.2/24 Untagged Data 10.10.10.4/24
RipEX A & RipEX B
(with ARP proxy) (with ARP proxy)
ETH IP: ETH IP:
192.168.2.251/24 192.168.2.252/24
Untagged Untagged
Data Data
PC #1 PC #2
192.168.2.1/24 192.168.2.2/24
(no gateway) (no gateway)

Fig. 11.8: ARP proxy configuration diagram

RipEX Configuration

On both RipEX units we have almost everything already configured. Just go to the Settings menu and
click on the VLAN & Subnets button.

Turn the feature on, and check the ARP proxy option on both units. Confirm and apply the changes.

VLAN & Subnets ?
VLAN & Subnets
Interface.VLAN ID IPIMASK Priority  Unit Manag. ARP proxy Note Active Modify
ETHO 192.168.2.251/24 v ® Default interface Add Subnet
Add VLAN

Fig. 11.9: Enabling the ARP proxy

You do not need to change the routing rules. Just remember that the ARP proxy feature works for all
destination IP addresses in the RipEX routing table. RipEX will not mimic ARP proxy replies to any
other IP address.
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Add routing rules to enable ARP proxy on other IP addresses (e.qg. if wanting to use the ARP proxy for
IP addresses 192.168.2.8-15, add the IP subnet 192.168.2.8/29 into the routing rules).

Computer Configuration

Both computers have the same IP addresses as in the basic configuration example. Just remove the
default gateway.

« PC#1: |P address: 192.168.2.1, Mask: 255.255.255.0
« PC#2: |Paddress: 192.168.2.2, Mask: 255.255.255.0

You need to delete the routing rules we added previously, just go the the Command prompt again and
type in the following commands:

+ PC#1:
o route delete 192.168.2.252 mask 255.255.255.255 192.168.2.251
o route delete 192.168.2.2 mask 255.255.255.255 192.168.2.251

+ PC#2:
o route delete 192.168.2.251 mask 255.255.255.255 192.168.2.252
o route delete 192.168.2.1 mask 255.255.255.255 192.168.2.252

Test the Connectivity
The test is exactly the same as described in Chapter the section called “Test the Connectivity”.

The most important thing to remember with the ARP proxy example is that we did not need to configure
any default gateway or routing rules on the computers (RTUs). Thanks to this, we can even add “simple”
RTUs to our network and we can have the same IP subnets behind different RipEX units.

Tip
; Give careful thought to the network design, because a good design can dramatically reduce
the number of necessary routing rules in the RipEX routing table.

Example 11.1. Routing rules

You have four end stations with IP addresses 192.168.2.1, .2.2, .2.5 and 2.6 and you need two of them
behind RipEX A and two of them behind RipEX B. With 192.168.2.1 and .2.2 behind RipEX A, you will
need to add only one rule in the RipEX B: 192.168.2.4/30 via RipEX A. Otherwise you will need to add
two rules (e.g. with .2.1 and .2.5 IP addresses).

11.4.3. VLAN

We will explain two similar examples to show the VLAN functionality.

VLAN on “One End”

In this example, we will have a VLAN ID 2 used between RipEX A and PC #1. RipEX management
traffic on the same Ethernet port would be untagged.

Traffic on the radio channel is always untagged.

Traffic between RipEX B and PC #2 will be also untagged.
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See the following diagram:

Radio link
Router mode
Radio IP: r’ﬂ m Radio IP:
10.10.10.2/24 Untagged Data 10.10.10.4/24
RipEX A + RipEX B
ETH IP: (VLAN) (no VLAN)
192.168.3.251/24
ETH IP:
VLAN IP: 192.168.2.252/24

192.168.2.251/24

Untagged Data Untagged
Data Data
ETH P VLAN IP: :
192.168.2.1/24
192.168.3.1/24  PC#1 192 1PC #222 04
GW: 192.168.3.251 92.168.2.2/

GW: 192.168.2.252

Fig. 11.10: VLAN configuration diagram

RipEX Configuration

The configuration on RipEX A will be a little more complicated. There will be two subnets, one for VLAN
and one for other traffic. Go to the Settings menu and change the Ethernet IP address to 192.168.3.251.
Then click on the VLAN & Subnets button and add a new VLAN — we will use VLAN ID 2 with an IP
address 192.168.2.251.

VLAN & Subnets 7
VLAN & Subnets On A
Interface VLAN ID IPIMASK Priority Unit Manag. ARP proxy Note Active Modify
ETHO 192.168.3.251/24 v Default interface Add Subnet
192.168.2.251/24 0 v Add Subnet Delete
Add VLAN

Fig. 11.11: RipEX A — VLAN configuration
On RipEX B, turn the VLAN & Subnets option off.

The routing rules can stay exactly the same as in the previous ARP proxy example on both RipEX
units. If you want to have RipEX A management (ETH) IP subnet reachable from RipEX B, you can
add this routing rule: 192.168.3.0/24 via 10.10.10.2. But this is not necessary for the end-station con-
nectivity.

Computer Configuration
PC #2 IP configuration is the same:

+ |P address: 192.168.2.2
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* Subnet Mask: 255.255.255.0
* Default Gateway: 192.168.2.252

Setting of PC#1 is not so straightforward. Please set the following parameters:

e |P address: 192.168.3.1
e Subnet Mask: 255.255.255.0
* Default Gateway: 192.168.3.251

As you can see we are connected to RipEX A within the 192.168.3.0/24 management IP subnet. But
we still need to configure the VLAN interface. This step depends very much on the Operating system
(OS) you use. We will describe the necessary steps in Ubuntu 12.04 and will give you a short Windows
7 example too.

Ubuntu 12.04
In the command prompt, run the following commands:

*  modprobe 8021q

+ vconfig add eth0 2

* ip link set eth0.2 up

* ip link set mtu 1496 dev eth0.2

+ ip addr add 192.168.2.1/24 dev eth0.2

The most important command is veonfig, which creates the VLAN interface called eth0.2. We enabled
the interface, decreased the MTU because 4 additional bytes are added to each frame due to the VLAN
tag and of course we assigned the IP address to the interface.

The last two commands create routes so any packet destined to the 192.168.2.2 or 192.168.2.252 is
routed via 192.168.2.251 gateway (RipEX VLAN interface).

Windows 7

There is no tool like vconfig in Windows 7. The VLAN features depend on the network adapter and
driver installed. Please see the respective download sites of your network card to obtain the correct
VLAN enabled driver.

Note
There is also the possibility that your network card will not support VLANs at all.

To see what network card and driver you have, go to START — Control Panel — System and Security
— Device manager — Network Adapters menu. Here you should see your network card. Right click
on it and select the Properties option.
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Marvell Yukon 83E8040 PCI-E Fast Ethernet Controller — viastnosti 23!

A4 Status | /K Virtual Cable Tester® | Oviadad
Podobnosti |  Prostfedky | Rizeni spotfeby
Dbecné | A Advanced | 4 VLAN | A0 Team

-L-' Marvel Yulon B8E2040 PCI-E Fast Bthemet Controller
=

Bxisting VLANs:

WLAN 2: Marvell Yukon 38EB040 PCI-E Fast Bthemet Contraller

VLAN Properties l Remave Al

A Virtual LAN (WLAN) is a logical group of network devices that |
are able to communicate as if they were part of the same LAN,
regardless of their physical network structure. VLANs provide
benefits such as increased flexibility, scalability, and security.

The Existing VLANs list displays all WVLANs this network
adapter port belongs to. -

] »

[ oK ] [ Stomo

Fig. 11.12: Adding VLANSs in Windows 7

On the example, we added a VLAN 2 interface. See the respective network card manuals for more
details.

If you were successful in adding a new VLAN interface. You should see this interface among other
physical network interfaces. Set the IP address, mask and gateway as usual:

* |P address: 192.168.2.1
* Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.2.251

Now you just need to add routes to the 192.168.2.2 and 192.168.2.252 |IP addresses. Run the Command
prompt and type:

* route add 192.168.2.252 mask 255.255.255.255 192.168.2.251
* route add 192.168.2.2 mask 255.255.255.255 192.168.2.251

Note
You need Admin privileges to add a route in Windows 7.

Test the Connectivity
The test is exactly the same as described in prvious chapters.

You can run the Monitoring feature in RipEX to capture packets on the radio/Ethernet interfaces and
see Ethernet VLAN tags and other valuable information. See the following example:

120 RipEX —© RACOM s.r.o.



ARP Proxy & VLAN

n i p E x Radio modem & Router Q =RACOM

Status

Wizards

Settings Monitoring ?

Routing RADIO [  COMI comz2 ETH |v| Internal show params

Diagnostic Show time diff. Fila period: | 5 min - File size: 100 kB -
Neighbeours

0x0060: 3233 3435 3637

Statistic 14:42:50.642847 [ETH] IP 192.168.2.1 > 192.168.2,2: ICWP ech id 18967, seq 6, length 64
iﬂiﬂﬂlﬂﬂﬂab

1>

0x0000: 0002 adhb Obc3 0023 aed2 Seed
Graphs 0x0010: 0BOD 4500 0054 0000 4000 4001 b555 cOaB
0x0020: 0201 c0ad 0202 080D 3f0d 4al7 0006 286e
0x0030: 4c51 0000 0000 3a43 0100 0000 0000 1011
» Monitoring 0x0040: 1213 1415 1617 1819 1alb 1cld lelf 2021
0x0050: 2223 2425 2627 2829 ZaZb 2c2d 2e2f 3031

0x0060: 3233 3435 3637
14:42:50.674102 [RF:phy:Tx] (96) «

RLhead: 4ead Olba 736b bbOf ab

DChead: 00 (|F:-|C:-|E:-])
0x0000: 0BOOD 4500 0054 000D 4000 301 b6S5 cOad
0x0010: 0201 cOag 0202 0800 3f0d 4al7 0006 286e
0x0020: 4c51 0000 0000 3a43 0100 0000 0000 1011
0x0030: 1213 1415 1617 1819 1alb 1cld lelf 2021
0x0040: 2223 2425 2627 2829 ZaZb 2c2d 2e2f 3031

0x0050: 3233 3435 3637
14:42:50.736328 [RF:phy:Rx] (2e) IRG]92.168.2.2 > 192.168.2.1; JCMP echo reply, length 86

RLhead: 4e34 01bb Ofab ba73 &b (T TO M= T10.10.2, [LM:1JA:y|R:-]) )
DChead: 00 (|F:-|C:-|E:-|)

0x0000: 0800 4500 0054 Od3d 4000 7f01 6918 clad
0x0010: 0202 cOa8 0201 O00OO 470d 4a17 0006 2BGe
0x0020: 4c51 0000 0000 3a43 0100 0000 OOOO 1011
0x0030: 1213 1415 1617 1819 1alb 1cld 1elf 2021
Ox0040: 2223 2425 2627 2829 2alb 2c2d 2e2f 3031
0x0050: 3233 3435 3637

14:42:59.738444 [ETH] IP 192.168.2.2 » 192.163# ech id 18967, seq 6, length 64
cuad

Ping

Maintenance

#(MP echo request, length 86
10.10.4, |LMN:5|A:y|R:-])

0x0000: 0023 ae02 Seel 0002 a%b Obc3RE100 0002
0x0010: 0800 4500 0054 Od3d 4000 7e0l1 6ald

0x0020: 0202 c0ad 0201 0000 470d 4al7 0006 286e
0x0030: 4c51 0000 0000 3a43 0100 0000 0OOO 1011
0x0040: 1213 1415 1617 1819 1alb 1cid 1elf 2021

< [l I 1< >

Fig. 11.13: Monitoring ping packets with VLAN tags

VLAN on “Both Ends”

We can also configure VLANs on both RipEX units so the VLAN (tagged) data will be transmitted via
the Ethernet link between PC #2 and RipEX B too. However, traffic is always untagged on the radio
channel.

See the following diagram:
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Radio link
Router mode

Radio IP: r’ﬂ B’ﬂ Radio IP:

10.10.10.2/24 Untagged Data 10.10.10.4/24

RipEX A

ETH IP:
(VLAN) 192.168.4.251/24

RipEX B

ETH IP:
192.168.3.251/24

VLAN IP:

VLAN IP: 192.168.2.252/24

192.168.2.251/24

VLAN (tagged)

VLAN (tagged) Dat
ata

Untagged Data Untagged
Data Data
: S VLAN IP: ® VLAN IP:
ETH IP:""pc 4 192.168.2.1/24 ETHIP:— poyp 192.168.2.2124
192.168.3.1/24 192.168.4.2/24
GW: 192.168.3.251 GW: 192.168.4.251

Fig. 11.14: VLAN configuration diagram #2

RipEX Configuration

RipEX A has the same configuration as in the previous example. If you want to test the connectivity of
RipEX ETH interfaces, you need to add this routing rule:

+ Destination: 192.168.4.0/24, Mask: 255.255.255.0, Gateway 10.10.10.4

RipEX B needs several changes. Change the Ethernet IP address to 192.168.4.252 with the mask
255.255.255.0. Now go to the VLAN & Subnets menu, enable the feature and add a new VLAN —we
will use VLAN ID 2 with the IP address 192.168.2.252.

VLAN & Subnets ?

VLAN & Subnets On A

Interface VLAN ID IPIMASK Priority Unit Manag. ARP proxy Note Active Modify

ETHO 1257 v Default interface Add Subnet
192.168.2.252/24 0 v Add Subnet Delete
Add WVLAN
oK Cancel

Fig. 11.15: RipEX B VLAN configuration

The VLAN ID is the same as used on RipEX A, but we can set any ID when needed.

Note
You can try to enable VLAN on the default interface after you complete this example.

The RipEX B routing table consists of three rules:

» Destination: 192.168.2.251/32, Mask: 255.255.255.255, Gateway 10.10.10.2
» Destination: 192.168.2.1/32, Mask: 255.255.255.255, Gateway 10.10.10.2
» Destination: 192.168.3.0/24, Mask: 255.255.255.0, Gateway 10.10.10.2
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R i p E X Radio modem & Router Q MRACOMN

Remote Connection Active
Status GEUETE Y 10.10.10.4
Wizards
Settings Interfaces g
Routing Radio MAC [0 IP[10.10.10.4 Mask |255.255.255.0
R R ETH MAC IP|192.168.4.252 Mask | 255.255.255.0 VLAN & Subnets ~
Diagnostic —_—
Neighbours Routes [4
e Destination Mask Gateway Backup Note Active Modify
192.168.2.251/32 255.255.255.255 10.10.10.2 Off RipEX A - VLAN v ~ Delete Add
Graphs 192.168.2.1/32 255.255.255 255 10.10.10.2 Off PC #1 v * ¥ Delete Add
- 192.168.3.0/24 255.255.255.0 10.10.10.2 off RipEx & - ETH v~ Delete Add
ng Delete Add
Add
Monitoring
. Backup paths ?
Maintenance PP
Alternative paths
Name Peer IP Hysteresis SNMP Trap Gateway Policy Active Note

E§
g

Legend Good Failure Unknown Currently used

Apply Route for IP: [Find | [ Check routing

Fig. 11.16: RipEX B Routing table

Computer Configuration

We do not need to change anything on PC #1. PC #2 needs the following changes:

* |P address: 192.168.4.2, mask 255.255.255.0, gateway 192.168.4.252

Now we need to add the VLAN interface with an ID 2. See the procedure in the previous example.
When you have added the VLAN interface, add the following routing rules:

* route add 192.168.2.251 mask 255.255.255.255 192.168.2.252
* route add 192.168.2.1 mask 255.255.255.255 192.168.2.252

Note
You need the admin privileges to add a route in Windows 7.

Test the Connectivity

Follow the steps described in any of previous chapters called “Test the Connectivity”. You should be
able to ping any VLAN or Ethernet IP address from any unit.

Management VLAN

Now you should be experienced enough for the next test. Set another VLAN ID on both computers.
Use the same VLAN ID on ETH.0 interface for the RipEX management. You will have a “VLAN only”
network.

See one of the possible examples:
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Radio link
Router mode
Radio IP: r’ﬂ m Radio IP:
10.10.10.2/24 Untagged Data 10.10.10.4/24
RipEX A RipEX B
ETH IP: (VLAN) ETH IP: p

192.168.3.251/24 192.168.4.251/24

VLAN IP:

VLAN IP: 192.168.2.252/24

192.168.2.251/24

I\VLAN (tagged) Jll \VLAN (tagged)
Data | Data

" VLAN 2 IP:
192.168.2.2/24

==VLAN 2 IP:

N\ 192.168.2.1/24 VLAN 4 P
102108 8./24  PCH1 192.168.4.2/24

PC #2

Fig. 11.17: 15 Management VLAN diagram

Note
VLAN 2 is on the same subnet 192.168.2.0/24. VLAN 3 is on the subnet 192.168.3.0/24
and VLAN 4 is on the 192.168.4.0/24 subnet.

11.5. Summary

We have described just a few basic examples of VLAN & ARP proxy usage. Feel free to download the
RipEX User manual from http://www.racom.eu/download/hw/ripex/free/eng/ripex-m-en.pdf or the Ap-
plication notes from http://www.racom.eu/download/hw/ripex/free/eng/ripex-app-en.pdf to conduct further
tests.

Do not hesitate to contact us if you have any questions:

RACOM technical support team
E-mail: <support@racom.eu>
Tel.: +420 565 659 511
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Backup routes

12. Backup routes

12.1. Introduction

RipEX provides Backup routes functionality to increase reachability in networks through redundant
paths.

See the following example, where we have three possible paths between RipEX A and RipEX B. The
direct radio link is set as the primary path (because it is direct). The path over RipEX C is the first
backup option (two hops) and if this path also fails, GPRS backup path is ready in case of radio failure.
In cellular networks, data transfer is charged and so it is used as the last option here.

Path priorities can be changed according to our requirements. The path with the highest priority is always
the primary one (the direct radio link in our example) and the path with the lowest priority is the last
option (GPRS in our example).

Thanks to the Backup routes functionality, RipEX can handle various network problems without inter-
rupting the desired network communication.

U] RIpEX C

. Backup path #1
RipEX A rlﬂ *
’ Primary path
m RipEX B
| GPRS network | '
g Backup path #2 ;

Fig. 12.1: Backup routes functionality example

Note

0 The Backup routes functionality can be used in the Router mode only.

The Backup routes functionality is supported by the SNMP, see Chapter 2, SNMP for further
details.

12.2. Backup Routing Management Protocol

BRMP is the proprietary protocol developed by RACOM. It handles the Backup routing functionality in
RipEX networks with respect to radio network requirements.

The protocol

* does not overload the radio network,
* enables more than one backup path,
» deals with a random packet loss and
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* enables very fast path switching in cases of network failure.

The protocol always works between two particular RipEX units. Each RipEX network can contain various
backup routes and each backup route consists of several alternative paths. We can even configure
nested backup paths.

12.2.1. Protocol Procedure

1. RIipEX A sends out “Hello” packets (UDP) via all possible paths to RipEX B.

2. RIpEX B receives these packets and records them according to the received path.

3. RIpEX B sends the list of received “Hello” packets within its own “Hello” packet back to RipEX A.
4. RIpEX A receives this packet and evaluates the conditions of individual paths.

Individual alternative paths can obtain the following states:
Up — the path is functional and can be used.
Down — the path is not functional and cannot be used.

Unknown —the path's state cannot be evaluated due to lack of information. This state is active imme-
diately after the RipEX power-up or its state is not being evaluated, because a higher priority
path is being used.

Note
See the respective help for detailed parameter descriptions in RipEX web interface.

12.3. Configuration Examples
In this chapter, we will go through several examples in order to explain Backup routes in practice.

Please follow the examples one by one to fully understand the configuration differences and benefits
of various solutions.

Note
The examples are configured similarly to the examples used in the RipEX Application note,
Chapter 1, Address planning.

12.3.1. Radio/Radio — End Devices Connected via Serial Interface

In the first example, there are five RipEX units in a network. All end devices are connected to the RipEX
units via a serial interface. It is helpful to use only the radio IP addresses for translation and data routing.
Ethernet IP addresses may be assigned randomly (you can keep their defaults, however we recommend
setting Ethernet addresses similar to radio IP addresses to keep things organized).
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K

Radio 10.10.10.15

RipEX A '

RS232 I

Fig. 12.2: Network topology 1

PATH 1

PATH 2

)

RS232

Radio 10.10.10.16

0001

RIipEX B

I{ladio 10.10.10.17
. RIipEX C

0017

RS232

Radio 10.10.10.18

RS232
18

Radio 10.10.10.19

RS232
19

The device connected to RipEX A (10.10.10.15) is the Master station, others are slaves.

Note

We will not configure RS232 devices in this Application note

The Backup routes system can be used between RipEX A (.15) and RipEX C (.17), packets can be

transmitted via:

+ the primary (direct) radio link between RipEX A and RipEX C, or
» the backup (indirect) radio link over RipEX B.

See the following RipEX A routing configuration:

RIPEX

Radio modem & Router

™ RACOM

Status Values from: RipEX A ?
Wizards
Settings Interfaces g
Routing Radio MAC [00:02:A9:BB:0F:AB IP|10.10.10.15 Mask | 255.255.255.0
e . ETH MAC [00:02:A9:BB:0B:C3 IP|192.168.15.1 Mask | 255.255.255.0
Diagnostic
Neighbours Routes 7
e Destination Mask Gateway Backup Note Active Modify
10.10.10.17/32 255.255.255.255 Backup #1 Backup RipEX C v ¥ Delete Add
Graphs 10.10.10.18/32 255255 255 255 10.10.10.18 off RipEX D v| * ¥ Delete Add
~ 10.10.10.19/32 255255 255 255 10.10.10.16 off RipEX E v+ Delete Add
ing - -
Add
Monitoring
. Backu [}
Maintenance P
Alternative paths
Name Peer IP Hysteresis SNMP Trap Gateway Poliey Active Note Modify
Backup #1 10.10.10.17 20 Delete Add
10.10.10.17 Default v Direct link - Add
10.10.10.16 Default v|  Indirect link - Add
Add
Legend Up Down Unknown  Gurrently used
Route for IP: [Fina ] [ Checkrouting | [ Backup status
Fig. 12.3: RipEX A Routing menu — example #1
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In RipEX A, we have one route which uses the backup configuration and two simple routes to other
RIipEX units.

The backup route is named “Backup #1” and it checks its health against the RipEX C radio IP address.
The highest priority is set to the direct link and the second possibility is to use RipEX B as a repeater.
Both paths are now checked by default and both are Up.

Note
Only the remote RipEX radio or the main Ethernet interface IP addresses can be used (no
subnet IP addresses on RipEX Ethernet or IP of connected device behind RipEX).

See the respective configurations from RipEX B and C.

RIipPEX

Radio modem & Router

Remote Connection Active

™ RACOM

Status Values from: RIpEX B Remote IP
Wizards
Settings Interfaces ?
Routing Radio MAC [00:0 IP|10.10.10.16 Mask | 255.255.255.0
i A ETH MAC IP|192.168.16.1 Mask |255.255.255.0
Diagnostic
Neighbours Routes 7
s Destination Mask Gateway Backup Note Active Modify
10.10.10.18/32 255.255.255.255 10.10.10.17 Off RipEX D v * Delete Add
Graphs 10.10.10.1932 255.255.255.255 10.10.10.17 off RipEX E v| *  Delete Add
Ping Add
Monitoring Backup ‘
Maintenance Qs peth
Name Peer IP Hysteresis SNMP Trap Gateway Policy Active Note Modify
Add

Legend Up Down Unknown Currently used

Apply

Route for IP: [ Find | [ Check routing

Fig. 12.4: RipEX B Routing menu — example #1

Note
RipEX B is not the end point (Peer IP) of the Backup routes system and so there is no
backup route defined.
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n i p E X Radio modem & Router ‘ g ] RACOMNM
-

Status Values from: RIipEX C Remote I> [ERTRTRT]
Wizards
Settings Interfaces g
Routing Radio Mac |0 IP|10.10.10.17 Mask | 255.255.255.0
i i ETH MAC IP|182.168.17.1 Mask | 255.255.255.0
Diagnostic
Neighbours Routes ?
e Destination Mask Gateway Backup MNote Active Modify
Istic
10.10.10.15/32 255.255.255.255 Backup #1 Backup RipEX A v Delete Add
Graphs Add
Ping
Backup ?
Monitoring Alternative paths
Mai Name Peer IP Hysteresis SNMP Trap Gateway Policy Active MNote Modify
aintenance Backup #1 10.10.10.15 20 Delete Add
10.10.10.15 Default v Direct link - Add
10.10.10.16 Diefault w|  Indirect link - Add
Add
Legend Up Down Unknown  Currently used
Apply Route for IP: [Find | [ Checkrouting | [ Backup status

Fig. 12.5: RipEX C Routing menu — example #3
Note

See the configuration of RipEX D and E in the Application Note, Section 1.1, “End devices
connected via serial interface”.

Practical Test

In this scenario, we will switch to the backup path due to a low RSS value. We must change the policy
for the primary path to enable RSS checks. Click on the respective “Default” button in the Policy column.

Note

You can check the connectivity with a Ping feature (Diagnostic — Ping).
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RipEX

Status
Wizards
Settings
Routing
Diagnostic
Neighbours
Statistic
Graphs
Ping
Monitoring

Maintenance

Values from: RipEX A

Fig. 12.6: RipEX A — Policy button

Radio modem & Router

™ RACOM

?

Interfaces ?
Radio MAC [00: IP[10.10.10.15 Mask |255.255.255.0
ETH MAC [00: IP[192.168.15.1 Mask |255.255.255.0
Routes ?
Destination Mask Gateway Backup Note Active Modify
10.10.10.17/32 255.255.255.255 Backup #1 Backup RipEX C v ~ Delete Add
10.10.10.18/32 255.255.255.255 10.10.10.16 Off RipEX D W * ¥ Delete Add
10.10.10.19/32 255.250.255.255 10.10.10.16 Off RipEX E v “  Delete Add
Add
Backup ?
Alternative paths
Name Peer IP Hysteresis SNMP Trap Gateway Policy Active Note Modify
Backup #1 10.10.10.17 20 Delete Add
10.10.10.17 v Direct link ¥ Q
10.10.10.16 Default W Indirect link A Add
Add
Legend Up Down Unknown Currently used
Apply Route for IP: [Find ] [ Checkrouting | [ Backup status

The new pop-up window appears. Change the Parameters to “Manual” and fill in the RSS [-dBm] value
according to the current RSS value (see the Neighbours menu). The value needs to be higher than the
current value, e.g. in the example, the current RSS value is -56 dBm. The condition for switching to

the backup (indirect) path is set to -50 dBm.

Policy

Parameters

Hello packet period [sec.]

Manual -

Hello packet success rate [%] 7.3 -

Rss Lasm) (o D
s ——

Lower priority paths checking | On -

Fig. 12.7: RIpEX A — Alternative path RSS change

Apply the changes and click on the Backup status button to see the changes. The policy is set to
“‘Manual” and the backup (indirect) path is being used.
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n i p E X Radio modem & Router Q MRACOMN

Status Values from: RIpEX A ?
Wizards
Settings Interfaces g
Routing Radio MAC |00 IP[10.10.10.15 Mask |255.255.255.0
i i ETH MAC IP|192.168.15.1 Mask |255.255.255.0
Diagnostic
Neighbours Routes [4
. Destination Mask Gateway Backup Note Active Modify
10.10.10.17/32 255.255.255.255 Backup #1 Backup RipEX C v ~ Delete Add
Graphs 10.10.10.18/32 255.255.255.255 10.10.10.16 Off RipEX D vl * ¥ Delete Add
P 10.10.10.19/32 255.255.255.255 10.10.10.16 off RIpEX E vl Delete Add
e Delete Add
Add
Monitoring
. Backu [4
Maintenance P
Alternative paths
MName Peer IP Hysteresis SNMP Trap Gateway Policy Active Note Medify
Backup #1 10.10.10.17 20 Delete Add
10.10.10.17 v|  Direct link - Add
10.10.10.16 Default v Indirect link . Add
Add
Legend Up Down Unknown Currently used
e —
Apply Route for IP: [ Find | [ Checkrouting || Backupstaius | 3

Fig. 12.8: RipEX A — Backup path is Up

Note

For proper functioning, do not forget to repeat these steps on the partner RipEX C unit. If
not set on both units, RipEX A can communicate with RipEX C via the primary path in one
direction and via the backup path in the other direction (asymmetric routing).

To revert to using the primary path again, disable RSS checks or improve the RSS signal between the
RipEX units.

12.3.2. Radio/Radio — End Devices Connected via Ethernet Interface

In the second example, we use the same configuration except that the RTU devices are connected via
the Ethernet interface. See the following diagram:

Radio 10.10.10.18

PATH 2
18
Radio 10.10.10.17 192.168.18.2/24

Radio 10.10.10.15 gw: 192.168.18.1

PATH 1 .
RIpEX C Radio 10.10.10.19

ETH
00017, s
Radio 10.10.10.16 192.168.17.2/24 Mﬂ
gw: 192.168.17.1 .

RipEX B 192.168.19.2/24 19

gw: 192.168.19.1

&

RIipEX A
ETH

192.168.15.2/24
gw: 192.168.15.1

ETH

192.168.16.2/24 [|["]1

gw: 192.168.16.1 [3

Fig. 12.9: Network topology 2
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Note
In this example, we switched the priorities for the alternative paths.

RTU units are now connected via the Ethernet ports, which means we need to add the correct IP ad-
dresses and routing into the appropriate RipEX units.

If not already set, change the Ethernet IP addresses according to this topology:

*+ RIipEX A —-192.168.15.1/24
*+ RIipEXB —-192.168.16.1/24
+ RIipEX C -192.168.17.1/24

Now we need to add the correct routing. To make the example simple, we will ignore RipEX D and
RipEX E in our configuration.

See the following RipEX A routing settings:

n i p E X Radio modem & Router Q RACONMN

Status Values from: RIpEX A ?
Wizards
Settings Interfaces ?
Routing Radio MAG [00:02-A9BB: IP[10.10.10.15 Mask |255.255.255.0
. . ETH MAC [00:02-A9:BB:0B.C3 IP|192.168.15.1 Mask | 255.255.255.0
Diagnostic
Neighbours Routes 7
. Destination Mask Gateway Backup Note Active Modify
192.168.16.0/24 255.250.250.0 10.10.10.16 Off RipEX B v ¥ Delete Add
Graphs 192.168.17.0024 255.255.255.0 Backup #1 RipEX C vl “  Delete Add
Ping Add
Monitoring Backup ?
Maintenance e
Name Peer IP Hysteresis SNMP Trap Gateway Policy Active Note Medify
Backup #1 192.168.17.1 20 Delete Add
0.10.10.16 Default v Indirect link . Add
10.10.10.17 Default v Direct link o Add
Add
Legend Up Down Unknown Currently used
Apply Route for IP: [Find | [ Checkrouting | [ Backup status

Fig. 12.10: RipEX A Routing menu — example #2

Notice that we are using the Backup routes system for the devices on the 192.168.17.0/24 network.
Also notice that we filled the Peer IP with the remote RipEX Ethernet IP address. The path used currently
is the primary (indirect) one, but both paths are “Up”.

Note
Only the remote RipEX radio or the main Ethernet interface IP addresses can be used (no
subnet IP addresses on RipEX Ethernet or IP of connected device behind RipEX).
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n i p E X Radio modem & Router e RACOM

Status
Wizards
Settings
Routing
Diagnostic
Neighbours
Statistic
Graphs
Ping
Monitoring

Maintenance

Remote Connection Active

Y o0-10.16

?
IP|10.10.10.16 Mask |255.255.255.0
IP | 192.168.16.1 Mask |255.255.255.0
Routes ?
Destination Mask Gateway Backup Note Active Modify
192.168.15.0/24 255.256.255.0 10.10.10.15 Off RipEX A La ¥ Delete Add
192.168.17.0/24 255.255.255.0 10.10.10.17 Off RipEX C v “+  Delete Add
Add
Backup ?
Alternative paths
MName Peer IP Hysteresis SNMP Trap Gateway Policy Active MNote Modify
Add
Legend Up Down Unknown  Currently used
Apply Route for IP: [ Find ] [ check routing

Fig. 12.11: RipEX B Routing menu — example #2

We also added paths in RipEX B for the Ethernet networks located behind other RipEX units.

n i p E X Radio modem & Router ‘ - RACON
F

Status
Wizards
Settings
Routing
Diagnostic
Neighbours
Statistic
Graphs
Ping
Monitoring

Maintenance

Values from: RIpEX C e
Interfaces ?
Radio IP|10.10.10.17 Mask | 255.255.255.0
ETH IP|192.168.17.1 Mask | 255.255.255.0
Routes ?
Destination Mask Gateway Backup Note Active Medify
192.168.15.0/24 255.255.255.0 Backup #1 RipEX A v ~ Delete Add
192.168.16.0¢24 205.255.200.0 10.10.10.16 Off RipEX B v *  Delete Add
Add
Backup ?
Alternative paths
Name Peer IP Hysteresis SNMP Trap Gateway Policy Active Note Modify
Backup #1 192.168.15.1 20 Delete Add
10.10.10.16 Default v Indirect link ¥ Add
10.10.10.15 Default v Direct link o Add
Add
Legend Up Down Unknown  Currently used
Apply Route for IP: [ Find | [ Checkrouting | | Backup status

Fig. 12.12: RipEX C Routing menu — example #2

In RipEX C we have a very similar configuration to RipEX A, just in the opposite direction.
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Practical Test

In this example, we will use a different method to switch between the primary and backup paths. We
have set the highest priority for the indirect link (our backup path in the previous example). Whenever
RipEX B is switched off, the Backup routes system will use the direct path instead.

The RipEX failure detection time is based on the Policy settings.

Note: If you set the “Hello” packet period to a low value (e.g. 10 seconds) and “Hello packet success
rate [%]” to 100 %, the procedure will be very fast. But with these settings you are wasting the radio
bandwidth with quite a lot of traffic and whenever a single “Hello” packet is lost, the active path is labeled
as “Down”.

In the example, we will not alter the default values.

Alternative path

Parameters Default -
Hello packet peried [sec ]

Hello packet success rate [%] 87.5

RSS [-dBm] Off

Lower priority paths checking | Or

Fig. 12.13: Default Policy values

Note
“Hello packet success rate” evaluation is based on last 8 “Hello” packets.

To see the whole procedure, you can start with issuing ping packets. Go to the RipEX A Diagnostic
— Ping menu and fill in the destination IP address (192.168.17.1). At this stage, ping packets will be
successful and will be transmitted via the primary (indirect) path (e.g. check the RipEX RX/TX led diodes).
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R i p E x Radio modem & Router Q RACOMN

Status Values from: RIpEX A :
Wizards
Settings Ping 7
Routing Ping Type ICMP - Length [oytes] 80 Period [ms] 1000
Diagnostic Destination < 1S ee 17t Court Qoo D Timeout [ms] 10000

Neighbours

PING 192.168.17.1 (192.168.17.1) BO(108) bytes of data.
Statistic 88 bytes from 192.168.17.1: icmp_reg=1 ttl=63

88 bytes from 152.168.17.1: icmp_req=2 ttl=63 time=446 ms

Graphs
— 88 bytes from 192.168.17.1: icmp_req=3 ttl=63 time=360 ms
» Ping 88 bytes from 192.168.17.1: icmp_req=4 ttl=63 time=360 ms
88 bytes from 192.168.17.1: icmp_req=5 ttl=63 time=395 ms
Monitoring 88 bytes from 192.168.17.1: icmp_reg=6 ttl=63 time=343 ms

88 bytes from 152.168.17.1: icmp_reqg=7 ttl=63 time=412 ms

]

.

]

.

.

Maint 1
AMLEnance 88 bytes from 192.168.17.1: icmp_reg=8 ttl=63 time=309 ms

1

1

1

1

1

1

88 bytes from 192.168.17.1: icmp_req=9 ttl=63 time=412 ms
88 bytes from 192.168.17.1: icmp_req=10 ttl=63 time=480 ms
88 bytes from 192.168.17.1: icmp_req=11 ttl=63 time=378 ms
88 bytes from 192.168.17.1: icmp_req=12 ttl=63 time=343 ms
88 bytes from 192.168.17.1: icmp_req=13 ttl=63 time=378& ms
88 bytes from 192.168.17.1: icmp_req=14 ttl=63 time=412 ms

Fig. 12.14: Successful ping packets — primary (indirect) path

You can also turn on the radio interface monitoring. Go to the Diagnostic — Monitoring menu and
check the radio interface. Leave other parameters at their defaults and click on the Start button. You
can see all the packets in the radio network (ping packets, “Hello” packets, ARP, ...).

Now turn RipEX B off, and see the differences. You can see that there are no replies to ping packets
in Ping and Monitoring menu. Check the Routing menu (by pressing the Backup status button) to see
when the active path is switched to the backup (direct) path.
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n i p E X Radio modem & Router Q RACOMN

Status Values from: RIpEX A ?
Wizards
Settings Interfaces g
Routing Radio Mac 0o IP[10.10.10.15 Mask | 255.255.255.0
. . ETH MAC [00:02:A9:BB:08:C3 IP|192.168.15.1 Mask |255.255.255.0
Diagnostic
Neighbours Routes 7
e Destination Mask Gateway Backup Note Active Modify
192.168.16.0/24 255.255.255.0 10.10.10.16 off RipEX B v ~ Delete Add
Graphs 192.168.17.0024 255.255.255.0 Backup #1 RipEX C v 4 Delete Add
Ping Add
Monitoring Backup ?
Maintenance AN five it
Name Peer IP Hysteresis SNMP Trap Gateway Policy Active Note Modify
Backup #1 192.168.17.1 20 Delete Add
10.10.10.16 Default v  Indirect link - Add
10.10.10.17 Default v Direct link - Add
Add
Legend Up Down Unknown Currently used
Apply Route for IP: [Fina ] [ checkrouting | [ Backup status

Fig. 12.15: ipEX A Routing menu — RipEX B switched off

As soon as the Backup routes system evaluates the situation correctly, the ping packets are successful
again. Also notice the ping packets RTT value is lower than with the primary (indirect) path being used.

ping: recvmsg: No route to host

ping: recvmsg: No route to host

From 192.168.15.1: icmp_seq=558 Destination Host Unreachable
From 192.168.15.1: icmp_seq=559 Destination Host Unreachaple
88 bytes from 192.168.17.1: icmp_req=563 ttl=64 time

88 bytes from 1592.168.17.1: icmp_req=564 ttl=64 time=157 ms
88 bytes from 192.168.17.1: icmp_reqg=565 ttl=64 time=174 ms

Fig. 12.16: RipEX A Ping packets — backup (direct) path
Now you can turn RipEX B back on again. Because RipEX checks the primary (indirect) path with

“Hello” packets periodically, it will switch back to the primary path. This change will not cause any loss
in ping packets.

12.3.3. Ethernet/Radio
In this test, the primary route is via the Ethernet link and it is backed up by the radio link.

See the following example:
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PATH 2
ﬁﬂ 10.10.10.2 m
10.10.10.1 192.168.100.2
. 192.168.100.1 192.168.2.1 .
RipEX A RipEX B
PATH 1
SWITCH

Fig. 12.17: Network topology 3

Note

This example will not be explained in as such detail as the previous ones and we will use
different IP addresses.

RIipPEX

Radio modem & Router

™ RACOM

Status Values from: RIpEX A ?
Wizards
Settings Interfaces ?
Routing Radio MAC [00:02:A5:BB:OF:AB IP(10.10.10.1 Mask | 255.255.255.0
. . ETH MAC %:BE.0B:C3 IP|192.168.100.1 Mask | 255.255.255.0
Diagnostic
Neighbours Routes ?
e Destination Mask Gateway Backup Note Active Modify
192.168.2.0/24 255.255.255.0 Backup #1 v ~ Delete Add
Graphs 192.168.100.2/32 255.255 255 255 Backup #1 vl * Delete Add
Ping Add
Monitering Backup ?
Maintenance ARSRaes peths
Name Peer IP Hysteresis SNMP Trap Gateway Poliey Active Note Modify
Backup #1 192.168.100.2 20 Delete Add
192.168.100.2 v e Add
10.10.10.2 Default v 2 Add
Add
Legend Up Down Unknown Currently used
Route for IP: [Fina ] [ Checkrouting | [ Backup status

Fig. 12.18: RipEX A Routing menu — example #3

The primary Ethernet link provides a high bandwidth capacity. It is appropriate to send “Hello” packets
every second. This will lead to a rapid switch over to the backup radio link in case of the Ethernet link
failure.

ping: recvmsg: No
ping: recvmsg: No

route to host
route to host

From 192

168.15.1:

icmp_seq=558 Destination Host Unreachable

From 192.168.15.1: icmp_seq=559 Destination Host Unreachaple
88 bytes from 192.168.17.1: icmp_req=563 ttl=64 time

88 bytes from 192.168.17.1: icmp_req=564 ttl=64 time=157 ms
88 bytes from 192.168.17.1: icmp_req=565 ttl=64 time=174 ms

Fig. 12.19: Hello packet period set to one second
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RipEX B is configured with 192.168.100.2/24 IP address which is used only for communication between
RipEX units. The additional subnet 192.168.2.0/24 is used for the rest of the Ethernet communication.
See the details in ARP Proxy & VLAN Application note.

The “Hello” packet period for the Ethernet link is also set to one second on RipEX B.

n i p E x Radio modem & Router Q RACOMN

Status Values from: RipEX B Remote 1P (URCRUF
Wizards
Settings Interfaces ?
Routing Radio MAC [00: IP[10.10.10.2 Mask |255.255.255.0
. . ETH MAC IP[192.168.100.2 Mask |255.255.255.0 VLAN & Subnets +
Diagnostic —_—
Neighbours Routes [4
e Destination Mask Gateway Backup Note Active Modify
192.168.100.1/32 255.255.255.255 Backup #1 v Delete Add
Graphs Add
Ping
Backup ?
Meonitoring Alternative paths
. Name Peer IP Hysteresis SNMP Trap Gateway Poliey Active MNote Modify
Maintenance
Backup #1 192.168.100.1 20 Delete Add
192.168.100.1 v X Add
10.10.10.1 Defautt v - Add
Add

Legend Up Down Unknown Currently used

Apply Route for IP: [Find | [ Check routing

Fig. 12.20: RipEX B Routing menu — example #3

When you disconnect the primary Ethernet path, the system will automatically switch to its backup radio
path. You can check this functionality using the same tools as in the previous examples.

12.4. Summary

We have described just a few basic examples of Backup routes usage. Feel free to download the RipEX
User manual from http://www.racom.eu/download/hw/ripex/free/eng/ripex-m-en.pdf or the Application
notes from http://www.racom.eu/download/hw/ripex/free/eng/ripex-app-en.pdf to conduct further tests.

Do not hesitate to contact us if you have any questions:

RACOM technical support team
E-mail: <support@racom.eu>
Tel.: +420 565 659 511

138 RipEX —© RACOM s.r.o.


http://www.racom.eu/download/hw/ripex/free/eng/ripex-m-en.pdf
http://www.racom.eu/download/hw/ripex/free/eng/ripex-app-en.pdf

RipEX Migration Solution

13. RipEX Migration Solution

13.1. Introduction

This document describes how to utilize RipEX radios to seamlessly upgrade or expand existing SCADA
radio networks.

This upgrade or extension can be a gradual one-by-one replacement over a period of time or as a one-
time project with no network outage.

13.2. Main benefits

* No network outage.

* No special expensive HW like migration station etc. required. Only standard RipEX radio modem
is added to the existing base station and remote units are then replaced (added) one-by-one .

* No time limits for legacy and new RipEX networks co-existence.

* The same frequency for legacy and the new radio network can be used.

+ The same antenna for legacy and the new RipEX radio network can be used.

» SCADA central SW and RTU’s can also be migrated, gradually and independently of each other or
simultaneously. The new SCADA can be used simultaneously with the legacy one on another RipEX
interface e.g. Ethernet. Central RipEX radio will then route packets for new RTU’s via new radio
network.

* HW contact for "Carrier On" legacy base station transmissions supported.

* All RipEX features e.g. unlimited number of repeaters on the way can be used in a new RipEX
network.

13.3. Pre-migration checks
Before you start migration, you should get the basic information about the legacy network:

*  Which SCADA Protocol is used (e.g. Modbus).

+ SCADA Protocol addresses of RTU’s on individual remote sites.

» COM port settings of legacy radio modems on individual sites.

»  Which radio frequency is used.

» Radio network topology and its possible optimization when RipEX will be used, e.g. repeater function.

» Evaluate the next possibilities of usage of new RipEX features like integration of IP network into
RipEX network, Terminal server as a new interface for SCADA etc.

13.4. Migration

13.4.1. Polling (Master-Slave) Network
This is the most common type of legacy SCADA network.

Master-slave polling, i.e. SCADA center (Master) sends requests one-by-one to RTU’s and waits for
the response from polled RTU.
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SCADA Protocol is implemented in RipEX

C24, Cactus, Comli, IEC101, ITT Flygt, Modbus RTU, RP570, DF1, DNP3, Siemens 3964(R), SLIP
and UNI (can be used for any polling protocol with address byte(s) on fixed position) the same frequency
for both, legacy and RipEX networks can be used.

In such a case, RipEX in Router mode in centre/base station must be used. Packets coming from
SCADA center (Master) are routed by RipEX based on SCADA Protocol address. When packet is dir-
ected to RTU in legacy network, it is routed to COM2, resp. to legacy radio modem and delivered via
legacy radio network. Packets directed to RTU’s which are behind the RipEX network pass through
the RipEX network. AAS (Automatic Antenna Switch, Part. No OTH-AAS) automatically disconnects
radio modem while the other one is transmitting.

Carrier On Hﬂ+ LEGACY
contact NETWORK
’-[] L (0000 frequency F1
AAS -

SCADA

CENTER RS232

Automatic

NEW RipEX

o H{H NETWORK
RS232 ] frequency F1
ANT

ETH :

option

Fig. 13.1: Polling, Protocol implemented, One frequency

The original RS232 cable between SCADA Master and RipEX (COM1) is used. Note: RipEX is equipped
with DB9F connector.

RS232 crosslink cable must be used for interconnecting of RipEX (COM2) and legacy radio modem
(see Fig. 13.2, “RS232 crosslink cable” below). Note: It is equal which COM on RipEX is used for which
connection.

o
— ~ o
N
™ To— 4 &
© | |
o % o %
~_O GND . Q9
0 = ™
DB9M DB9M

Fig. 13.2: RS232 crosslink cable

Legacy radio network uses different frequencies for Rx and Tx in most cases. Sometimes the base
stations are duplex and Tx carrier is on all the time while SCADA center (Master) is sending/receiving
the packets. Tx carrier is mostly controlled by separate HW signal from SCADA center (Master). RipEX
also supports this feature when UNI protocol is used. CAB-MIG cable with simple SSR relay inside
DB9 connector cover which is controlled by the CTS signal on COM is used for this. There is a possib-
ility to set the upfront time when contact will be activated before the packets are transmitted.
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o o
- © o
N
)| o2 e 2
G
™
o[> & cTS > %
Y. 0 GND ¥ Q
e) = )
DB9M DB9M

=0 Carrier On : —0 +U
(PTT) 1

CE}\N[}

GND

=]

1
1
— i—o
GND : Carrier On

Fig. 13.3: CAB-MIG

Note
User specific wiring can be utilized.

Legacy radio configuration

No configuration changes are required with legacy radios.

Master (central) RipEX unit

Note
All RipEX units must be defined with Radio IP addresses and must have the same Radio
parameter settings e.g. frequency.

The RipEX receives data from the SCADA centre via COM1 serial interface. This interface must be
set accordingly (baud rate, stop bits, parity, etc.) — see the example below.

COM's

COMA1
Type R5232 -
Baud rate [bps] | 19200 -
Data bits 8 -
Parity None -
Stop bits 1 -
Idle [brytes] 5
MRU [bytes] 1600

Flows control None -

Protocol Modbus

Fig. 13.4: Master (central) RipEX, COM1

The Protocol must be chosen, e.g. Modbus. The Protocol needs to be set as a Master and an Address
translation table must be configured for all RTU’s, either connected via legacy or new RipEX network.
For Protocol address (e.g. Modbus) of RTU’s on sites connected via legacy radio network, set respective
IP address equal to Radio IP of RipEX unit (in the example below, it is 10.10.10.254). For RTU’s con-
nected via new RipEX network the IP addresses/ports correspond to respective RipEX Radio IP on
respective remote site.

See the example:
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Protocol ?
Protocol Modbus hd

WMode of Connected device | Master -

Breadcast On hd

Broadcast addr. format Hex -

Broadcast address FF

Address translation Table -

Hex = Modbus addr. P Interface (UDP port) Note Active Modify

01 10.10.10.1 COM1 (8881) RipEX network v T Delete Add
0z 10.10.10.2 COM1 (8881) RipEX network v| | * 7T Delete Add
o 10.10.10.254 COMZ (8382) Legacy system v| = 7 Delete Add
0g 10.10.10.254 COMZ (8382) Legacy system v “  Delete Add

Add
A0d

Fig. 13.5: Master (central) RipEX, COM1, Address translation Table

When the network finally consists of only RipEX radios, all these rules can be replaced with one simple
Mask rule:

Address translation Mask -
Base IP 10.10.10.1

Mask 255.255.255.0
UDP port (interface) COM1 (8881} =

Fig. 13.6: Master (central) RipEX, COM1 Address translation, no more legacy network
Note

Whenever a new remote RipEX is deployed, Address translation Tables must be changed
accordingly.

COM2 configuration is very simple. The same protocol (e.g. Modbus) must be set, but Mode of Con-
nected device is set to Slave. No other settings are required.

Protocol

Protocol Modbus -
Mode of Connected device | Slave -
Broadcast accept On -

Fig. 13.7: Master (central) RipEX, COM2
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Remote RipEX units

Remote radio configuration is straightforward. Once you configure the Radio parameters (must be the
same as for Master radio), set COM1 port accordingly (baud rate, stop bits, parity, etc.)

The Protocol is the same as Master radio (e.g. Modbus), only Mode of Connected device is set to
Slave.

You can save the configuration file and upload this file into all remote units (e.g via USB stick); the only
manual task will be to change the Radio IP address.

n i p E X Radio modem & Router Q RACOMN

Status Values from: Ripex-A ?
Wizards
settings Device ?
Routing Unit name Ripex-A Time Manual Alarm management | Default Neighbours&Statistics | Default
Diagnostic = Operating mode  Router SNMP | On Power management | Always On Graphs. Manual
Hot Standby off Firewall |Off WiFi On Management Default
Neighbours
statistic ? ETH 4 com's ‘
Graphs com2
P P 192168.1.1 Type RS23Z v [ms23z -
Ping Mask 255.255.255.0 Mask 2552552550 Baud rats [bps] 15200 - 15200 -
Monitoring u TX frequency m 448.250.000 DHCP off Data bits ] x |8 -
- = RX frequency B 143.250.000 Shaping Off Parity Nene < None -
Maintenance ® Channel gpacing [kHz] | 25.0 hd Speed Auto - Stop bits 1 = 1 <
» Modulation rate [kbps] | 20.83 | 4CPFSK Modbus TCP off Idle [bytes] 5 5
RF power [W] 01 - Terminal servers off MRU [bytes] 1600 1600
" FEC off hd TCP proxy ort Flow control | None *| |None M
= Optimization off - ARP proxy & VLAN  |OFf Protocol Modbus None
= Encryption off
= MTU [bytes] 1500

© RACOM, Mirova 1283, 592 31 Nove Mesto na Morave, Czech Republic, Tel.: +420 565 659 511, E-mail: racom@racom.eu WWW.racom.eu

Fig. 13.8: Remote RipEX configuration (only Radio IP is different for individual remotes)

SCADA Protocol is not implemented in RipEX

When SCADA protocol is not implemented in RipEX, RipEX should be used in Bridge mode with a
standard Y’ cable for RS232 connection between SCADA center (Master) and legacy and RipEX radio
modems.

Packets coming from the SCADA center (Master) are simultaneously transmitted to both networks,
legacy and RipEX. The Respective RTU in either the legacy or RipEX network will then respond.
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1ot

SCADA — NEW RipEX
CENTER R3252 NETWORK
|i| L0000, frequency F2
B e
+BH LEGACY
NETWORK

o frequency F1

L (0000,

Fig. 13.9: Polling, Protocol not implemented, Two frequencies

Fig. 13.10: RS232 'Y’ cable

RIipEX settings in Bridge mode are simple — no Protocol on COM interface.

Note

6 When one frequency for both networks is required, repeaters are used in the new RipEX
radio network or higher reliability on Radio channel is required, RipEX in Router mode can
also be used. In such a case the design is the same as per Fig. 13.1, “Polling, Protocol im-
plemented, One frequency” RIipEX settings are more or less the same as in the section
called “SCADA Protocol is implemented in RipEX”, only special settings of UNI protocol
needs to be used. All packets received from SCADA center (Master) will first be transmitted
as broadcast to RipEX network, packets from remotes will be acknowledged unicasts. After
a set delay (time for response from remote in RipEX network), the same packet will be
transmitted to the legacy network. For details see online help, RipEX manual or contact our
technical support team (<support@racom.eu>).

Of course, when migration is complete, the second frequency is no longer required.

13.5. Report-by-Exception (Collision) network

In report-by-exception, remote RTU’s send messages to the SCADA center (Master) when they have
data to send. Sometimes this is combined with periodical one-by-one polling of remotes from the centre.

This type of communication creates collisions on the Radio channel. Because the protocols on Radio
channel in legacy and RipEX network are not compatible, the collisions can’t be solved on the same
frequency. Because of that individual frequencies must be used for legacy and RipEX network and
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respective SCADA protocol must be implemented in RipEX. These are e.g. DF1, DNP3, Siemens
3964(R), SLIP and UNI (can be used for any polling protocol with address byte(s) on fixed position).

SCADA

CENTER
|i| oL S @ NEW RipEX

NETWORK
L (0000, frequency F2

RS232
Carrier On RS232
" contact {_BH» LEGACY
NETWORK
‘ frequency F1
L (0000.

Fig. 13.11: Report-by-exception, Protocol implemented, Two frequencies

RipEX in Router mode is used with the same settings as in the section called “SCADA Protocol is im-
plemented in RipEX”.

13.6. Network Expansion

Legacy network expansion with the new RipEX radio network is generally the same as the migration.
RipEX units are used only on new sites. The possibilities and respective settings are the same as de-
scribed in Section 13.4.1, “Polling (Master-Slave) Network”.

13.7. SCADA Upgrade

Once RipEX is used in the centre, one can take advantage of that. The next RipEX interface e.g. Eth-
ernet or COM2 can be used as an input for a new SCADA Master. This new SCADA can use any new
modern protocol e.g. DNP3/TCP or Modbus/TCP for communication with new RTU’s. In this case
central RipEX handles communication with old and new RTU’s via new RipEX network and with non-
migrated sites via legacy network.

Thanks to RipEX network, SCADA can also be gradually upgraded one-by-one as budget allows.

13.8. Troubleshooting

RipEX utilizes sophisticated and powerful Diagnostic tools, such as Monitoring, RSS ping, Graphs,
Statistics and other.

In case of troubles with packet deliveries to respective RTU’s, the most probable issue is in COM port
or Routing settings. Simply use online Monitoring to find the issue. Online monitoring allows you to see
packets with all details e.g. source and destination addresses on all interfaces either external (COM,
Ethernet, Radio) or internal.

For details see online help or RipEX manual or contact technical support team (<support@racom.eu>).

Note
It is recommended to check existing antenna installations, coaxial cables and connectors
while migration is materialized. They might be in a bad condition after many years of use.
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13.9. Summary

Whatever SCADA protocol is used within your current network, the RipEX Migration solution will provide
a modern solution and meet tomorrow’s market demands.

In most cases, the current antenna systems on base stations can be fully utilized without any additional
equipment except a small and inexpensive Automatic Antenna Switch (AAS).

Since RipEX and legacy networks work simultaneously, there is no downtime while migration is mater-
ialized. There are only very short breakdowns for individual remote sites while connecting a new RipEX
radio modem.

A RipEX network also allows gradual SCADA upgrades as budget allows when RTU’s can be swapped
one-by-one with minimum downtime.
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14. Base Driven Protocol

14.1. Introduction
Base Driven protocol, which is primarily optimized for TCP/IP (IEC104), is also suitable for collision
networks when a remote is not be heard by other remotes and/or different Rx and Tx frequencies are

used. All packet transmissions are managed by the local base station and distributed uniformly even
when a high number of remotes are connected.

STAR TOPOLOGY
WITH REPEATERS REMOTE +8|+ H8+ REMOTE

=
e\ e

/[D

STATION

/b

REMOTE / REPEATER

REMOTE / REPEATER
REMOTE

+8|+ REMOTE
= -

REMOTE

Fig. 14.1: Star topology with repeater

TCP/IP protocols like IEC104, used by modern RTUs, have historically created challenging problems
because of limited throughput within narrowband radio data networks. Hence the reason RACOM has
developed Base Driven protocol to solve the problem.

TCP/IP transparent

*  Optimized for IEC104

* No TCP errors

« No TCP disconnections

Tests confirm that the new RipEX 'Base Driven' protocol handles 5-10x more remotes under one base
station and with higher reliability compared to others.

Hidden remotes

'Hidden remote' is a radio modem that is not heard by his neighbours. Modern SCADA networks are
using more and more report-by-exception protocols, so 'hidden remotes' are creating problems, because

© RACOM s.r.o. — RipEX 147



Base Driven Protocol

common protocols on Radio channel are mostly based on Listen Before Transmit or Carrier Sense
Multiple Access principles. Different Rx and Tx frequencies create the same issue in the network. RA-
COM Base Driven solves these problems.

STAR TOPOLOGY WITH REPEATERS
AND HIDDEN REMOTES
REMOTE +8H

H%J[ REMOTE

=

* * A A §3_ semor

/A\/\Q g
A

REMOTE& "D / %}\

BASE

STATION

kv
2 /b\%

REMOTE / REPEATER

= =

REMOTE

Fig. 14.2: Star topology with repeaters and hidden remotes

* No collisions even in difficult terrain

» Suitable when different Rx and Tx frequencies are used
» Fair access to Radio channel for all remotes

» Channel capacity distributed fairly amongst all remotes

RipEX Base Driven protocol is revolutionising narrowband radio networks! Total user data throughput
is significantly higher, creating much improved levels of stability and reliability!

For more details, see:

* RipEX manual’
» Chapter 1, Address planning in this application notes
+ The following configuration example

14.2. Configuration Example

In this chapter, we will explain the functionality of Base Driven Protocol. Some aspects were already
explained in Chapter 1, Address planning and Chapter 10, Channel access. See them before continuing
this configuration example.

! http://www.racom.eu/eng/products/m/ripex/index.html
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Terminal 1 Radio IP: 10.10.10.1/24 Terminal 2
ETH IP: 192.168.1.1124

16DEQAM, 25 kHz
83.33 kbps

;2[;?%” 25 kHz Radio IP: 10.10.10.2/24
-39 Kbps ETHIP: 192.168.2.1/24

16DEQAM, 25 kHz T/4DQPSK, 25 kHz

83.33 kbps or > Repeater ,  FEC,31.25 kbps > Terminal 5
m4DQPSK, 25 kHz Terminal 4 ~

BASE : |

FEC, 31.25 kbps

" Radio IP: 10.10.10.254/24 " Radio IP: 10.10.10.4/24
ETH IP: 192.168.254.1/24 ETH IP: 192.168.4.1/24 Radic IP: 10.10.10.5/24

ETH IP: 192.168.5.1/24
16DEQAM, 25 kHz

16DEQAM, 25 kHz . 83.33 kbps .

33.33?(hps ‘\_HH Terminal 3 P +8|+ Terminal 6
Radio IP: 10.10.10.3/24 Radio IP: 10.10.10.6/24
ETH IP: 192.168.3.1/24 ETH IP: 192.168.6.1/24

Fig. 14.3: Base driven protocol example topology

The topology consists of one Base station (there can only be one) and 6 terminals (remote RipEX
units). One of these terminals serves as a repeater for other two.

From the configuration point of view, we have only two types of units.

« Base
« Remote

There is no “repeater” configuration in Terminal 4. The terminal itself is configured in the exact same
way as Terminals 5 and 6. The communication is managed by the Base station which forwards data
either directly or via this repeater.

Since the firmware 1.6, RipEX units can also be configured with various modulation rates for individual
links. In this example, we configure the highest modulation rate for all links except the link to RipEX
terminal 5 (e.g. because there is a bad signal quality). This link is set to use the T/4DQPSK modulation
and has FEC enabled.

Note

If the Base station communicates with Terminal 5, it uses the T/4DQPSK modulation even
for the hop between the Base and Repeater, not only for the link between Repeater and
Terminal 5.

All units are configured with a Radio IP address within 10.10.10.0/24 subnet. The Ethernet subnets
are different for each unit. Each RipEX has the Ethernet address equal to 192.168.x.1/24 where “X”
the last digit of its Radio IP address (i.e. Protocol address).
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There is no other special functionality configured in this example, such as Modbus TCP, ARP Proxy,
TCP Proxy or Protocol server. The Base driven protocol (BDP) is suitable for transparent TCP traffic
and thus, only the correct routing is required.

Note

All features are configurable both in the Flexible and Base driven protocols; the Backup
routes functionality is only available in the Flexible protocol.

If more than one repeater is required for the remote unit reachability, the Flexible mode should be used
or another RipEX unit connected “back-to-back” via switch is necessary creating another BDP network
on its own frequency. There cannot be any radio overlap for several BDP networks (i.e. only one Base
station can be in the radio coverage).

14.2.1. BASE Station configuration

Status Values from: BASE ?
Wizards
Settings Device ?
Routing Unit name @ Time Manual Alarm management Default Neighbours&Statistics | Defautt
. . = Operating mode @ i/ SNMP |On Power management | Always On Graphs Default
Diagnostic P g - g P
Hot Standby i Firewall |Off WiFi On Management Default
Neighbours
Statistic Radio ? ETH ? COM's 7
ComM1 COm 2
Graphs - =
= Radio protocol Base driven P 192.168.254.1 Type RS232 ~| [Rs232 v
Ping Station type Bas Mazgk 255,255 255.0 Baud rate [bps] | 19200 - 19200 -
Monitoring P 10.10.10.254 DHCP off Data bits 8 * |8 hd
Maint Mask 255.255.255.0 Shaping off Partty None = | |None -
aintenance
= TX frequency @ 168.000.000 Speed Auto hd Stop bits 1 - |1 -
= RX frequency 168.000.000 Modbus TCP off idis [bytes] 3 3
= Channel spacing [kHz] | 25.0 = Terminal servers orf MRU [bytes] 1600 1600
Modulation rate [kbps] (53,33 | 16DEGAT TCP proxy off Flow control Mone +| None -
RF power [W] 0.5 ~ ARP proxy & VLAN | Off Protocol Hone Hone
= Optimization Off =
= Encryption Off
= 4TU [bytes] 1500

Fig. 14.4: Base station Settings
The Base station must be configured in the following way:

* Name: BASE (no functionality influence)
» Operating mode: Router

» Radio protocol: Base driven

+ Station type: Base

* Radio IP: 10.10.10.254/24

» Ethernet IP: 192.168.254./1/24

* Modulation rate: 16DEQAM

Once you open the Station type configuration, a detailed configuration for all remote units is available:
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Radio protocol 7
» Radio protocol Base driven ¥

Station type Base -
= Mode CE -

= Kodulation type -

Wodulation rate [kbps] 83.33 | 16DEQE =

FEC Off -
Remotes
CTS Repeater Protocol
Protocol addresses Modulation rate FEC ACK Retries retries Connection addr. Hote Active

1 83.33 | 16DEQY Off v 3 3 Direct RipEX-1 v ¥ Delete Add
2 83.33 | 16DEQ Off v 3 3 Direct RipEX-2 V| * ¥ Delete
3 83.33 | 16DEQ Off v 3 3 Direct RipEX-3 v % Y Delgte
4 83.33 | 16DEQ Off v 3 3 | Direct & Repea I RipEX-4 repeater  |v| * ¥ Delete Add
5 41,67 | Tr/4DOF On (FEC 3/4) | v 3 Behind Repeatt 4 RipEX-5 v * ¥ Delete Add
6 83.33 | 16DEQ Off v 3 Behind Repeatt 4 RipEX-5 ¥ % Delete Add

Fig. 14.5: Base station protocol configuration

Modulation type is set to “QAM” which enables communication with terminals using any modulation
within this type (16DEQAM, D8PSK, m/4DQPSK or DPSK).

In the “Remotes” table, the individual configuration for each Terminal must be done. Notice the 41.67
kbps modulation rate and enabled FEC used for Terminal 5 (bad condition simulation). Three terminals
(1-3) are configured with a “Direct” connection. This means that all of them are reachable directly and
not via repeater and are not used for repeating data for other terminals.

On contrary, Terminal 4 is set as “Direct & Repeater” so it forwards data for other terminals. In this
example, it forwards data for terminals 5 and 6 (see the particular lines) — both terminals are configured
with a “Behind Repeater” connection type and they use the repeater with a protocol address 4. There
could be more repeaters so this number is important.

Note
Three “basic” direct terminals (1, 2 and 3) can be configured on a single line — the Protocol
addresses column would be set as “1 — 3”. Otherwise the configuration is the same.

While this configuration is fully sufficient for Radio communication and any serial protocol communication
(using the Radio IP addresses), we need to configure the Routing rules for all Ethernet subnets. Go to
the Routing menu and configure the Base station.
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Status Values from: BASE ?
Wizards
Settings Interfaces ?
Routing Radic MAC (0002 IP10.10.10.254 Mask 255.255.255.0
ETH MAC [00:02.A9B2.CT-50 IP192.168.254.1 Mask 255.255.255.0
Diagnostic
Neighbours Routes ?
Statistic Destination Gateway Backup Note Active Modify
192.168.1.0/24 25 10.10.10.1 Off RipEX-1 v v Delete Add
Graphs 192.168.2.0/24 25 10.10.10.2 Off RipEX-2 ¥~ 7 Delete Add
Ping 192.168.3.0/24 25 10.10.10.3 off RipEX-3 v “ ¥ Delete Add
192.168.4.0/24 25 10.10.10.4 Off RipEX-4 repeater ¥~ 7 Delete Add
Monitoring 192.168.5.0124 25 10.10.10.5 off RIpEX-5 v| * 7 Delete Add
Maintenance 192.168.6.0/24 255. 10.10.10.6 Off RipEX-5 v “  Delete Add
Add
Backup ?
Alternative paths
Name Peer IP Hysteresis [s] SNMP Trap HW Alarm Output Gateway Policy  Active MNote Modify

Add

Fig. 14.6: Base station Routing menu

If you are familiar with a regular routing or/and routing in the Flexible mode, these rules might be a bit
confusing. First four lines are OK, but in the Flexible mode, the routes for 192.168.5.0/24 and
192.168.6.0/24 would use the 10.10.10.4 Radio IP address as the gateway. This knowledge is already
set by the “repeater” functionality within the BDP configuration. This results in a gateway configuration
as they were also connected directly (gateways set to 10.10.10.5 and 10.10.10.6). But the BDP
mechanism sends data for these networks via the configured repeater (10.10.10.4).

Once you finish this configuration, the Base station starts to communicate rapidly (see the TX LED diode
on the unit). This is caused by the BDP mechanism. The Base station controls/manages all the com-
munication within the network and checks the statuses of all remotes in very quick rounds (tens of
milliseconds). If any DATA transmission is ready (any RipEX has packet in its queue for the Radio
channel), it enables this communication in a very precise time slot minimizing any “waiting” period and
utilizing the Radio channel for maximum. Due to this behaviour, there is always communication on the
Radio channel even though there is no application data. In the Flexible mode, there is no data traffic
in such situations, but collisions happen while in the BDP there is not a single collision on the Radio
channel —i.e. the important jitter parameter is minimal (important for many TCP applications).
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14.2.2. Repeater Station Configuration

Status Values from: RipEX-4-repeater L EET 10.10.10.4
Wizards
Settings Device ?
Routing Unit name RpEX-4-repeater.  Time  Manual Alarm management | Defautt Neighbours&Statistics | Default
. R = Operating mode | Router A SNMP  On Power management | Always On Graphs Default
Diagnostic
Hot Standby off Firewall |Off WiFi Qn Management Default
Neighbours
Statistic Radio 7 ETH ? COM's ?
COom1 COm 2
Graphs .
= Radio protocol Basedriven P 182.188.4.1 Type RS232 ~ |Rsz32 -
Ping Station type Remote Mask 255.255.255.0 Baud rate [bps] | 19200 - 19200 -
Monitoring =] 10.10.10.4 DHCP off Data bits g - g -
Wask 255 255 255 0 Shaping Off Parity None < None =
Maintenance
= TX frequency p 168.000.000 Speed Aute hi Stop bits 1 - 1 -
= RX frequency B [188.000.000 Modbus TCP Off idle [bytes] 5 c
= Channel spacing [kHz] | 25.0 - Terminal servers off MRU [bytes] 1800 1600
= Modulation type Q@AM TCP proxy Off Flows control None > | None -
RF power [W] 0.5 i ARP proxy & VLAN | OFf Protocal None None
= Optimization off =
= Encryption off
= TU [bytes] 1500

Fig. 14.7: Repeater station Settings

All other RipEX units must be configured following the IP addresses depicted in the topology diagram
and the Station type must be “Remote”. Open this menu and configure the details:

Radio protocol

= Radio protocol Base driven =
Station tvpe -
= [Mode CE b
= Modulation type -
Protocol address mode -
Protocol address O
ALK On -

Retries [Mo] 3

Fig. 14.8: Repeater station Protocol conf iguration

Terminal stations are not set with a particular Modulation, but only with a “type”. The exact modulation
is set in the Base station. The Protocol address mode can be either “manual”’ or “automatic”. If the
automatic method is set, the Protocol address is set to the last Radio IP digit (i.e. 10.10.10.4 -> 4).

The last step is to configure the static route back to the Base station’s Ethernet subnet.
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Status Values from: RipEX-4-repeater Remote IP (IRTRT ¥
Wizards
Settings Interfaces ?
Routing Radio MAC [00:02:A9:B2:EB:23 IP|10.10.10.4 Mask 255.255255.0
- - ETH MAC [00:02:A3:B2ET:3B IP192.188.4.1 Mask 255.255255.0
Diagnostic
Neighbours Routes ?
Statistic Destination Mask Gateway Backup Note Active Modify
192.168.254.0/24 255255 2550 10.10.10.254 off v Delete Add
Graphs Add
Ping
Backup 4
Monitoring Alternative paths
Name Peer IP Hysteresis [g] SNMP Trap HW Alarm Output Gateway Policy  Active Hote Modify

Maintenance
Add

Fig. 14.9: Repeater station Routing rules

The only rule required is to the Base station. If the communication among any Ethernet subnets of any
Remote RipEX units is necessary, add other static routes — all rules must use the same gateway
10.10.10.254 (Base), because complete communication goes over the Base station and not directly
among individual Remote units.

Remote Stations Configuration

As already mentioned, the configuration is completely the same for all Remote stations, no matter if it
is or it is not a repeater. Save the Repeater configuration into the file and upload it to other remote
units. Only remember to change the Radio and Ethernet IP addresses! The rest of the configuration
parameters are the same.

14.3. Configuration Verification
To verify the communication, you can do some of the following simple tests:

1.  Runthe RSS/ICMP tests (Diagnostic -> Ping) for a remote RipEX / connected device reachability.
Run this ping from the Base station to any Remote station or vice versa (or end device connected
to the Base station to end device connected to any Remote RipEX unit). This configuration does
not allow Remote to Remote communication. Note that the RSS ping output does not display two
hops even though data go over the repeater. For the BDP, it seems like one hop, while it actually
uses two hops.

B55 Ping from 10.10_.10.254 to 10.10.10.&, size:80+43({+trace)

115 bytes from 10.10.10.&: 3egq=l rtt=0.1%57s3
10.10.10.254-->10_.10.10.¢& :BZ/2Z3[R55/DQ1-—->10.10.10.%
10.10.10.6-——>10.10_10_254 :-82/207[R55/DQ]1——>10.10_10_254

Fig. 14.10: RSS Ping

2. Check the modulation rate used for a particular link (Diagnostic -> Monitoring). Enable the
Monitoring for the Radio link and check the RADIO interface. Choose to capture the Radio link
headers and limit the Length of packets to 0 Bytes (it is not useful now to see the data payload).
Find the “MC” parameter in the Radio headers.
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TX Modulation and Coding ((MC:00))
* [7..4] Modulation Select Nibble
o 0x0 = 2-CPFSK (default)

o 0x1=4-CPFSK
o 0x8 =DPSK
o 0x9 = pi/4-DQPSK
o OxA =8DPSK
o 0xB = 16-DEQAM
* [3..0] Coding Select Nibble
o 0x0 = FEC Off (default)
o 0x1=FECOn
Status Values from: BASE ?
Wizards
Settings Monitoring ?
Routing COoM1 comz ETH Internal hide params
Diagnostic RADIO
Neighbours Rt v T (v Display| HEX - Offzet [bytes] |0
Statistic IP 5rc|0.0.0.00 IP dst|0.0.0.0/0 Port src|0 Fort st 0 Include reverse
Graphs Protocoltype:  alllw
Ping Radio IP sre|0.0.0.0/0 Radio IP dst|0.0.0.0/0 Include reverse
» Monitoring Promiscuous mode | OFf ~|  Link Control Frames  Off ~|  Other modes Corrupted frames v
Maintenance Show time diff. File period: | 3 min - File size: 100 kB -
08:36:00.105285 [RF:phy:Tx] IP 10.10.10,354.204% > 10.10.10.6.8891: UDP, length 125
3lhead: 4870 0400 0&bZ cb33 &340 0010_10_10_254 > 10.10.10.§ BDATA: R:4 (T:6 LN:104 Bp:- nk:y))
08:3€8:00.232055 [RF:phy:Bx] IP 10.10.10.&.83%1 > 10.10.10_254_Z04%: UDP, length 137, rss:82 dg:ZzZ3

RLhead: 4880 0&b% e7df 4840 ((MC:B0O) 10.10.10.6 » 10.10.10.254 DATA RTS: T:& LN:72 Bp:- nl:y Ofr:0)

Fig. 14.11: Radio channel Monitoring — Modulation rate (B — 16DEQAM, 0 — no FEC)

3. Run any TCP application over the network and check its functionality.

4. Check the Statistics and Neighbours menu for Diagnostic purposes — you should be able to see
all Remote stations on the Base station which are within the Radio coverage — with a data statistics
and several watched values such as temperature or voltage of these remote stations.

14.4. Summary

Base driven protocol is suitable and optimized for any RipEX network in a star topology with up to one
repeater on each link. The highest benefit is its optimized behaviour for TCP traffic such as IEC104 —
minimizing the jitter, utilizing the channel bandwidth much more efficiently and not causing a single
collision on the Radio channel.

Do not hesitate to contact us if you have any questions:

RACOM technical support team
E-mail: <support@racom.eu>
Tel.: +420 565 659 511
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New chapter — Chapter 12, Backup routes

Revision 1.6 2016-07-21
Modified — Chapter 2, SNMP

Revision 1.7 2016-08-26
New chapter — Chapter 13, RipEX Migration Solution

Revision 1.8 2017-02-08
SNMP - Zabbix Dynamic indexes

Revision 1.9 2017-02-13
Base Driven Protocol - new chapter - Chapter 14, Base Driven Protocol

Base Driven Protocol - updated chapter - Chapter 1, Address planning

Revision 1.10 2017-08-18
SNMP chapter upgrade - Chapter 2, SNMP
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